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Introduction to Directory
Integration

This chapter introduces the concept and advantages of directories in the
corporate environment. It describes the Lightweight Directory Access Protocol
(LDAP) and defines standards and terminologies involved in accessing
directories. This provides a framework for discussing common directory
definitions, the particularities of implementation, and the part that a corporate
directory can play in an integrated environment. Finally, it introduces the
applications that make use of LDAP, which are used in this book.
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1.1 Introduction

People and businesses are increasingly relying on networked computer systems
to support distributed applications. These distributed applications might interact
with computers on the same local area network (LAN), within a corporate
intranet, or anywhere in the world on the Internet. To improve functionality,
provide ease of use, and enable cost-effective administration of distributed
applications, information about the services, resources, users, and other objects
accessible from the applications needs to be organized in a clear and consistent
manner. Much of this information can be shared among many applications, but it
must also be protected to prevent unauthorized modification or the disclosure of
private information. Security, however, is not the only consideration when
applying a service policy to a piece of communication. The quality of service to
be delivered is another major element, and directories today are capable of
holding millions of objects.

Information describing the various users, applications, files, printers, and other
resources accessible from a network is often collected into a special database
that is sometimes called a directory. As the number of different networks and
applications has grown, the number of specialized directories of information has
also grown. This growth results in islands of information that are difficult to share
and manage. If all of this information could be maintained and accessed in a
consistent and controlled manner, it would provide a focal point for integrating a
distributed environment into a consistent and seamless system.

LDAP is an open industry standard that has evolved to meet these needs. LDAP
defines a standard method for accessing and updating information in a directory.
LDAP is gaining wide acceptance as the directory access method of the Internet
and is therefore also becoming strategic within corporate intranets. It is being
supported by a growing number of software vendors and is being increasingly
incorporated into applications. For example, the two most popular Web
browsers, Netscape Navigator/Communicator and Microsoft Internet Explorer,
support LDAP as a base feature.

1.2 Directories

2

A directory is a listing of information about objects arranged in some order that
gives details about each object. Common examples are a city telephone
directory and a library card catalog. For a telephone directory, the objects listed
are people; the names are arranged alphabetically, and the details given about
each person are address and telephone number. Books in a library card catalog
are ordered by author or by title, and information such as the ISBN number of the
book and other publication information is given.

Using LDAP for Directory Integration



In computer terms, a directory is a specialized database, also called a data
repository, that stores typed and ordered information about objects. A particular
directory might list information about printers (the objects) consisting of typed
information such as location (a formatted character string), speed in pages per
minute (numeric), print streams supported (for example PostScript or ASCII), and
SO on.

Directories allow users or applications to find resources that have the
characteristics needed for a particular task. For example, a directory of users can
be used to look up a person's e-mail address or fax number. A directory can be
searched to find a nearby PostScript color printer. Finally, a directory of
application servers could be searched to find a server that can access customer
billing information.

The terms white pages and yellow pages are sometimes used to describe how a
directory is used. If the name of an object (such as a person or printer) is known,
its characteristics (such as phone number or pages per minute) can be retrieved.
This is similar to looking up a name in the white pages of a telephone directory. If
the name of a particular individual object is not known, the directory can be
searched for a list of objects that meet a certain requirement. This is like looking
up a listing of hairdressers in the yellow pages of a telephone directory. However,
directories stored on a computer are much more flexible than the yellow pages of
a telephone directory because they can usually be searched by specific criteria,
not just by a predefined set of categories.

A directory is often described as a database, but it is a specialized database that
has characteristics that set it apart from general-purpose relational databases.
One special characteristic of directories is that they are accessed (read or
searched) much more often than they are updated (written). Just as hundreds of
people might look up an individual's phone number, thousands of print clients
might look up the characteristics of a particular printer. However, the phone
number or printer characteristics rarely change.

Because directories must be able to support high volumes of read requests, they
are typically optimized for read access. Write access might be limited to system
administrators or to the owner of each piece of information. A general-purpose
database, on the other hand, needs to support applications, such as airline
reservations and banking applications, with relatively high-update volumes.

Because directories are meant to store relatively static information and are
optimized for that purpose, they are not appropriate for storing information that
changes rapidly. For example, the number of jobs currently in a print queue
probably should not be stored in the directory entry for a printer because that
information would have to be updated frequently to be accurate. Instead, the
directory entry for the printer can contain the network address of a print server.
The print server can be queried to get the current queue length if desired. The
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information in the directory (the print server address) is static, while the number
of jobs in the print queue is dynamic.

Another difference between directories and general-purpose databases is that
most directory implementations still do not support transactions. However,
transactions are supported in LDAP. These transactions are limited to
transactions within the LDAP directory and do not include other transactions (for
example, database operations). Transactions are all-or-nothing operations that
must be completed in total or not at all. For example, when transferring money
from one bank account to another, the money must be debited from one account
and credited to the other account in a single transaction. If only half of this
transaction completes or if someone accesses the accounts while the money is
in transit, the accounts will not balance. General-purpose databases usually
support such transactions, which complicates their implementation.

Because general-purpose databases must support arbitrary applications such as
banking and inventory control, they allow arbitrary collections of data to be
stored. Directories may be limited in the type of data they allow to be stored
(although the architecture does not impose such a limitation). For example, a
directory specialized for customer contact information might be limited to storing
only personal information such as names, addresses, and phone numbers. If a
directory is extensible, it can be configured to store a variety of types of
information, making it more useful to a variety of programs.

Another important difference between a directory and a general-purpose
database is in the way information can be accessed. Most databases support a
standardized and very powerful access method called Structured Query
Language (SQL). SQL allows complex update and query functions at the cost of
program size and application complexity. Directories, such as an LDAP directory,
on the other hand, use a simplified and optimized access protocol that can be
used in slim and relatively simple applications.

Because directories are not intended to provide as many functions as
general-purpose databases, they can be optimized to economically provide more
applications with rapid access to directory data in large distributed environments.
If your intended use of the directory is to be read, mostly in a non-transactional
environment, both the directory client and directory server can be simplified and
optimized.

A request is typically performed by the directory client, and the process that looks
up information in the directory is called the directory server. In general, servers
provide a specific service to clients. Sometimes a server might become the client
of other servers in order to gather the information necessary to process a
request.
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A directory service is only one type of service that might be available in a
client/server environment. Other common examples of services are file services,
mail services, print services, Web page services, and so on. The client and
server processes might or might not be on the same machine. A server is
capable of serving many clients. Some servers can process client requests in
parallel. Other servers queue incoming client requests for serial processing if
they are currently busy processing another client's request.

An application programming interface (API) defines the programming interface a
particular programming language uses to access a service. The format and
contents of the messages exchanged between client and server must adhere to
an agreed-upon protocol.

LDAP defines a message protocol used by directory clients and directory
servers. The LDAP Protocol uses a variety of messages. For example, a
bindRequest may be sent from the client to the LDAP server at the beginning of a
connection. A searchRequest is used to search for a specific entry in the
directory.

There are also associated LDAP APIs for the C language and ways to access
LDAP from within a Java application. Additionally, within the Microsoft
development environment, you can access LDAP directories through its Active
Directory Service Interface (ADSI). In general with LDAP, the client is not
dependent upon a particular implementation of the server; the server can
implement the directory however it chooses.

LDAP defines a communication protocol. That is, it defines the transport and
format of messages used by a client to access data in an X.500-like directory.
LDAP does not define the directory service itself. When people talk about the
LDAP directory, they refer to the information that is stored and can be retrieved
by the LDAP protocol.

The Comite Consultatif International Telephonique et Telegraphique or
Consultative Committee on International Telephony and Telegraphy (CCITT),
which is now called the International Telecommunications Union -
Telecommunication Standardization Sector (ITU-T), defined the X.500 standard in
1988. The X.500 standard then became International Standards Organization (ISO)
9594, Data Communications Network Directory, Recommendations X.500/X.521 in 1990,
though it is still commonly referred to as X.500.

X.500 organizes directory entries in a hierarchical name space capable of
supporting large amounts of information. It also defines powerful search
capabilities to make information retrieval easier. Because of its functionality and
scalability, X.500 is often used together with add-on modules for interoperation
between incompatible directory services.

Chapter 1. Introduction to Directory Integration 5



X.500 specifies that communication between the directory client and the
directory server uses the Directory Access Protocol (DAP). However, as an
application layer protocol, the DAP requires the entire Open Systems
Interconnection (OSI) protocol stack to operate. Supporting the OSI stack
requires more resources than are available in many small environments.
Therefore, an interface to an X.500 directory server using a less
resource-intensive or lightweight protocol (in this case, LDAP) is desired.

An application client program initiates an LDAP message by calling an LDAP
API. But an X.500 directory server does not understand LDAP messages. In fact,
the LDAP client and X.500 server even use different communication protocols
(TCP/IP versus OSI). The LDAP client actually communicates with a gateway
process (also called a proxy or front end) that forwards requests to the X.500
directory server. This gateway is known as an LDAP server. It services requests
from the LDAP client. It does this by becoming a client of the X.500 server. At the
beginning, the LDAP server implementations supported both OSI and TCP/IP to
be able to translate requests received by LDAP clients to DAP requests required
to access X.500 directories. Newer LDAP server implementations, such as the
IBM SecureWay Directory server, support only the LDAP protocol to access the
directory. The LDAP server on the iSeries server is called Directory Services and
implements the IBM SecureWay Directory.

All modern LDAP directory servers are based on LDAP Version 3. You can use a
Version 2 client with a Version 3 server. However, you cannot use a Version 3
client with a Version 2 server unless you bind as a Version 2 client and use only
Version 2 APIs.

All LDAP servers share many basic characteristics since they are based on
industry-standard Request for Comments (RFCs). However, due to
implementation differences, they are not all completely compatible with each
other when there is not a standard defined.

1.3 Advantages of using a directory

6

An application-specific directory stores only the information needed by a
particular application and is not accessible by other applications. Because a
full-function directory service is complex to build, application-specific directories
are typically very limited. They probably store only a specific type of information,
do not have general search capabilities, do not support replication and
partitioning, and probably do not have a full set of administration tools. An
application-specific directory could be as simple as a set of editable text files, or it
could be stored and accessed in an undocumented, proprietary manner.
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In such an environment, each application creates and manages its own
application-specific directory, which quickly becomes an administrative
nightmare. The same e-mail address stored by the calendar application might
also be stored by a mail application and by an application that notifies system
operators of equipment problems. Keeping multiple copies of information
up-to-date and synchronized is difficult, especially when different user interfaces
and even different system administrators are involved.

What is needed is a common, application-independent directory. If application
developers could be assured of the existence of a directory service, then
application-specific directories would not be necessary. However, a common
directory must address the problems mentioned above. It must be based on an
open standard that is supported by many vendors on many platforms. It must be
accessible through a standard API. It must be extensible so that it can hold the
types of data needed by arbitrary applications. Also, it must provide full
functionality without requiring excessive resources on smaller systems. Since
more users and applications will access and depend on the common directory;, it
must also be robust, secure, and scalable.

When such a directory infrastructure is in place, application developers can
devote their time to developing applications instead of application-specific
directories. In the same way that developers rely on the communications
infrastructure of TCP/IP and remote procedure call (RPC) to free them from
low-level communication issues, they must be able to rely on powerful,
full-function directory services. LDAP is the protocol to be used to access this
common directory infrastructure. Like HTTP (hypertext transfer protocol) and
FTP (file transfer protocol), LDAP has become an indispensable part of the
Internet's protocol suite.

When applications access a standard common directory that is designed in a
proper way instead of using application-specific directories, redundant and costly
administration can be eliminated and security risks are more controllable. For
example, the telephone directory, mail, and Web applications shown below can
all access the same directory to retrieve an e-mail address or other information
stored in a single directory entry. The advantage is that the data is kept and
maintained in one place. Various applications can use individual attributes of an
entry for different purposes (assuming that the they have the correct authority).
New uses for directory information will be realized, and a synergy will develop as
more applications take advantage of the common directory. Figure 1-1 on page 8
depicts the advantages of this arrangement.
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WebSphere
Application
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Telephone
Directory
Application

WebSphere
Application
Server A
\

Directory HTTP Web

E-mail
Application

Server

Objects
0=1BM
— CN=John
— CN=Wendy
— CN=Wolfgang

> sn (surname): Eckert - -
- telephoneNumber=2022

- » givenName (Firstname): Wolfgang
uid (UserlD): weckert
userPassword: ******** - - -
> » mail (e-mail): wolf@iseries.ibm.com -

L—CN=Tom

Figure 1-1 Several Applications using attributes of the same entry

Storing data in a directory and sharing it among applications saves you time and
money by keeping administration effort and system resources down. Many IBM
applications also utilize directories to centrally store and share information. The
number of applications that support LDAP directories is constantly increasing.
For example, LDAP directory support, such as for authentication and
configuration management, is provided in various IBM Operating Systems, IBM
WebSphere Application Server, WebSphere Portal Server, Tivoli Access
Manager, Directory Server (Directory Server), IBM HTTP server, Lotus Domino,
and so on.

1.4 Directory Components

8

A directory contains a collection of objects organized in a tree structure. The
LDAP naming model defines how entries are identified and organized. Entries
are organized in a tree-like structure called the Directory Information Tree (DIT).
Entries are arranged within the DIT based on their distinguished name (DN). A
DN is a unique name that unambiguously identifies a single entry. DNs are made
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up of a sequence of relative distinguished names (RDNs). Each RDN in a DN
corresponds to a branch in the DIT leading from the root of the DIT to the
directory entry. A DN is composed of a sequence of RDNs separated by
commas, such as cn=thomas,ou=itso,o=1bm.

You can identify common names (CNs) within DNs. You also can organize
entries, for example, after organizations. You can further split the tree into
organizational units within a single organization as needed. You can define your
DIT based on your organizational needs as in the simple example below. If you
have, for example, one company with different divisions, you may want to start
with your company name under the root as the organization (o) and then branch
into organizational units (ou) for the individual divisions. In case you store data
for multiple organizations within a country, you may want to start with a country
(c) and then branch into organizations. Figure 1-2 provides an example of this
approach.

Figure 1-2 Example of a directory information tree

Directory Root (top) |

| o=IBM | [ c=Us |

ou=Marketing | | ou=Support | |o=ACMESuppIy| |o=iSeriesShop

cn=mbarlen cn=tbarlen

objectClass=Person
objectClass=ePerson
mail=marion@ibm.com
sn=Barlen
givenName=Marion

objectClass=Person
objectClass=ePerson

mail=thomas@acme.com

sn=Barlen

telephoneNumber=112 devicelD=PrinterSales
objectClass=cimPrinter
cn=Klaus objectClass=ePrinter
objectClass=Person — location=Printer room 3rd floor
— objectClass=ePerson owner=John Doe
mail=Ktebbe@ibm.com queuename=Isprt01
sn=Tebbe maxCopies=10

Each object also referred to as an entry in a directory belongs to one or more
object classes. An object class describes the content and purpose of the object.
It also contains a list of attributes, such as a telephone number or surname, that
can be defined in an object of that class. You can publish entries of different
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object classes under another object. This is shown in Figure 1-2 on page 9,
where an ePrinter object and a Person object are published under the
organization ACMESupply.

Edit object class: ePrinter Logfiles Helpy

General propetties
Attributes

Attributes

(OK| cancel

Available attributes

|ab5tract j Add to required
Add to optional
Required attributes Optional attributes
Selected required attributes Selected optional attributes

Rermaove locatiol Remove
O
Move to optional qusuePtr Move to required

nherited required attributes

[Ermpty]

nherited optional attributes

ava ] =N 1Sheets
capti
configPtr

currenttimeType

currentPaperType x|

Figure 1-3 ePrinter Object Class

The object class also defines which of the attributes must be defined (are
required) when creating an object of this class and which attributes are optional.
As shown in Figure 1-3, the object class with the name ePrinter has a required
attribute devicelD and three optional attributes that may or may not be filled in
when creating an ePrinter object. Object classes also can inherit characteristics,
such as attributes from other object classes. In the example of the ePrinter, the
class inherits all of the attributes that are defined in the class cimPrinter.
Therefore, you must define the devicelD when you create an ePrinter object.
Optionally, you can specify the location, owner, and queuePtr attribute of
ePerson and all of the attributes of cimPrinter.

Attributes themselves also have certain characteristics. The surname attribute
name, for example, is defined as sn and surName and describes a person's
family name. The attribute definition also specifies the syntax rules for the
attribute value. A telephone number may only contain numbers and hyphens,
while the surname consists of alpha characters. Other specifications include
whether this attribute can contain only one or many values, the matching rules,
the Object Identifier (OID), and so on. The Directory Server (ITDS) product also
includes some IBM proprietary extensions for each attribute. Other
manufacturers, such as Microsoft, have similar extensions. The IBM extensions
include also an access class, which is used in combination with access control
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lists (ACLs) to control who can perform a certain action on the attribute value
(such as read, write, search, or compare operations).

All the objects and attributes with their characteristics are defined in schemas.
The schema specifies what can be stored in the directory. Schema-checking
ensures that all required attributes for an entry are present before an entry is
stored. Schema-checking also ensures that attributes not in the schema are not
stored in the entry. Optional attributes can be filled in at any time. A schema also
defines the following:

» Inheritance
» Subclassing of objects
» Where in the DIT structure (hierarchy) objects may appear

Information about the IBM Tivoli Directory Schema schema can be found at:

http://publib.boulder.ibm.com/tividd/td/IBMDS/IDSschema52/en_US/HTML/schema
.html

An attribute definition is shown in Figure 1-4.

Edit attribute: 'sn’ 'surName’ Lodfiles Held

General properties General

|EM extensions
Aftribute name

'sn' 'surName'

Description
This is the X 500 surname attribute, which contains the
family name of a person.

E E

QD
2544

Superior attribute
[name =

Syntax
|Directory String syntax |

Aftnibute length
128

v Allowy multiple values

Matching rules

Equality
|case|gnoreMatch =

Ordering
[caselgnareCrderingiatch |

Substring
[ caselgnareSubstringshdatch |

m Cancel

Figure 1-4 Attribute definition example
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Object classes and attributes including their specifications are defined as OIDs in
an ASN.1 notation format. All these OIDs are registered with a public
organization, such as the American National Standards Institute (ANSI)
organization (http://www.ansi.org) for the United States. The number notation
refers to a hierarchy. For example, the OID 2.5.4.4 resolves into a surName
attribute as shown in Figure 1-5.

Resolving the OID 2.5.4.4

0 = ITU-T assigned 1 =180 assigned 2 = ISO/ITU-T jointly assigned

| | E—

4 = Remote Operations (ROSE) 5 = Directory (X.500)
|

| f | |

4 = X.500 Attribute Types 5 = X.500 Attribute Syntaxes

|
| | { | |

‘ 3 = id-at-commonName ‘ 4 = id-at-surname 5 = id-at-serialNumber

Figure 1-5 Example of Object Identifiers as defined by the ANSI organization

1.5 IBM Tivoli Directory Integrator

12

IBM Tivoli Directory Integrator (Directory Integrator) synchronizes identity data
residing in directories, databases, collaborative systems, applications used for
human resources (HR), customer relationship management (CRM), and Enter-
prise Resource Planning (ERP), and other corporate applications.

By serving as a flexible, synchronization layer between a company's identity
structure and the application sources of identity data, Directory Integrator elimi-
nates the need for a centralized datastore. For those enterprises who do choose
to deploy an enterprise directory solution, Directory Integrator can help ease the
process by connecting to the identity data from the various repositories through-
out the organization.

With some built-in connectors, an open-architecture Java development environ-
ment to extend or modify these connectors, and tools to apply logic to data as
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data is processed, Directory Integrator can help you by:

»

Synchronizing and exchanging information between applications or directory
sources

Managing data across a variety of repositories, thus providing the consistent
directory infrastructure needed for a wide variety of applications that include
security and provisioning

Creating the authoritative data spaces needed to expose only trustworthy
data to advanced software applications such as Web services

1.5.1 Directory Integrator software components

The components of the Directory Integrator include the following:

»

An Assembly Line methodology that
— Builds a compound information object from connected information sources
— Performs modifications on received data

— Creates new entries altogether and adds/updates/deletes the new
information object to the assigned destinations

An Event Handler framework that adds to the flexibility of Directory Integrator
by providing the ability to wait for, and react to, specific events that have taken
place in the infrastructure: These events include changes in a directory,
arriving e-mails, records updated in certain databases, incoming HTML pages
from a Web server or browser, arriving Web services-based Simple Object
Access Protocol (SOAP) messages, and other types of events defined by the
user.

Connectors to support numerous protocols and access mechanisms that are
included with the product or can be easily created or modified

Parsers to interpret and translate information from a byte stream into a
structure information object, where each piece of information is accessible by
name: You also can translate a structured information object into a byte
stream. You can select from the wide range of extensible parsers such as
comma separated values, fixed column, LDAP Data Interchange Format
(LDIF), Extensible Markup Language (XML), SOAP, and Directory Services
Markup Language (DSML). Finally, you can create a new parser from scratch.

Hooks to enable the definition of certain actions to be executed under specific
circumstances or at desired points in the execution of the AssemblyLine
process

Password Synchronization plug-ins that are separately installable entities
available with Directory Integrator: These plug-ins can detect when a
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password is changed or created. Once the plug-ins detect this change, they
act to propagate the information to a backend store.

The plug-and-play functionality of these Directory Integrator components
facilitate rapid prototyping and implementation of intelligent data flows.
Additionally, it is possible to extend virtually all of these integration components
(such as Connectors, Parsers, and EventHandlers), functions, and attributes
through Java scripts. Directory Integrator supports JavaScript and Perl plug-in
scripting languages that can be used with every AssemblyLine, Parser, and
Connector.

1.5.2 Solution building approach

14

Directory Integrator is designed and built on the premise that integration
problems can be broken down into three basic components:

» Systems involved in the communication
» Data flows between these systems
» Events that trigger the data flows

With Directory Integrator, you turn this atomic understanding of the integration
problem directly into the solution. You can build your solution incrementally, one
flow at a time, with continuous feedback and verification.

This means that integration projects become easier to estimate and plan. Since
you are developing the solution flow-by-flow visually and interactively, you can
report (and demonstrate) progress to both project and corporate management at
any time.

Directory Integrator manages the technicalities of connecting to and interacting
with the various data sources that you want to integrate, abstracting away the
details of their APIs, transports, protocols and formats. Instead of focusing on
data, Directory Integrator lifts your view to the information level, enabling you to
concentrate on the transformation, filtering, and other business logic required to
perform each exchange.

Directory Integrator enables you to build libraries of components and business
logic that can be maintained, extended, and reused to address new challenges.
Development projects across your organization can all share Directory Integrator
assets, resulting in independent projects (even point solutions) that immediately
fit into a coherent and integrated infrastructure.

This approach results in a more rational and predictable use of resources, as you
bring your data source and technology experts in at the very start of a project in
order to set up your libraries. When in place, these integration assets are
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available across the network, letting you leverage them to create new solutions
and enhance existing ones.

1.6 IBM Tivoli Directory Server

IBM Tivoli Directory Server (ITDS) is the IBM LDAPv3 Directory offering. ITDS
implements the Internet Engineering Task Force (IETF) LDAP V3 specifications.
It also includes enhancements added by IBM in functional and performance
areas. This version uses IBM DB2 Universal Database as the backing store to
provide per LDAP operation transaction integrity, high performance operations,
and online backup and restore capability. ITDS interoperates with the IETF LDAP
V3-based clients. Major features include:

»

A Graphical User Interface (GUI) that can be used to administer and
configure the IBM Directory: The administration and configuration functions
enable the administrator to

— Perform the initial setup of the directory
— Change configuration parameters and options

— Manage the daily operations of the directory, such as adding or editing
objects (for example, object classes, attributes, and entries)

A dynamically extensible directory schema: This means that administrators
can define new attributes and object classes to enhance the directory
schema. Changes can be made to the directory schema, also, that are
subject to consistency checks. Users may dynamically modify the schema
content without restarting the directory server. Because the schema itself is
part of the directory, schema update operations are done through standard
LDAP APIs. The major functions provided by the LDAPv3 dynamic extensible
schema are

— Queriable schema information through LDAP APIs
— Dynamic schema changes through LDAP APls
— Server Root Directory Services Engine (DSE)

UTF-8 (Universal Character Set Transformation Format): An Directory Server
supports data in multiple languages and allows users to store, retrieve and
manage information in a native language code page.

Simple Authentication and Security Layer (SASL): This support provides for
additional authentication mechanisms. The Secure Sockets Layer (SSL)
provides encryption of data and authentication using X.509v3 public-key
certificates. A server may be configured to run with or without SSL support.

Replication: Replication is supported, which makes additional read-only
copies of the directory available, improving performance and reliability of the
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directory service. Replication topologies also support forwarding and gateway
servers.

» Referrals: Support for LDAP referrals is provided, allowing directories to be

distributed across multiple LDAP servers where a single server may contain
only a subset of the whole directory data.

» Access control model: A powerful, easy-to-manage access control model is

supported through ACLs.

» Change log

» Password policy

» Security audit logging

» Dynamic configuration changes using LDAP APIs

1.7 IBM Lotus Domino 6.5

16

IBM Lotus Domino is an enterprise-class messaging and collaboration system,
designed to take full advantage of the e-business revolution. It runs on a variety
of different hardware platforms and operating systems.

IBM Lotus Domino server supports industry standards like Simple Mail Transfer
Protocol (SMTP), Multipurpose Internet Mail Extensions (MIME), Post Office
Protocol (POP3), LDAP, and SSL.

IBM Lotus Domino is designed to simplify integration into a multi-directory
environment. With IBM Lotus Domino (Domino) 6 (or later), you have the option
of moving from a distributed directory architecture and making Domino the
central directory. This allows you to take advantage of a centralized directory
configuration that provides added control and less overhead and is easier to
manage. Domino Server comes with the Domino Upgrade Services tool. This
tool is used to import users from a server-based foreign directory and register
those users in the Domino Directory. Domino Upgrade Services migrates data
from many different systems, some of which include LDAP Data Interchange
Format (LDIF) files, LDAP-compliant foreign directories (such as Directory
Server), Microsoft Windows NT Server, and Active Directory.

IBM Lotus Domino 6.5 also has enhanced the implementation of LDAP
capabilities and improved the performance of LDAP directory access. A new
Domino LDAP Schema database allows you to maintain and extend the schema.
Other directory schemas can be imported via LDIF files.

Using LDAP for Directory Integration



Other Domino features include the following:

»

Support for X.500 naming conventions, including hierarchical naming and
extensible attributes, for maximum flexibility in configuring the namespace

LDAP protocol support in both the client and the server providing lookup
(read), add, delete, and modify (write) support for non-Notes clients (for
example Web browsers) and servers such as Active Directory (Active
Directory) and Four11: This support allows for developing a distributed user
authentication mechanism, making it easier to achieve a single sign-on
environment.

Rule-based domain relationships for faster lookups across large namespaces

Hierarchical naming and trust between domains to support the relationship of
entries across domains

Support for a Public Key Infrastructure

A dynamically extensible directory schema, ideal for customizing the directory
to meet specific business requirements)

Multi-master replication, a key element for reliable directory synchronization
and maximum availability

An open architecture that can easily incorporate support for emerging
standards

1.8 Microsoft Active Directory

The Microsoft Windows 2000 operating system includes Active Directory, an
LDAP Version 3-compliant directory service. Active Directory follows RFC 2247
conventions for naming contexts, meaning that its naming context suffixes map
directly to the DNS tree.

Some Active Directory features include:

VVYyVYyVYVYVYVYYVYY

Centralized management

Group policies

A global catalog

IntelliMirror desktop management and automated software distribution
Multi-master replication

Kerberos authentication

Smart card support

PKI/x.509 certificate support

Attribute-level security

Chapter 1. Introduction to Directory Integration 17



Note: For more information about Microsoft Windows NT and Microsoft
Windows 2000 domains, please refer to the documentation for the respective
products.

1.8.1 Naming contexts

In Active Directory, naming contexts are the primary unit of replication. Active
Directory always has at least three naming contexts:

»

»

»

The schema
The configuration, which holds the replication topology and metadata

User naming contexts, which are the body of the directory and hold the actual
directory objects

1.8.2 Logical elements

18

Logical elements in Active Directory include the following:

1.

Domains: Active Directory is made up of at least one domain. Microsoft
defines a domain as “a logical grouping of network servers and other
computers that share common security and user account information.” The
main implications of this concept are:

— A domain can span multiple physical locations. Since it is a logical
grouping, it bears no relation to the underlying physical network.

— A domain is a completely independent unit. If all other domains that have
relationships to it were to disappear, all objects in the domain would be
unaltered in the functionality.

— A domain has its own security. This means every element of a domain
must comply with its security and cannot be under the influence of the
security of other domains. Each element may have security relationships
to other domains.

Trees: One or more domains that share a contiguous namespace are called a
tree. The domains in the tree are linked, from a security standpoint, by implicit
Kerberos trusts. These Kerberos trusts are transitive and hierarchical. A tree
is usually called by the name of the domain at its root.

Forests: When you have two or more trees with non-contiguous namespaces,
you have a forest. Forests do not have actual names because they are just a
set of cross references and Kerberos trusts, but it is usual to call them by the
name of the tree that is at the root of the forest (from a Kerberos security
hierarchy standpoint).
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Both trees and forests share a common schema, configuration, and global
catalog.

1.8.3 Physical elements: sites and domain controllers

The main physical elements of Active Directory are sites and domain controllers.

A site represents a physical location, usually with good network connectivity. A
site is composed of one or more Internet Protocol (IP) subnets. The main purpose of
the site is to separate the logical, administrative aspects of the network from the physical,
performance-related ones, so that network administrators do not have to worry about the
physical network when designing the logical domain.

A domain controller is a computer that holds a complete replica of the Active
Directory subtree that represents its domain. The number and location of the
domain controllers in a forest and at a given site will greatly influence the
performance and reliability of the network, as well as those of any
directory-enabled applications that may be in use.

It is a very simple mechanism, because (1) the DNS server will always provide
the client machine with a list of IP addresses to all domain controllers, and, (2)
since the client already knows its own address, it will always be able to find
domain controllers in its own site (provided that they exist, of course). The client
will always try those servers first. Replication traffic between domain controllers
will also have different behaviors regarding scheduling and network bandwidth
used, depending on how the domain controllers map to the sites.

1.8.4 Architecture

The architecture of Active Directory includes

» A data model
» Naming conventions
» Administration

Data model

The data model of Active Directory is derived from the X.500 model. The three
main concepts are the schema, classes and objects.

» The schema represents the universe of all possible classes, attributes, and
objects. In Active Directory implementation, the schema itself is stored as a
set of classes in the database (as opposed to a flat text file, loaded at
initialization time). This carries several advantages: easier access from
applications, dynamic changes to the schema without the need to stop and
restart the directory service, and uniform security (by using the same ACLs
used for objects).
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»

For each class there may be mandatory attributes, additional attributes, and a
list of possible parents (classes). Each class must have an OID that will
identify it unambiguously. Each individual or organization that wishes to
extend the schema should obtain a root OID from an issuing authority. The
OIDs are represented in dotted decimal form, so, for example, every LDAP
standard class starts with 2.5.6. This designation means that it is jointly
defined by ISO and the ITU (2) as part of the Directory Standard (5) and that it
is a class (6). The individual or organization can then manage further
branches of its root OID to suit his/her/its needs.

The objects are actual instances of the classes. As an analogy, you may think
of the classes as tables in a database and the objects as the data in these
tables.

Naming conventions
Some of the naming conventions used in Active Directory implementation are

»

The Distinguished Name (DN) represents the full object name, from the root,
such as “CN=ADuserl S _ADuserl, CN=Users, DC=itso, DC=ibm, DC=com” and
uses the format defined on RFC 2247. The DN is guaranteed to be unique
across the forest.

The Relative Distinguished Name (RDN) represents the portion of the DN that
is an attribute of the object itself. In the preceding example, the RDN of the
user is “ADuserl S_ADuserl” and the RDN of the “Users” container is
“CN=Users”.

The User Principal Name (UPN) is an easy-to-remember alias for the user, in
the form <username>@<DNS domain name>, and very similar to the user’s
Internet e-mail address. It is guaranteed to be unique, but only security
principals (that means objects that can be used on ACLs such as users and
security groups) have UPNs. (See “Administration” on page 21 for more
information about ACLs.)

The Globally Unique Identifier (GUID) is an identifier that is statistically
guaranteed to be unique for all objects in the database. All objects are
identified by their GUIDs for as long as they exist. The GUID is created when
the object is created. It never changes, and, when the object is destroyed, its
GUID is lost forever.

The Security Identifier (SID) is a unique identifier assigned to security
principals (users and security groups). The object's SID is actually composed
of two parts: the domain SID, common to all objects in a domain, and the
Relative Identifier (RID), that is unique within a domain. The SID is used on all
ACLs for authorization (permissions) purposes. The SID's behavior is very
similar to the GUID's.
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Administration

All authorization and authentication must come from a higher authority, usually
Kerberos. Each object in Active Directory, including the schema objects, has a
set of actions that can be performed on it called an ACL. The ACL contains sets
of GUIDs and the rights associated with these, so it basically says who can do
what on the object.

The ACLs are inherited down a subtree. Therefore, unless the inheritance is
explicitly blocked, the ACLs will propagate down from containers to
subcontainers and leaf objects. This provides for a somewhat easy form of
delegation that functions by assigning ACLs to OUs.

Finally, the Directory Services Agent (DSA) manages physical storage of the
objects and classes in the directory database, providing for client isolation.

1.8.5 The role of DNS

Microsoft Active Directory is heavily dependent on the DNS service for all its
operations. The main roles that DNS performs are:

» Name resolution: DNS maps host names to IP addresses without the need
for Windows Internet Naming Service (WINS): (Please note that there will still be
a need for WINS for older Windows clients to access Windows 2000.)

» Namespace definition: The Active Directory namespace maps to the DNS
namespace, simplifying the namespace design and use.

» Locating physical components of the DNS service by using Service
Record (SRV) records: Windows 2000 clients and servers may find site and
domain controller information quite easily.

1.8.6 Special roles

Although most operations on Active Directory are multi-master operations
(meaning that you can read or write to any domain controller indiscriminately), a
few operations need a “focal point” for greater consistency or performance
reasons. These have been divided according to their scope:

» Forest-wide roles (at least one per forest)

— Global catalog: The global catalog stores a subset of the attributes of all
objects in the forest. Those are usually the attributes most used on
searches. The careful placement of global catalog servers greatly
improves performance, especially if you are using directory-enabled
applications. You should have at least one global catalog server on each
physical site.
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— Schema master: The schema master is the focal point for making changes
to the schema. Because this is a very infrequent and sensitive operation,
Active Directory allows making changes to the schema only through the
schema master. There can be only one schema master per forest.

— Domain naming master: The domain naming master is responsible for
controlling the addition or removal of domains in the forest. There can be
only one domain naming master per forest.

» Domain-wide roles (at least one per domain)
— RID master: RID (after domain SID)

— RID master: Responsible for allocating RIDs from the domain's RID pool.
(RID is the part of the object's SID located after the domain SID.)

— Primary Domain Controller (PDC) Emulator: Services non-Windows 2000
clients for logons and password changes. The emulator also provides
preferential replication of passwords on Windows 2000.

— Infrastructure Master: Updates group-to-user references when
membership changes (for example, user display name).
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Scenario 1: Domino and Active
Directory

This chapter describes how to synchronize an Domino Directory and an Active
Directory. We will describe some of the capabilities of the Domino 6.5 server and
the new feature that enables you to synchronize the Domino Directory with
Active Directory called ADSync. We describe in detail how to install and set up
the ADSync tool. We give detailed instructions for creating users in Domino
Directory using Active Directory Users and Computers Console. We also show
how to register users into Active Directory from Domino.
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2.1 Scenario 1

24

A fictitious company has a Microsoft Windows 2000 Advanced server that runs
Active Directory. The company also has an Domino 6.5 server that is situated on
another Microsoft Windows 2000 Server, which is their primary mail server. This
setup is shown in Figure 2-1.

Active Directory
itso.ibm.com

Microsoft 2000 Server with Microsoft 2000 Server
Active Directory Lotus Domino 6.5 Server

Domino 6.5 Administration Client

Lotus ADSync

Figure 2-1 Scenario 1 setup

Note: The Domino server could be set up on any of the other platforms that
Domino supports, for example, Linux.

Every time somebody new joins the company, the administrators of each system
have to register the new person in Active Directory. They also must create a mail
file and Notes ID in Domino. Similarly, if someone leaves the company, the
administrators need to remove the entry from both directories and ensure that
the mail file is deleted. Finally, the administrators would like to be able to
synchronize the two systems to ensure that any addition, deletion, or change
made on one system is also carried out on the other system.

A new feature called ADSync was introduced in Domino 6 (and is available in
any Domino 6 or later server). This tool allows you to synchronize all (or a set of)
entries found in Active Directory with the Domino Directory. This means that you
can add, delete, or update users for both directories using a single interface.
ADSync has two interfaces that can be used, namely, the Domino Administrator
client interface and the Active Directory Users and Computers Console. (You can
use either tool depending on your comfort level with each one.) When you create
new users and groups in Active Directory, those changes are reflected in the
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Domino Directory, including the creation of person or group documents, Notes
IDs, passwords, and mail files for the users.

Note: ADSync is a replacement for the original Microsoft Windows NT User
Manager Integration function. This provided for similar operation in Domino
R5 and Microsoft Windows NT 4 Server.

In order to accomplish these tasks, the Active Directory administrator must have
a properly certified Notes ID and appropriate access to make changes in the
Domino Directory. The registration server must be Domino 6 or later, and the
Domino Administration client must be a 6 or later client. Additionally, policies
must be created that contain sub-policies, either implicit or explicit, for all Domino
certifiers where users will be created. Finally, you must have the appropriate
rights in Active Directory to add users and groups and to synchronize passwords.

The only requirement for using the ADSync tool is to work from a workstation that
administers the Active Directory and that also has the Domino 6 or later
Administration client installed.

2.2 Synchronizing Active Directory and Domino

Directory using ADSync
User and group accounts in Active Directory can be synchronized with the
corresponding Person and Group documents in the Domino Directory.
Synchronization facilitates some of the administrative functions, for example,
user registration and deletion. These functions can be initiated from the Active
Directory Users and Groups console in Windows or from the Domino
Administration client. Users can now have common passwords for Microsoft
Windows and the Domino Internet password. Synchronization copies all mapped
field values from user or group objects in Active Directory, as well as member
lists of the groups to corresponding documents stored in the Domino Directory.

Synchronization is initiated at these times:

» After the user or group is registered in Domino from the Active Directory
Users and Groups console using ADSync

» When one or more users or groups are selected on the results pane of the
Active Directory Users and Groups console and the Synchronize with
Domino option is selected from the context menu or the toolbar

» When you change any of the properties of the user or group object and
confirm your changes by clicking the OK or Apply buttons
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During each synchronization, ADSync attempts to match the Active Directory
object with an entry in the Domino Directory. If more than one match is found,
ADSync prompts you to specify the match from those that have been located.

The Field Mappings table designates which fields to synchronize during
synchronization. This setting are explained in greater detail with the other
synchronization settings in “Enabling Domino Directory synchronization” on
page 27.

2.3 Installing the ADSync tool
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To use Lotus Active Directory Synchronization, you must install the Domino
Administration client on the same workstation used to manage users and
computers within your Active Directory. You also must turn on Domino Directory
W2000 Sync Services during the installation of the Domino Administration client.
This option is only available with the customize button during the Domino
Administration client installation. The synchronization option is not selected by
default; therefore, check the appropriate box.

After installing the Domino Administration client, open a DOS command prompt
window, and navigate to the directory where you installed the client. Enter the
following command and press Enter.

c:\Program Files\Lotus\Notes> regsvr32 nadsync.dl1
This command adds a container entry for Lotus Domino Options to the Active

Directory Users and Computers management screen and returns the
confirmation shown in Figure 2-2.

RegSvr32 x|

@ DIRegisterServer in nadsync.dl succeeded.

Figure 2-2 Successful registration of the ADSync DLL

You are now ready to administer users and groups in Active Directory.

Tip: To simplify the administration, copy the cert.id file from the Domino server
to the data directory of your Domino Administration client.
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2.4 Enabling Domino Directory synchronization

Before you start synchronizing users and groups in Active Directory and the
Domino Directory, you must enable the Domino Directory Synchronization. Use
the following steps to do this:

1. From the Active Directory Container shown in Figure 2-3, click the Lotus
Domino Options entry.

-.‘.'_4; Active Directory Users and Computers ;Iglil
J@ Console  window  Help |;|i|5||

|J fction  Wiew |J<1=- ->|||@ ‘
Tree I Lokus Daming Options

@ fictive Directory Users and Compu |Hame | status I

rmino Directory synchronization  Swnchronizakion enabled

E@ itso.ibrn.carm
F#-(Z] Builkin
-] Computers
[#-{&8] Domain Controllers

5 - |

Figure 2-3 Active Directory Users and Computers

2. Double-click the entry for Domino Directory synchronization in the results
pane to initialize the ADSync tool. This will require the password for the
Domino administrator working from the Active Directory Users and Groups
console.

3. Select an Domino server for all Active Directory/Notes user synchronizations
(Figure 2-4). Then, select the appropriate Domino server from the drop-down
selection box.

Choose Server _' |

Select a Doming server ok I
doring| TS0 Abrm. com j Cancel |

Figure 2-4 The Choose Server dialog box

4. If the initialization was successful, you should see the window shown in
Figure 2-5 on page 28.
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Lotus ADSync X

@ Lokus ADSvnc initialized!

Figure 2-5 Lotus ADSync initialized successfully

With ADSync initialization complete, you have the opportunity to choose several

synchronization options.

The Options window is accessible by right-clicking the Domino Directory
Synchronization entry and choosing Options or simply by double-clicking the

entry. The window is shown in Figure 2-6.

Lotus ADSync Options

Notes Synchronization Optians | Motes Settings | Field Mappings I Container Mappings I

% Enable all synchronization operations Help |

" Select synchronization operations to enable:
[~ User/Group registiation
I~ Synchronize if new user/group already exists it Notes
I~ User/Group deletion
[~ User/Group synchnonization:
[~ Becertify users o rename

[~ Set common password on user spnchronization

Frompt to confirm/cancel synchionization operations:

IF'n:nmpt for all operations j

[~ Use CA process for uzer D certification

x|

QK. I Cancel Apply

Figure 2-6 Lotus ADSync: Notes Synchronization Options tab
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From the Notes Synchronization Options tab, you can
» Enable or disable all synchronization operations

» Customize synchronization options with Select synchronization operations
to enable

» Configure prompting options from the drop-down selection box

» Choose to use the CA process for user registration

Figure 2-7 shows the Notes Settings tab.

Lotus ADSync Options R il

Motes Synchronization Options  Motes Settings | Field Mappings I Container Mappings I

¥ Uze Registration server for all operations Help |

Mates server for registration. .. | domina/| TS0 /b, com

Mates server for spnchronization... |

Motes zenver for deletion... |

Adminigtration I0... | Damino Adrministrator b, com

On user deletion;

IDeIete juzt the mail file specified in the Perzan record j
Default certifier name: Default explicit policy:

| A750/ibm. com =l Jinone) =]
Reqizter security groups in Maotes as: IMulti-pu[ste j
Reqister distribution groups in Motes as: IMulti-pu[ste j

QK I Cancel | Apply |

Figure 2-7 Lotus ADSync: Notes Settings tab

On the Notes Settings tab, you can specify:
» The registration server (which Domino server will be used for registration)
» The administration ID (which user ID will have administrative privileges)

» The user deletion options (accessed from the drop-down selection box and
used to choose which actions should take place when a user is deleted)
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» The default certifier and policy
» The group type mappings

Figure 2-8 shows the Field Mappings tab.

Lotus ADSync Options x|

Motez Synchronization Options I Motes Settings  Field Mappings | Container M appingz I

Field mappings for object clags: IUser vl

Field mappingz it domain: itz ibrn. com

In Active Directarny | Ih Doming Directaory -
accountE spires

accountt ameHiztan

aCSPolicyM ame

adminCount

adminD ezcription

adminDlizplaph ame

alloweddttibutes

allowweddttributesE flective

allowedChildClaszes

allowedChildClazsesE flective

altS ecurityl dentities

aggistant

badPazswordTime

badPwdCount

bridgeheadS erverListBL

= QfficeCountry

canonical ame
-
il | _’l_l

To map an AD attribute to Motes field, click on second column nest to that attribute,
ou can type a new name for Mates figld.

QK. I Cancel | Apply |

Figure 2-8 Lotus ADSync: Field Mappings tab

The Field Mappings tab, shown in Figure 2-8, is where you select which Active
Directory fields are to be mapped to Domino Directory fields. During ADSync tool
initialization, the schemas from Active Directory and Domino are mapped based
on default settings. If additional field mappings are needed, left-click in the right
column under “In Domino Directory” and a drop-down selection box with Domino
directory fields is presented. This box is depicted in Figure 2-9 on page 31.
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Lotus ADSync Options x|

Motez Synchronization Options I Motes Settings | Field Mappings  Container Mappings |

Container bo Notes certifier mapping far domain: itzo.ibrn. com

AD Container | MHates Certifier | Mates Policy |
itzo.ibrn. com/

itzo.ibm. com/Computers

itzo.ibrn.com/Domain Contr...

itzo.ibm. com/ForeignSecur...

itzo.ibrn. com/testids

itzo.ibrn. com/Users

To chooze ceifier or policy for AD container, click on the relevant column nest ta it
To chooze the same certifier or policy for zeveral AD containers, select thoze containers in
the first column before choozing certifier or policy.

QK. I Cancel | Apply |

Figure 2-9 Lotus ADSync: Container Mappings tab

The Container Mappings tab, shown in Figure 2-9, is where you can map Active
Directory containers to Notes certifiers and policies. Active Directory containers
are a special class that has both a namespace and attributes. The container
does not represent anything real or concrete but rather holds one or more
objects. Objects, on the other hand, are the underlying principle of everything in
Active Directory. Servers, workstations, printers, users, documents, and devices
all represent objects. Each object has its own ACL and attributes.

By design, the synchronization tool allows you to preserve the hierarchies in
Active Directory and Domino using mapping. You can select a specific container
to map to a certifier and/or a policy. You can restrict access to a directory
structure (such as a container or object) with group policies in Active Directory
just as you can use the extended ACL in Domino to issue restrictions. An
extended ACL is an optional directory access-control feature available for a
directory created from the PUBNAMES.NTF template (that is, a Domino
Directory or an Extended Directory Catalog).
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The main point here is that a user can have certain rights in either directory and
not the other. ADSync does not ensure that Active Directory group policies and
Domino extended ACLs are synchronized. Therefore, the administrator is
responsible for ensuring that no security settings are bypassed in either directory.

In the lab, we select the container root, the domain controllers, and the Users
container. Beside the container you wish to associate with a certifier, double-click
in the Notes Certifier column to see your selection choices. Select the
appropriate certifier and click OK to continue.

Once we decide upon our synchronization settings, we can begin creating users
and groups from the Active Directory console.

2.5 Registering users of Active Directory

To access Active Directory Users and Computers from your Windows
workstation, click Start — Programs — Administrative Tools — Active
Directory Users and Computers. Domino users and groups are created by one
of two methods:

1. In the left pane, right-click an entry and choose your action from the pop-up
menu.

2. In the results pane, select one or more users and groups, then select
Register in Domino from either the context menu, the toolbar, or by right
clicking the entry and using the pop-up menu.

2.5.1 Registering existing Active Directory users in Domino

32

If ADSync is set up correctly, you will be able to register existing Active Directory
users as Domino users. You can also create new users in Active Directory and
choose to register them in Domino at the same time.

To register existing Active Directory users in Domino, select the appropriate
container in the left-hand pane, then choose which user or group to register in
the right-hand pane. Right-click the selected entry. A pop-up window is presented
with Register in Domino as one of the options. This is shown in Figure 2-10 on
page 33.
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-:-; Active Directory Users and Computers ;lglll

J@ Console  window  Help |_|_|- & 5”
| ation vew || = |[BAE XFHBE 2| g vEn
laea
Tree I Users 20 objects
@ fictive Directory Users and Compu |Hame [ Type |
E@ ikso.ibrn.com ﬁ Administrator User
- Builin L A4aDuser] S_fDuser]  pue—
(-] Camputers € ADuserz 5_ADuser? Blzkben
+-{&] Domain Cantrollers €72 Cert Publishers pdienbaratoadom.
- FareignSecurityPrincipals 72 Crisadmins Disable Account LmainL...
-l Users €72 DnsUpdateProcy Bet et obal
i Latus Doming Options Domain Admins MV- L obal
mDnmain Carmpukers F..r:;u:-:r I' E'""”"""' - obal
mDnmain Controllers e rhomze wih Doming obal
mDnmain Guests EPE; DTB Hads obal
mDnmain Users oL obal
mEnterprise Adrins Al Tasks » |obal
Group Policy Creator Ciwr obal
ﬁGuest Celete
7 1SR _£S7o2KsY Mz
3 1WAk _65792KSY Refresh
Eirbtgr Properties
ERF\S and 145 Servers priain L.
mSchema Admins Help obal
ﬂ TsInkernetUser User
b3 | 2] | 2

|Register in Daming. .. | |

Figure 2-10 Pop up showing the Register in Domino option

Select Register in Domino and the next window will present a number of
registration options to you. These are shown to you in Figure 2-11 on page 34.
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Choose Registration Options for Windows Users & x|

You have 1 uzerlz] and 0 group(z] pending Notes registration,

Prampt for the name and passward of each user, and for name and members of
each group

< Hegister users and groups at once withaut additional prompts: use defaults
[Generated Motes passwords will be saved to nteyncddnsf)

r If eror happens during registration of some uzers and/or groupsz, by o regizter them
later

¥ If reqistration i cancelled for some users andon graups, bioto register, thenm later

Hegislernowl Hegisterlalerl Do nat reqizter Help |

Figure 2-11 Registration options for Windows Users and Groups

The quicker and easier way to continue is to select the second option, Register
users and groups at once without additional prompts; use defaults. After
you click Register now, ADSync will register the Active Directory user in
Domino, using default settings. If there are no errors, you receive a message
informing you that the user has been successfully registered in Notes. This can
be seen in Figure 2-12.

@ all 1 windows users/groups vou selected registered successfully in Mokes!

Figure 2-12 A successful registration of a user in Notes

To check whether the person was registered successfully in Domino, open up the
Lotus Domino Administration client. Ensure that you have your Domino server
open, and then click the People & Groups tab. Select People on the left-hand
side. You should see the person you added from Active Directory in the list of
Domino users as shown in Figure 2-13 on page 35.
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ITSO Domain

People & Groups | Files I Server... I teszaging... | Feplication | Configuration
Server: dominof/ITSOfibm_com
Releaze 6.5 on Windows MT 5.0

g I:E Dormino Dirsctoriss Add Person Edit Person @

» [ 1750's Directary

» % People Marne
r &% GFUPS Adminiztratar, Domino
4 E% tail-ln D atabazes Reso
] Palicies S_ADuzerl . ADuserl
; _DaomUzerl , DomUser
=] Settings 5 _DomUserl . DamlJzer]

Figure 2-13 The Active Directory user registered in Domino

Alternatively, if you wish to use settings that are not the default value, select the
first option, Prompt for the name and password of each user, and for name
and members of each group, as shown in Figure 2-14.

Choose Registration Options for Windows Users x|

You have 1 uzer(z] and 0 group(s] pending Motes reqgistration.

< Prompt for the name and password of each user, and for name and members of
each group

Register uzers and groups at once without additional prompts; uze defaults
[Generated Mates pazswords will be saved to ntayncds nsf]

r If errar happens during registration of some users and/or groups, by to register them
later

[ If reqistration i cancelled for some users andAor groups, by to register therm later

Hegisternowl Hegisterlaterl Dnnotregisterl Help |

Figure 2-14  Alternative option for registering a AD user in Domino

Selecting this option will display another window where you can change the
settings for each user that you register. This window is shown in Figure 2-15 on
page 36.
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Motes Registration

— Enter Dioming Uzer Information:

Firzt narme: Middle name:  Last name:

Org unit;

ADuzer? I IS_AD user?

Certifier contest: I.n"ITSD."'ibm.CDm

Organizational Policy:  [none]

Ewplicit Policy: I.-"NBWE:-:D“CitPD“C_',I
¥ Use comman password Pazswiord:

replace the curent Windows
password far this user. The new

Choozing 'Jse common pazsword' wil Ixxxxxxxx

Canfirm password:

pazzword will work, for Windows,

Internet address:

Mates anddor the Motes Internet I’“"“"“‘"ﬁ

Short name in Motes;

IADuser2 I.&Duser2

ok | Cancel |  Cancelal |

Help |

Figure 2-15 The Notes Registration dialog

Ensure that the fields are correct, and then enter the new password for the user.

Note: A common password means that the user will have the same password
for his or her Microsoft Windows domain, IBM Lotus Notes e-mail, and Notes
Internet password. The password entered here will overwrite the previous

Microsoft Windows password.

Click OK.

You may be prompted for the certifier location and password, as shown in
Figure 2-16. Enter the required information and click OK.

Choose Certifier ID Location for:

TS0/ b comm

Certifier D path:

Canicel |

3

IC: “Program Fileshlotughnoteshdatahoucert.id

Certifier Paszword:

Browze. . |

Ixmmmm»i

Figure 2-16 The Certifier ID location window

Using LDAP for Directory Integration



The Lotus ADSync will now connect to the specified Domino server and register
the Active Directory user as a new Notes user.

2.5.2 Registering new users in both Active Directory and Domino

To illustrate how to create a new user or group in Active Directory and register
them in Domino, we can create a new user account in Active Directory by clicking
the New User icon in the Active Directory toolbar. You can also use the Action
drop-down menu for this option.

The first window for New Object - User will be returned, as shown in Figure 2-17.
After entering the data for the appropriate fields, click Next to continue.

New Object - User x|

g Create in:  iteo.ibm.comd/Uszers

Firzt narme: I.&D Lzerd Iritials: I

Lazt name: IS_ADuserE

Full name: I.&DuserS 5_ADuserd

Uzer logon name:
IADuserEﬂ I@itsn.ibm.cnm j

Usger logon name [pretwindows 2000]
IITSD\ IﬁDuserS

< Back I Mewt » I Cancel

Figure 2-17 User information window

Enter the information for the password fields and click Next to continue. Your
choices for password expiration and modification, as well as disabled accounts,
are based on your company’s security policies. This User password version of
the window is shown in Figure 2-18 on page 38.
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New Object - User x|

g Create in  itzo.ibm comsUzers

Password:

Ixxxxxxxx

Canfirm pazsword: |===============1

[ User must change password at next logon
[ User cannot change password
[ Password never expires

[™ &ccount is dizabled

< Back I et = I Cahicel |

Figure 2-18 User password window

In the window shown below, you will notice an option to register this user or
group in the Domino Directory. This window also provides fields for choosing the
certifier context, an explicit policy, password fields for Domino, Notes short name,
and an Internet address and the ability to enable the use of common passwords.
Once you have supplied the necessary information, click Next to continue. The
Domino information version of the window is depicted in Figure 2-19 on page 39.
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New Object - User x|

ﬁ ¥ Register in Domina Directary

First name: Middle name:  Last name: Org unit;
A0uzerd I S_ADuzerd I

Certifier contest: Ia’lTSDa’ibm.com ﬂ
Organizational Policy;  [none]

Eplicit Policy: | /M ewE splicitPolicy =]
[+ Use common pazsword FPagzzword:

Choosing 'Uze common pazsword' wil I

replace the curment Windows

pazsword for this user. The new Canfirm pazsword:

pazsword will wark for Windows, ]

Motes anddar the Motes Internet I

Internet address: Short name in Motes:

ADugerd I.t’-‘-.DuserE

< Back I Mewt » I Cancel |

Figure 2-19 Domino information window

The new user creation process then presents you with a summary of the user
object you are about to create, as shown in Figure 2-20 on page 40.
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New Object - User x|

g Create in:  iteo.ibm.comd/Uszers

When vou click Finigh, the following object will be created:

Full name; d0uzerd S_aluser3d
Jzer logon name: ADuzer3@itza.ibm.com

deer ADuzerd 5_Alugzerd will be added to the Domino Directon

< Back Cancel

Figure 2-20 Confirmation of the settings for the new user

Click Finish and the system will generate the Active Directory object, the new
person document in the Domino Directory, a Lotus Notes ID file, and a user mail
file.

That’s it! You have successfully created a new user from within Active Directory
and in doing so, you generated new objects for that person in both Domino and
Microsoft Windows 2000. You can again check to see whether the person has
been registered as a Notes user by opening up the Lotus Administration client.
The name should appear again in the Person view as shown in Figure 2-21 on
page 41.
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| 1750 Domain |
Feople & Groups | File= I Server.. I Meszaging... | Replication | Configuration
Server: dominof/ITSOfibm.com
Release 6.5 on Windows MT 5.0
» LI Domino Directories .
- () 1750 Directory .t’-‘n.dd Person Edlt Person @Delete
» % People Marne =
v Gru:!ups Adminiztratar . Domino
» £ Malln Databases Reso 5 AD 1 AD ]
(] Polcies _ADuserl , ADuser
=] Settings S_ADusger? , dDuser
[z] Certificates S_ADuzerd, ADuserd é

Figure 2-21 New Active Directory user added shown in Domino Administrator

2i'6 F’Eegistering users using the Domino Administrator
clien

In addition to registering users and groups from the Active Directory Users and
Groups console for both the Microsoft Windows 2000 and the Domino
environments, you can register them from the Domino Administrator client.

Note: ADSync provides the ability to create new users in both Domino and
Active Directory simultaneously. It not possible to register existing Domino
users as new Active Directory users.

Using the Domino Administration client, select the server to be used for
registration. There are two possible ways to register a new person in the
Administrator client:

1. Select the People & Groups tab and select Tools — People — Register
on the right side of the screen.

2. Select the Configuration tab and select Tools — Registration — Person.

If this is the first time you are registering a new person in Domino, the
administration client then prompts you for the Notes Certifier ID file. Ensure that
the correct server and certifier file have been chosen, as shown in Figure 2-21. If
this information is correct, click OK. Then, supply the certifier password and click
OK again.

The Domino Administration client then presents you with a Register Person
window. Complete the registration fields in this window, and then click the check
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box for Advanced options. The Advanced option is circled in Figure 2-22 on
page 42.

Register Person -- New Entry H B

_‘-—1, Basics
=4 Mail

@ Address
) ID Info
cﬂ Groups
a HRoaming

ﬂ;ﬁ Other

v Advanced

Praovide name, password and other basic information for the new person. Ta view/edit additional
registration settings, check the ‘Advanced' checkbox below.

| Registration Server.. | daominaTS0/40m com

First narne: Middle narme: Last name: Short name:
IDDmUseﬂ I IS_DDmUseﬂ IDS_DDmUseﬂ
Pazzward: b ail zystem: Explicit palicy:

Ipasswﬂrd ILotus MHaotes ﬂ I[No explicit policy azzigned) j
| Fazzword Optiong... | Mo arganization palicy assigned ta this

person

[~ Enable roaming for this person : -
| Pualicy Spnopsiz... |

[¥ Create a Mates ID for this person

| Migrate People... I | Import Test File. ..

flueue [local):
A|L.an3r'Name ~ | A|Hegistratinn Statuz -~ |Date -~
1] ] ]
| Regizter Al I | Regizter I | Delete I | Optionz... I | Wi, .. I | Done I

Figure 2-22 The Register Person window with Advanced options circled

Complete the information appropriate for your organization in the Mail, Address,
ID Info, Groups, and Roaming sections. Click the tab for the Other section; click
the Windows User Options button to add this person to Windows 2000, as
shown in Figure 2-23.

Prefered language:
I[Nnne] j

| Windows eer Options... I

L'::‘:’

Figure 2-23 The Windows User Options button on the Other tab

In this window, select the Active Directory container and Microsoft Windows 2000
groups to add this person to. Then click OK when finished. This particular
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account is placed in the Users container. We can place the user in any container
appropriate for that account’s security rights. See Figure 2-24 on page 43.

Add Person to Windows 2000 X
[ &dd thiz person ta Windows 2000

Add pergon to dotive Directony container

I itso.ibrn. com. /U sers j
findoves 2000 full name IDnmUseﬂ S_Comlzer

|Jzer logon name IDnmUseﬂ

Prewindows 2000 name IDnmUseﬂ

Add pergon to Windows 2000 groups

itzo.ibrm.com/Users/RaS and 145 Servers

itzo.ibrn.com/U sers/Group Palicy Creatar Dwners
itzo.ibrn. com U zerzdS chema Admins x:

ou can add the curently zelected people/person to Windows 2000
and optiohally aszign the people/person to groups. For a zingle
perzon, supply the unigue logon name and full name [the Motes
shortname and fullname are the defaults].

| QK. I | Cancel I

Figure 2-24 The Add Person to Windows 2000 window

Finally, click the check mark box in the Register Person window to confirm you
have finished entering all necessary data for this person. (The check mark box is
located on the right-hand side above the Registration Queue block.) See

Figure 2-25.

¥ &dvanced | Migrate People. .. I | Irmpart T ext File...
Reqistration Hueue (local):
A|User Mame ~ | A|Hegistration Status ~ |Date -~
1] [+
| Register Al I | Register | | Delete I | Dptions... I | Wigws. .. I | Done I

Figure 2-25 The check mark confirms the person’s registration
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The entry will then be added to the Registration Queue window at the bottom of
the screen. Click Register to initiate the registration process, as shown in
Figure 2-26 on page 44.

Reaqistration Queue [local]:

'\|UserNar‘ne ~ | '\|F{egistration Statuz ~ Date ~

& 5 DombUser], Dombser] Feady for reqistration 120172003
] ] (]
| Reqister Al I | Reqister I | Delete I | Options. .. I | Yiews. .. I | Dane I

Figure 2-26 The registration queue

Once the registration process completes, this person will exist in both the
Domino Directory and Active Directory. Then, you will be informed that the
person was registered successfully, as shown in Figure 2-27.

Domino Administrs X|

Person registered successFully!

Figure 2-27 Person registered successfully in Lotus Administration client

We can now check whether the person has been added correctly to Active
Directory. To access Active Directory Users and Computers, click Start —
Programs — Administrative Tools — Active Directory Users and
Computers. Select the Users (or the container you specified in the Lotus
Administration client). You can see the name of the user you have just created in
the Lotus Administration client, as is shown in Figure 2-28 on page 45.
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D Computers mDnmain Guests Security Group - Global
@ Domain Controllers mDnmain Isers Security Group - Global
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a Users _ ) mEnterprise Admins Security Group - Global
(i) Lotus Domine Options 72 Group Palicy Creator Owners Security Group - Global -
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Figure 2-28 The user created in the Lotus Administration client reflected as an AD user

2.7 Deleting users

When you delete a user or group from Active Directory and there is a
corresponding user or group in the Domino Directory synchronized with it,
ADSync removes the Person document or Group document for that Domino
Directory entry using the Administration Process on the deletion server. You can
designate a deletion server and change user mail file deletion settings in the
Notes Settings tab of the Lotus ADSync Options dialog box.

When you delete a Notes user or group, all references to it are removed from the
Domino Directory by the Domino Administration Process running on a Domino
server. After initiating the deletion, you must approve the request in the
Administration Requests (ADMIN4.NSF) database on the Domino server.

2.7.1 Deleting users with Active Directory

To delete users from both Active Directory and Domino using Active Directory,
click Start — Programs — Administrative Tools — Active Directory Users
and Computers. In the Microsoft Management Console, select the required
container in the left hand panel. On the right-hand panel, find the user you wish
to delete. Right-click the name of this user and select Delete from the pop-up
window, as shown in Figure 2-29 on page 46.
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Tree I Users 21 objecks
@ fictive Directory Users and Compu |Hame | Type =
E@ ikso.ibrm. com ﬁ Administrator User
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Figure 2-29 Deleting users using Active Directory

Click Yes to confirm the deletion of this user.

2.7.2 Deleting users with the Domino Administrator client

From the Domino Administration client, select the Peoples & Groups tab. Select
the People view. In the right-hand view, select the person you wish to delete (you
may choose more than one person). Click the Delete Person action button at the
top of the view. A Delete Person window will now appear, as shown in

Figure 2-30 on page 47.
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|Jze this tonl to delete uzers and their azsociated data from wour
Droming domain in the background using the Administration
Process.
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Aluszer2 5_ADuzer TS50 Abm.com

wihat should happen ta the users' mail databaze[z])?
£ Do not delete the mail database

% Delete the mail database on the Lzers' home server.
[~ Delete mail replicas on all other servers.

Optional:
Add deleted users to Deny Access Group:
<Mao Deny Access Group zelected or available:

¥ Delete users' Windows NT /2000 accounts, if existing,
¥ Delete users from this Domino Directony immedately.

The ddminiztration Process will create Approve Mail File Deletion request(z] for these users' mail
filez.

Figure 2-30 Deleting users using the Domino Administrator client

Place a check mark in the box adjacent to Delete users Windows NT/2000
accounts, if existing. Click OK and the person will be deleted both from Domino
and Active Directory.

2.8 Data synchronization using Directory Integrator

It is also possible to use Directory Integrator (ITDI) to create new accounts and
synchronize data between Domino and Active Directory. The major advantage
that Directory Integrator has over ADSync is that it can be set up in either a
triggered or batch execution mode. This differs significantly from ADSync, as
ADSync requires manual intervention. This means that you can automate the
management of user accounts in either system (as well as others) using
Directory Integrator.

More information about integrating Domino users with Directory Integrator can be
found in the IBM Tivoli Directory Integrator 5.2: Reference Guide, SC32-1377
located at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectorylntegrator5.2.html
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information about using Active Directory with Directory Integrator can also be
found in the IBM Tivoli Directory Integrator 5.2: Reference Guide, SC32-1377
located at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectorylntegrator5.2.html

There are also Password Synchronization plug-ins available for Directory
Integrator. These plug-ins intercept any password changes to user accounts on
various directories, including Domino, Active Directory, and Directory Servers,
and update the corresponding fields in the required places.

More information about Password Synchronization Plug-ins for Directory
Integrator can also be found in the IBM Tivoli Directory Integrator 5.2: Reference
Guide, SC32-1377 located at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectorylntegrator5.2.html

We discuss the setup and use of Directory Integrator with examples and in much
greater detail in Chapter 3, “Scenario 2: Directory Server and Active Directory”
on page 49. Other scenarios using Directory Integrator are covered in Chapter 4,
“Scenario 3: Directory Server and Domino” on page 75 and Chapter 5, “Scenario
4: Integrating data from three different sources” on page 105.
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Scenario 2: Directory Server
and Active Directory

This chapter describes the following:

»

»

Installation and Configuration of Directory Integrator

Migration of user data from Directory Server to Active Directory using
Directory Integrator

Migration of user data from Active Directory to Directory Server using
Directory Integrator

Synchronization of changes in Active Directory with Directory Server using
Directory Integrator

Two-way synchronization between Directory Server and Active Directory
using Directory Integrator
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3.1 Introduction

The chapter describes how to synchronize user data between Directory Server
and Active Directory using Directory Integrator. The chapter starts with a brief
description of the scenario. The chapter then describes the configuration of
Directory Integrator and process of using Directory Integrator to migrate the
users from Directory Server to Active Directory and vice versa. The
synchronization of entry changes in Active Directory with Directory Server is
described later. The chapter concludes with two-way synchronization between
the two Directory Servers.

3.2 Scenario 2

The following scenario focuses on two organizational units in a fictional company.
One organizational unit uses Directory Server as its directory, while the second
organizational unit uses Active Directory as its directory. There are no common
records in the two directories. The organization decides to integrate the data and
use Active Directory as the primary directory for the entire organization.

The user data from the Directory Server will be migrated to the Active Directory;
then the data from Active Directory will be migrated to the Directory Server. A
policy decision has been taken to use Active Directory as the directory for the
entire organization. Any user account addition, modification, and deletion
thereafter will be made to the Active Directory only. However, it is decided to
keep the Directory Server functional only for searches. Therefore, the data in the
Active Directory needs to be synchronized with Directory Server 5.2.

Directory Integrator 5.2 is be used to do the synchronization.

3.2.1 The Test Environment

50

The test setup consists of an isolated network, with domain itso.ibm.com, having
two Microsoft Windows 2000 Server machines. One of the machines, host name
m23wpk40 and IP address 10.0.0.1, has Active Directory running on it. This
machine is the domain controller and also has Domain Name Service (DNS)
configured and running.

The other machine, host name m23wpk60 and IP address 10.0.0.3, has
Directory Server 5.2 running on it. Figure 3-1 on page 51 shows the Scenario
Two setup.
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Active Directory
itso.ibm.com

Microsoft 2000 Server with
Active Directory

Host name: m23wpk40

IPaddress: 10.0.0.1

IBM Tivoli Directory
Integrator

IBM Tivoli
Directory

Microsoft 2000 Server with
IBM Tivoli Directory Server
Host name: m23wpk60
IPaddress: 10.0.0.3

Figure 3-1 Scenario Two setup

3.2.2 The testing procedure

To keep the demonstration simple, the following start-up configuration settings

are used:

» Both the Active Directory and the Directory Server have only user records.
The RDN for the user data is as follows:

For Directory Server: ou=1DS1,ou=itso,o=1bm,c=us
For Active Directory: ou=AD1,dc=itso,dc=ibm,dc=com

» The changelog for the Directory Server has been enabled.

» Directory Server changelog contains records with changetype add only.
Similarly, all the changes made to the Active Directory are user additions only.

The scenario will be built step-by-step. We start with the migration of data from
Directory Server to Active Directory and vice versa, using Directory Integrator.
Then the cases of user addition, modification, and deletion are covered.

» The data from Directory Server will be migrated to Active Directory under
ou=IDS1,dc=itso,dc=ibm,dc=com

» The data from Active Directory will be migrated to Directory Server under
ou=AD1,ou=itso,o0=1ibm,c=us

After the user migration is complete, the Active Directory is used as the
organizational directory server.
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» Any user addition, modification, and deletion is synchronized with the
Directory Server.

3.3 Installation and configuration of Directory Integrator

For an introduction to the Directory Integrator, see 1.5, “IBM Tivoli Directory
Integrator” on page 12.

3.3.1 Installation of Directory Integrator

1. On the installation CD (or wherever the Directory Integrator package is
downloaded), locate setupwin32.exe. Double-click it, or type setupwin32.exe
at the command prompt.

2. The program loads the InstallShield and starts the installation. The first
window gives you information about the product. Click Next to continue.

3. The next window is the license agreement. On accepting the license
agreement, the Next button will be enabled. Click Next to continue.

4. The next window displays a default working directory where the product is
installed. You may change this location by clicking Browse. Click Next to
continue. See Figure 3-2.

EZ!1BM Tivoli Directory Integrator ¥5.2 : =18 x|

Click Mext to install "IBM Tivali Directory Integrator 5.2" to this directory, or click
Browse to install to a different directory.

Directory Mame:

CAProgram FilesuBNIBMDirectoryintegratar

Browse |

InstallShield -

<pack | THeds | cancel |

Figure 3-2 Directory Integrator Installation

5. The next window provides the information about where the product is
installed and the disk space that the product requires.Click Next to continue.

6. The product installation begins. On completion, the final window is displayed.
Click Finish.
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3.3.2 Configuration of Directory Integrator

The procedure briefly explains the customized configuration of Directory
Integrator for the case at hand, which is the migration of data from Directory
Server to Active Directory. For details of the configuration, refer to the Directory
Integrator Getting Started Guide, SC32-1382, which can be found at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryIntegrator5.2.html

Configuration of an AssemblyLine to Migrate data from
Directory Server to Active Directory

1. Locate the ibmditk.bat file in the IBM Directory Integrator installation directory.
Invoke Directory Integrator by running the ibmditk.bat file.

2. To create a new configuration file, click File — New. Input a valid file name of
the configuration file, as shown in Figure 3-3. Click OK.

£% TBM Tivoli Directory Integrator =101 x|
File Ohject ‘Window Help

S B & @M E

1

£ IBM Tivoli Directory Integrator - XML Configura x|

IBM Tiveli Directory Integrator - XML Configuration

File  [Syncadltes]xmi Select... |

Pazsward I

Ok I Cancel Help

o om 3

Figure 3-3 Creating new configuration file
3. To create a new AssemblyLine, right-click AssemblyLines in the left-hand

pane. Click the New AssemblyLine icon in the window that appears. Input a
valid name in the text area, as shown in Figure 3-4 on page 54. Click OK.
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"

""" Connectors £2 Please Input Te x|
> !

""" | Parsers Mew Aszemblyline .

“y
------ (5] Everttiandiers fiets 20 Migrate

% .
...... Scripts IT' Cancel Helpp |

------ & Javalibraries

------ m JavaProperties J

------ E] Includes

------ ﬁ ExternalProperies -
K | _'I_I
& =

Figure 3-4 Create new AssemblyLine

4. Click the newly-created AssemblyLine. The right pane will now display the
Data Flow tab. Locate the Add Connector button at the bottom of the window
(circled in Figure 3-5 on page 55). Move the cursor to the button and hold.
The tool tip provides useful information. Click the Add Connector button.
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£3 IBM Tivoli Directory Integrator ;lglﬂ
File Ohject Window Help

4
E|----II:: CProgre

-

Connectors

L2 Add Connector

...... m Jarve dd Connector

------ @\ Il Maitries IlDS—CL

______ @ Exie Connector Isystem:J‘Connec‘fors.ﬁbmdi.IBMDiredoryServerChangelog LI
-7 Loog Cohnector ode IHEFETDF ;I

Ok I Cancel Help

Figure 3-5 Add connector

5. The Add Connector window appears. Input a valid name for the connector. In
the Connector drop-down list, locate the IBMDirectoryServerChangelog. The
Connector mode is lterator by default. Click OK. See Figure 3-5.

6. Set up the configuration of the connector. For the details of connector
configuration, refer to Directory Integrator’s ReferenceGuide, SC32-1377.
Look under: Connectors — LDAP Connector — IBM Directory
Changelog Connector. The reference guide can be found at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryIntegrator5.2.html
See Figure 3-6 on page 56.
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% | Mace [terator = | || =State [Ensblzd = | |||~ nheritfrom: system:iConnectorsibmdi.|BMDires

aaa Schemal @ Inpat Mapl @Output =] I B ittt Criteris I @ HDDkSI @ Dertal

Connection § Parser |

IDS/iPlanet Changelog Connector =

LDAPURL  [ldap:/10.0.0.3:359

Login uzerrarme Icn=r00t

Login passyword I““

Changelog Baze |cn=changelog ey |
Authertication Method  [Simple =l
usessL [
fterator State Store I Delete
Start at changenumber E :I Query
Timeout IU

Sleep Interval IBU

Commert

Figure 3-6 Configuration of Directory Server Changelog connector

This completes the configuration of the added connector. The attribute mapping
procedure is now explained.

To view the attributes present in Directory Server, do the following:

1. Click the Schema tab.

2. Click the Connect to the data source icon (circled in Figure 3-7). If the
configuration is correct and the datasource (Directory Server) is up and
running, the connection with the datasource is established. See Figure 3-7.

E5InputMap | OutputMap |  Link Criteria | o Hooks | /& Delta |
By Config... &% Schema
@ = P ¥ 2 % <Connection established
Mame | Java Class | Mative Syntax |S| Input Regd. | Out

Figure 3-7 Connect to the datasource
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3. Click the Read the next entry button (the arrow icon circled in Figure 3-8). An

entry in the datasource will be displayed. Figure 3-8 shows a few sample
attributes retrieved. In order to retrieve all the available attributes, you
probably need to browse a few more entries in the Schema Tab until you can
see the expected attribute showing there. (If you know the expected
attribute's name, you can always add it manually.)

BolnputMap | OutpuiMap | LinkCriteria | off Hooks | A Delta |
Sy Config... I on Schema |
W & @@ﬁ 2 % Received one entry
Mame | Jawva Class | Mative Syntax | Sample | Input Regd. | Cutput Regd.
$dn java.lang.String changenumber... [l [l
IBM-ENTRYUUID  java.lang.String 5a90a8cd-252. . ] ]

Figure 3-8 View entries

With the attributes retrieved, the input map can now be formed:
. Click the Input Map tab. The attributes available in the connector are

displayed in the bottom right pane.

Now depending upon the case, either a few or all the attributes could be
mapped into the Work Entry that is formed. The attribute could be mapped
either by (1) dragging and dropping the attributes from the available
connector attributes to the work entry or (2) adding the attributes explicitly and
mapping those as per the requirement. For simplicity, all the attributes are
mapped as shown in Figure 3-9 on page 58.
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I @ Hooksl & Deltal

iiork Adtribute

Wgilable Connector Attributes
kilely]

[IEM-ENTRLLIC
changenumber

changes

changetime

changetype

ch

description
libm-changelnitistorshatme
objectclass

=h

targetcdn
telephonenumber
userpassword

Inherit from: [parert] |

Figure 3-9 Input map creation

2. Click the Add a new attribute to the Attribute map button on the top of the
Work Attribute window.

3. Inthe text area type an asterix (“*”) and click OK.
By the mapping above, all the attributes of an entry in Directory Server will be

available in the work object.

Now the task is to map the attributes to Active Directory attributes and add the
mapped entry into Active Directory. The task could be achieved in many ways.
Here the Default Success hook is used to add the attribute distinguishedName to

the work entry by writing a script.

1. Click the Hooks tab of the connector. A list of hooks will be shown in the
middle pane. Locate the Default Success hook.

2. Add the script as shown in Figure 3-10 on page 59 to build the
distinguishedName attribute.
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B Config...l = Schemal B> Input Mapl BB Ot

#H e

=4 DataFlaw {teratar
..... Biafore Exacute | IV Enabled [ Debug Break |
..... Overtide GetMext
(=4 lteratar % Eg E] i 6y | &8 @|§h =]

Before Gethext
After GetMext rar crx " ,ou=ID31,DC=its0,DC=ibn,DC=con" ; -
Input Attribute Map [72E dtn "en=" 4+ work.get3tring("cn”) + " " + work.get3tring(“"sn") + ctx

..... Gethext Successiul mwork. setdttribute [ 'distinmuishedNawe', dtn ):

..... main. logmsg("Passing the entry = " + dtn + " to add in Actiwve Directory™):
..... \teratar Error work.merge (conn) ;
----- Default On Error
o End of Data
[#-__] Epilog
[
| | _’I 2y ailable objects: work

Inherit from: [parent] |

Figure 3-10 Hook with attribute mapping code

The translation of distinguished name is done as follows:

cn=<cn of some user>,ou=IDS1,ou=itso,0=1bm,c=us

of the entry in Directory Server to

cn=<cn of some user> <sn of some user>,ou=IDS1,dc=itso,dc=ibm,dc=com

to the entry in Active Directory.

Note: The basic configuration steps for a connector have now been explained.
For the remainder of this chapter, the steps carried out are mentioned directly.
Any new configuration aspect or detail is only described and explained.

1. An LDAP Connector to add the entries into Active Directory is added by
clicking the Add Connector button. Figure 3-11 on page 60 shows the
configuration of the connector.
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Bl Config... | GGG Schemal B It Wep I @ Qutput Map | B8 Link Criteriz I @_’ﬂ Hooksl B Dft I

Connection I Farser |

IBM Tivoli Directory Integrator LDAP Connector

LDAPURL  |idap:#10.0.0.41:389
Login username Icn=administrator,cn=users,dc:='rtso,dc:=ibm,dc:=c:om
Login password I********
Search Base IDC='rtSo,DC=ibm,DC=c:om G@
Search Fitter Ic:n=*
Search Scope Isubtree LI
Tirme Limit |0
SizeLimt |0
Page Size ID Check... |
Commeit
Authentication kethocd Simple LI LI

Inherit from: [parent] |

Figure 3-11 Configuration: LDAP Connector

The search base can be selected by clicking the Contexts button in the
right-hand pane. The drop-down list contains all of the valid Contexts.

The mapping of the attributes is crucial. It depends upon the schema and the
type of data contained in the directory. In this case, we map the Active Directory
attributes to Directory Server attributes using the following process:

1. Set the attributes as follows:
— $dn: distinguishedName (formed in the Default Success Hook
— description: description
— displayName: combination of cn and sn: cn + “ “ + sn
— distinguishedName: distinguishedName
— givenName: cn

— objectclass: multivalued with values: top, person, organizationalperson
and user

— sAMAccountName: combination of cn and sn: ¢cn + “ “ + sn
— sn:sn

— telephoneNumber: telephoneNumber

— userPrincipalName: cn + “ ” + sn + “@itso.ibm.com’
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2. Click the Output Map to map the attributes. The attributes can be dragged
and dropped from the Work entry formed or formed by clicking Add attribute
and then mapping it as per the requirement. Figure 3-12 shows the attribute
map configured with a sample mapping.

=1 Config...l - Schemal BB It e B Output Map | B Link Criteria I ) Hl:n:uksl A Dctts I

¢ H @ %
Connector Attribute Aftribute Map Settings
Ficlh .
de=rription [ &dvanced Mapping [ Enabled
dizplayMame i . S
distinguishedhatme ull behavior (ot specified) |
giventlatne
objectclass %mm@ml&gla}ﬂ@
samAccourtiarme

=hn

ret.wvalue = work.getdttribute ("distinguishedName™)

telephoneturnber

uzerPrincipalMarme

Figure 3-12 Output Map

The procedure above is be sufficient to add an user in the Active Directory. But
the Unicode Password of the user in Active Directory is not set (even though the
userpassword is mapped). This setting requires an SSL connection with the
Active Directory. To achieve this, another LDAP Connector in Update mode
working over SSL is added. For the SSL setting of Active Directory and Directory
Integrator, refer to the Directory Integrator User’s Guide, SC32-1378, which can
be found at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryIntegrator5.2.html

Figure 3-13 on page 62 shows the configuration of the connector. Also, select the
Use SSL and Auto Map AD Password check boxes on the configuration
window.
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Sy Confi... | aog Schemal @Inpu{ izl I @ Output Mapl =E Link Cr'rterial @ Hooksl & Dl I

LOAP LIRL
Login usernarme
Login password
Search Baze
Search Fiter
Search Scope
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Page Size

Commerit

Authertication Method

IBM Tivoli Directory Integrator LDAP Connector

ieap:10.0.0.1:636

Icn=Adminis{rator (ch=users do=itso de=ibm do=com

Ia—wa—a—a—a—wa—

|0u=IDS1 [DiC=itso DC=ibm DC=com

Contexts |

Iobjectclass=user

Isubtree

Simple

Figure 3-13 Configure LDAP Connector for SSL

To update an entry, a Link Criteria needs to be specified, as follows:
1. Click the Link Criteria tab of the connector. Click the Add New Link Criteria

button.

2. The $dn is the Connector Attribute chosen to search for the entry. The value
of the attribute is picked from the value of $distinguishedName attribute, as
shown in Figure 3-14.

ﬁ o] | [ Build criteria with custam =cript

Attribute

Operator

Yalue

kel erjuals

Fddiztinguishediatme

Figure 3-14 Add New Link Criteria button

3. Click the OK button.

In order to enable the user in Active Directory, the userAccountControl attribute
needs to be set. The attribute is set in the Output map.

The Output map contains two attributes:

1. userAccountControl: set to value “544*

2. userpassword: userpassword
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This completes the configuration for migrating Directory Server users to Active
Directory. On executing the AssemblyLine, enabled users were added in Active
Directory with their password set. Figure 3-15 shows the execution log of the
migration.

ExecuteTask-AL |

= Execute: lds2Ad-Migrate

Der > @ ®

AL: AssemblyLines/lds2Ad-Migrate - Running ...

15:36:30 Version : Wersion 5.2 - Z003-11-04

15:36:30 03 HName : Windows 2000

15:36:30 Java Funtime : IEM Corporation, 1.4.1

15:36:30 Jawa Library : C:ZProgram Files’\IEM\IEMDirectoryIntegrator’_jvm\bin
15:36:30 Jawa Extenzions : C:ZProgram Files’\IEM\IEMDirectoryIntegrator’_Jjvm'\lib'ext

15:36:30 Working directory : C:‘\Program Files‘\IEM\IEMDirectoryIntegrator

15:36:30 Configuration File: <stdine

15:36:30 ---

15:36:32 Loading configuration from <stdine

15:36:36 Starting Assemblyline Assemblylines/IdszZid-Migrate

15:36:37 Wait for completion of Assemblyline: Assemblylines/IdszZid-Migrate

15:36:37 Assewblyline Assemblylines/IdsZid-Migrate started

15:36:38 [ID3_CL] Starting change number: 272 (nsChangenumber)

15:36:35 [Enable] Using LDAP 35L comnection - make sure TCP port number is changed accordingly

15:36:41 BEGIN Iteration

15:36:41 Passing the entry = cn=idsuserl s_idsuserl,ou=ID31,DC=itso,DC=ibm,DC=com to add in Active Directory
15:36:41 Entry added successfully

15:36:41 Successful modified the password

15:36:41 Passing the entry = cn=idsuserZ s_idsuseri,ou=ID351,DC=itso,DC=ibm,DC=com to add in Active Directory
15:36:42 Entry added successfully

15:36:42 Successful modified the password

15:36:42 Passing the entry = cn=idsuserd s_idsuser3,ou=ID31,DC=itso,DC=ibm,DC=com to add in Active Directory
15:36:42 Entry added successfully

15:36:42 Successful modified the password

Figure 3-15 Directory Server user migration execution log

Configuration of an AssemblyLine to migrate data from Active
Directory to Directory Server

The procedure for the configuration is as follows:

1. Create a new AssemblyLine. Add an Active Directory Changelog Connector
in iterator mode. Configure it. Refer to Figure 3-16 on page 64 for the
configuration of the connector.
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Link Criteria_| 5 Hooks | / Delta |

Connection | Parser |

F@Inpm Map [ [ OutputMap |

B Config...

&5 Schema

Active Directory Changelog Connector

DetailedLog [ ~|

LDAPURL  |'dapi10.0.0.1:389

Login username |CN:AdminiStrator,cn:users,DC:itso,DC:ibm,DC:com

— |

Login | d
Authentication Method | Simple =
UsessL [
LDAP Search Base |0u:AD1 LDC=itsn,DC=ibm,DC=cam || Query
USH Fil [cMestdatalLocal-AD-USNZ bd | setect...
Iterator State Store | | Delete
Startat |0 -
Timeout |0

Sleep Interval |5 |

| Inherit from: [parent] |

Figure 3-16 Active Directory Changelog Connector configuration

We map the Active Directory users to objectclass “person” in Directory Server
and use $dn, cn, sn, objectclass and description attributes only. The user in
the Active Directory has far more attributes than the attributes in objectclass
person. It is difficult to map the users uniquely in the given scenario.
Therefore, we are modifying the schema of objectclass person. An optional
attribute uid is added to it. The sAMAccountName that is unique in Active
Directory is mapped to this. Hence, the distinguished name of the entry in
Directory Server is:

uid=<sAMAccountName from Active Directory>,ou=AD1,ou=itso,o=ibm,c=us

Note: Other objecticlasses in Directory Server schema contain attributes
similar to those of Active Directory user. Because we use the matching
objectclasses, the attribute mapping is simple without need for any schema
modification, which is similar to the migration case of Active Directory to
Directory Server. The point here is to demonstrate the solution
development in case of a constraint: certain attributes not matching.

. In the input map, the attribute $dn from Active Directory is modified as

mentioned above.

3. To add the entries to the Directory Server, an Directory Integrator LDAP

Connector working in AddOnly mode is added and configured.

4. The output mapping done is as follows:
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= Execute: ExecuteTask-AL

AL: AssemblyLines/Ad2lds-Migrate - Running ...

— $dn: $dn (modified)

— c¢n: givenName

— description: description

— objectclass: value “person”
— SN sn

— uid: sAMAccountName

This completes the configuration of the AssemblyLine. On execution of the
AssemblyLine, the users from Active Directory are added into Directory Server.
Figure 3-17 shows the execution log of the AssemblyLine.
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Version : Wersion 5.2 - Z003-11-04

03 Hame : Windows 2000

Java Funtime : IEM Corporation, 1.4.1

Jawa Library : C:ZProgram Files’\IEM\IEMDirectoryIntegrator’_Jjvm\bin
Java Extensions : C:ZProgram Files'IEM\IEMDirectoryIntegrator’_Jjvm'lib\ext

Working directory : C:%Prograwm Files'\IEM)\IEMDirectoryIntegrator

Configuration File: <stdine

Loading configuration from <stdine

Starting Assemblyline Assemblylines/id2Ids-Migrate
Wait for completion of Assemblyline: Assemblylines/id2Ids-Migrate
Azsenblyline Assemblylines/3d2Ids-MNigrate started

[4D-Change_Conn] Username specified, using Simple authentication

[AD-Change Conn] Will read start USHN walues from file: C:%testdata‘\Local-AD-TSHZ. txt
BEGIN Iteration

Paszing the entry uid=1_aduserl,ou=4ill,ou=itso,o=ibm,c=us to add into IEM Tiwoli Directory Server.
Added entry successfully

Paszing the entry uid=1_aduserZ,ou=ill,ou=itso,o=ibm,c=us to add into IEM Tiwvoli Directory Server.
Added entry successfully

Paszing the entry uid=1_aduser3d,ou=ill,ou=itso,o=ibm,c=us to add into IEM Tiwvoli Directory Server.
Added entry successfully

Paszing the entry uid=1_aduserd,ou=ill,ou=itso,o=ibm,c=us to add into IEM Tiwoli Directory Server.
Added entry successfully

Figure 3-17 Active Directory user migration execution log

Restriction: Once the password for an entry in Active Directory is set, the
password cannot be retrieved. Therefore, the userpassword attribute is not
used for the mapping. Windows Active Directory Password Synchronizer is
shipped with Directory Integrator and can retrieve the password of an entry
before the password is set (added or modified). The password synchronizer is
be covered in this book. For synchronization demonstration, we continue
using the same attributes used for user migration.
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Synchronizing data from Active Directory with Directory
Server

With the current data now migrated, any user addition, modification, or deletion is
done to Active Directory. For the two directories to be in synchronization, the
changes should be propagated to Directory Server.

1. To retrieve the changes from Active Directory, a new AssemblyLine named
Sync_Data is configured. An Active Directory changelog connector is added
and configured.

Note: For real time synchronization, the Active Directory Changelog
EventHandler is used. We use the Active Directory changelog Connector
with TimeOut set to zero, which has the same action as that of
EventHandler.

2. To demonstrate an entry modification, we choose the field Description.

3. The input attribute map contains the $dn, givenName, sn, changeType,
description, and sAMAccountName attributes.

4. In the Input Map, the $dn attribute is modified during mapping to map to the
$dn of Directory Server.

To propagate the three type of changes (additions, modifications, and
deletions), two more AssemblyLines are configured.

1. The addition and modification can be done using a single LDAP Connector
configured in Update mode. The AssemblyLine named ModNAdd2IDS is
configured.

2. For deletions, the LDAP connector in delete mode is employed in the other
AssemblyLine named Del4IDS.

Depending upon the changeType, the corresponding AssemblyLines are
called.

3. The scripting is done using the Default Success hook of the Active Directory
Changelog Connector. The work entry formed passes to the AssemblyLines
executed. Refer to Figure 3-18 on page 67.
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'
al.join();
} else if [ chgtype.emqualsIgnoreCase("delete™) | | —
wvar al = main.startdl("DeldID3", work);
wain. logusg (™ Passing entry for deletion™);
al.join();

1 oelse | o
4 | »
yvailable objects: work

Inherit from: [parent] |

||

Figure 3-18 Hook containing code to call AssemblyLines

4. For the AssemblyLine ModNAdd2IDS, all the attributes are directly mapped
from the work entry, except for $dn and objectclass. The $dn attribute is used
for the link criteria.

5. For the AssemblyLine Del4IDS, only the $dn attribute is mapped and also
used for the link criteria.

Figure 3-19 on page 68 shows the synchronization of addition type of changes.
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{(Sync data)| ExecuteTask-aL |

= Execute: Sync_data

AL: AssemblyLines/Sync_data - Running ...

16:06: 55 Version : Wersion 5.2 - Z003-11-04

16:06:58 03 Name : Windows 2000

15:06: 53 Java Funtime : IEM Corporation, 1.4.1

16:06: 58 Jawa Library : C:ZProgram Files’\IEM\IEMDirectoryIntegrator’_Jjvm\bin
16:06: 58 Jawa Extenzions : C:ZProgram Files'IEM\IEMDirectoryIntegrator’_Jjvm'lib\ext

16:06: 553 Working directory : C:‘\Program Files‘\IEM\IEMDirectoryIntegrator
16:06: 55 Configuration File: <stdine

16:06:558 ---

15:07:00 Loading configuration from <stdine

16:07:05 Starting Assemblyline Assemblylines/3ync_data

16:07:05 Wait for completion of Assemblyline: Assemblylines/3ync_data
16:07:05 Assemblyline Assemblylines/Sync_data started

15:07:06 [syncidD] Will read start USN walues from file: C:\testdata\Local-aD-USNZ.txt
16:07:06 BEGIN Iteration

15:08:22 Passing entry for addition

16:058:22 Assewblyline dssewmblylines /ModNadd2IDS started

15:058:22 No iterator in &ssewblyline, will run single pass only
16:058:22 BEGIN Iteration

16:058:22 Using runtime provided entry as working entry (first pass only)
16:05:23 END Iteration

16:058:23 BEGIN Connector Statistics

15:08:23 [Hodify IDS] Lookup:l, Add:l

15:058:23 Total: Lookup:l, Add:1

16:05:23 END Connector Statistica

15:058:23 terminated successfully (0 errors)

16:058:23 Assenmblyline AdssemblyLines/ModNAddzZIDS terminated successfully
15:08:23 Entry passed is uid=1_synciDuserl,ou=Aill,ou=itso,o=ibm,c=us
15:09: 23 Passing entry for updating

15:09:23 Assewblyline dssewmblylines /ModNadd2IDS started

15:09:23 No iterator in &ssewblyline, will run single pass only
16:059:23 BEGIN Iteration

16:09:23 Using runtime provided entry as working entry (first pass only)
16:059:25 END Iteration

Figure 3-19 Synchronization of addition entry

Figure 3-20 on page 69 shows the synchronization of modification and deletion
type of changes.
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AL: AssemblyLines/Sync_data - Running ...

15:058:23 [Hodify IDS] Lookup:l, Add:l

15:058:23 Total: Lookup:l, Add:1

16:05:23 END Connector Statistica

15:058:23 terminated successfully (0 errors)

16:05:23 Assenmblyline AssemblyLines/ModNAddzZIDS terminated successfully
15:058:23 Entry passed is uid=1_synciDuserl,ou=Aill,ou=itso,o=ibm,c=us
15:09: 23 Passing entry for updating

15:09:23 Assewblyline dssemblylines /ModNadd2IDS started

15:09:23 No iterator in &ssewblyline, will run single pass only
16:059:23 BEGIN Iteration

15:09:23 Using runtime provided entry as working entry (first pass only)
16:059:23 END Iteration

16:059:23 BEGIN Connector Statistics

15:09: 23 [Hodify IDS] Lookup:l, Modifwy:l

15:09:23 Total: Lookup:l, Modify:l

16:059:23 END Connector Statistics

15:09:23 terminated successfully (0 errors)

16:09:23 Assenmblyline AssemblyLines/ModNAddzZIDS terminated successfully
15:09: 23 Entry passed is uid=1_synciDuserl,ou=Aill,ou=itso,o=ibm,c=us
15:09: 55 Passing entry for deletion

15:09: 55 Assewblyline AssemblylLines/DeldIDS started

15:09: 553 No iterator in &ssewblyline, will run single pass only
16:059:55 BEGIN Iteration

15:09: 58 Using runtime provided entry as working entry (first pass only)
16:059:55 END Iteration

16:059:55 BEGIN Connector Statistics

15:09: 55 [Del_ID3] Delete:l

16:059:55 Total: Delete:l

16:059:55 END Connector Statistica

15:09: 55 terminated successfully (0 errors)

16:09: 55 Assemblyline Assemblylines/DeldIDS terminated successfully
15:09: 55 Entry passed is uid=1_synciDuserl,ou=Aill,ou=itso,o=ibm,c=us

Figure 3-20 Synchronization of modification and deletion of entries.

The addition, modification, and deletion type of changes in Active Directory are
successfully propagated to Directory Server. Thus, one way synchronization is
achieved. This completes the scenario.

Organizations do require two-way synchronization between Directory Servers.
The scenario at hand is modified. If a decision is taken at this point to have
two-way synchronization between Active Directory and Directory Server, the next
section explains the procedure.

Two-way synchronization between Active Directory and
Directory Server

The user data under the organizational units is as follows:

» ou=AD1,DC=itso,DC=ibm,DC=com in Active Directory
» ou=AD1,ou=itso,o=ibm,c=us in Directory Server

This data is synchronized. The description attribute can demonstrate the entry
modification case.
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The AssemblyLines used for synchronizing Active Directory changes with
Directory Server are employed. Four new AssemblyLines are configured to
synchronize Directory Server changes with Active Directory. The mapping of
attributes from objectclass person (with the uid attribute added) of Directory
Server to the objectclasses person, organizationalPerson, and user of Active
Directory, is as follows:

»

»

»

>

>

>

»

$dn:cn + “ “ + sn + <parent dn>
description: description
displayName: cn + “ “ + sn
givenName: cn
sAMAccountName: uid

SN: sn

userPrincipalName: uid + “@itso.ibm.com”

The details of configuration of the AssemblyLines follow:

AssemblyLine SyncIDS_data

1.

An IBM Directory Server Changelog connector is configured in this
AssemblyLine in Iterator mode.

2. All the connector attributes are mapped to the work entry in the Input Map.

3. The Default Success Hook is used to detect the type of change and trigger

the appropriate AssemblyLine.

4. Three new AssemblyLines, for the three cases of addition, modification, and
deletion are configured.

AssemblyLine Add2AD

1. This AssemblyLine, with two connectors in it, is configured to synchronize the
new additions made. The first connector, AD_ADD1, is employed to add the
entries to Active Directory. The second connector, AD_MOD1, which works
over SSL, is employed to modify the userpassword and set the
userAccountControl attribute.

2. The Before Execute hook of AD_ADD1 connector contains the distinguished
name building logic. Other mappings are as mentioned above.

AssemblyLine Upd-AD

1.

This AssemblyLine (with two connectors in it) is configured to propagate the
entry modification changes.
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Note: The Directory Server Changelog entry consists of distinguished
name (targetDn) and only the attributes with value modification. The
attributes without any value change are not present in the entry.

2. An LDAP connector IDS_Search1 in Look-up mode is employed to retrieve
the attributes required for building the distinguished name. The connector
looks up the Directory Server for the required entry.

3. Two attributes cn and sn are added to the Work Entry from the available
connector attributes in the Input Map

4. The attribute uid is obtained by a script in the Before lookup hook. Refer to
Figure 3-21.

Before Lookugp

[+ Enabled [ Debug Break

I BR0D®®S Ha 6

war uid = work.getitring(Ttargethn™) ;
id = uid.substringi 4,uid.index0f£(",") 1:
mork. sethttribute | 'uid', uid ) ;

Figure 3-21 Hook to obtain uid

5. The distinguished name is built in the Default Success hook. The LDAP
connector updateAD1 working over SSL in Update mode is added to modify
the entry passed.

Note: The connector working in non-SSL mode works fine in this case
because description is the field chosen for modification. The SSL mode
enables us to modify the userpassword, if required.

6. The description and userpassword fields are mapped in the Output Map.

AssemblyLine Del-AD

1. This Directory Server AssembilyLine, with two connectors in it, is configured to
propagate the deletions.

2. An LDAP connector AD_Search2 in look-up mode is employed to retrieve the
attributes required for building the distinguished name. The connector looks
up the Active Directory for the required entry.
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Note: Since the entry is deleted, there is no entry in the Directory Server.
Hence, the entry from the Active Directory is looked up.

3. Input map, configured hooks, and other details are similar to the
IDS_Search1 connector.

4. The LDAP connector AD_DEL1, working in delete mode, is added to delete
the entry from Active Directory.

The configuration of the AssemblyLines is now complete.
The one way synchronization from Directory Server to Active Directory is

demonstrated first.

The AssemblyLine SynclDS_data is executed (with the AssemblyLine
Sync_data stopped) to propagate the changes from Directory Server to Active
Directory. Figure Figure 3-22 shows the successful propagation of addition,

modification, and deletion changes to Active Directory.

AL: AssemblyLines/SynclDS_data - Running ...
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END Connector Statistics

terminated successfully (0 errors)

Azsenblyline Assemblylines/3ddZAD terminated successfully

Azzsenblyline AssewblyLines/Upd-AD started

[updatedD]l] Using LDAP 35L connection - make sure TCP port number is changed accordingly

No iterator in Assewblyline, will run single pass only

BEGIN Iteration

Using runtime provided entry as working entry (first pass only)

Paszing $dn cn=cn_synciul sn synciul,ou=4D1,DC=itso,DC=ibm,DC=com to update the entry in Actiwve Directon

END Iteration
BEGIN Connector Statistics
[ID5_%Searchl] Lookup:l
[updatedD]l] Lookup:l, Modify:1l
Total: Lookup:Z, Modify:l
END Connector Statistics
terminated successfully (0 errors)
Azsenblyline Assemblylines/Upd-AD terminated successfully
Azzenblyline Assewblylines/Del-AD started
No iterator in Assewblyline, will run single pass only
BEGIN Iteration
Using runtime provided entry as working entry (first pass only)
Paszing $dn = cn=cn_synciul sn_synciul,ou=AD1,DC=its0,DC=ibm,DC=comn to delete the entry in Active Directy

END Iteration
BEGIN Connector Statistics
[4D_ Zearchz] Lookup:l
[4D DEL1] Delete:l
Total: Lookup:l, Delete:l
END Connector Statistics
terminated successfully (0 errors)
Azsenblyline Assemblylines/Del-AD terminated successfully

Figure 3-22 Synchronization of Directory Server changes
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Now the two-way synchronization is demonstrated.

The data in the two directories is checked for proper synchronization. The two
synchronization AssemblyLines are simultaneously started. The scenario is
tested in the following way:

a. A new entry is added in Active Directory. It is checked for addition in
Directory Server. The entry addition triggers the Directory Server
changelog Connector. The entry is picked up to add to Active Directory.
The entry addition in Active Directory is not successful as the entry already
exists. (Refer to figure Figure 3-23.) Then a new entry is added in
Directory Server and checked in a similar way. Thus, the addition type

change two-way synchronization is successful.

16:
16:
162
16:
16:
16:
16:
16:
Java.

41:
42z
422
42z
42z
42z
42z
42z

34
49
49
53
53
53
53
53

naming.NapedlreadyBoundException: [LDAP: error code 65 - 00000524: UpdErr: DSID-031A0AES, problew 6005 (ENTH
v EXISTS), data 0
0]: remaining name 'ch=newldD]l s newldD],ou=aD1,DC=itso,DC=ibm,DC=com’

BEGIN Iteration

Azzsenblyline Assewblylines/AddZAD started

[AD_MOD1] Using LDAP 55L connection - make sure TCP port mumber iz changed accordingly

No iterator in Assewblyline, will run single pass only

BEGIN Iteration

Using runtime provided entry as working entry (first pass only)

Paszing the entry = cn=newldDl 5_newldDl,ou=AD]1,DC=itszo,DC=ibm,DC=com to add in Active Directory
[4D_ADD1] Addinly

Figure 3-23 Two-way addition type change synchronization

b. The entry modification is similarly tested by modifying one entry each from
the two directories. Figure Figure 3-24 shows the Nochange message

when trying to modify an entry in Directory Server.

16:53:49 BEGIN Iteration

16:5353:49 TUszsing runtime provided entry as working entry (first pass only)
16:53:49 END Iteration

16:53:50 EBEGIN Connector 3tatistics

16:53:50 [Modify ID3] Lookup:l, Nochange:l

16:53:50 Total: Lookup:l, Mochange:l

16:53:50 END Connector 3tatistics

16:5353:50 terminated successfully (0 errors)

16:53:50 Assemblyline AssemblyLines/ModNAidd2IDS terminated successfully
16:53:50 Entry passed iz uid=l_newldDl,ou=aDl,ou=itso0,0=1ibn,c=uz

Figure 3-24 Two-way modification type change synchronization
c. Similarly the deletion case is tested.

The two-way synchronization is thus achieved.
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Scenario 3: Directory Server
and Domino

This chapter describes the following:

» Importing data from the Domino Directory into the Directory Server using
LDAP connectors within the Directory Integrator tool

» Importing data from the Directory Server into an Domino Directory using two
different connectors within the Directory Integrator tool

» Migrating entries directly from a LDAP directory server into the Domino
Directory and registering them, using the LDAP Domino Upgrade Service
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4.1 Scenario 3A

A fictitious company has a Directory Server in place that contains most of the
employees’ details. The company uses Domino as its mail system. Therefore, it
has other information in the Domino Directory that is not contained in the
Directory Server. The administrators wish to migrate the data from the one in the
Domino Directory to the Directory Server. This migration would create one
repository that contains all of the employee information. This structure is
represented in Figure 4-1.

<=

IBM Tivoli
Directory
Server

Connector | Connector

S IBM Tivoli Directory Integrator L d

Microsoft 2000 Server with Microsoft 2000 Server with
Active Directory IBM Tivoli Directory Server

Host name: m23wpk40 Host name: m23wpk60

IPaddress: 10.0.0.1 IPaddress: 10.0.0.3

Figure 4-1 Scenario 3A

4.1.1 Prerequisites

76

The easiest way to get the Domino server and the Directory server
communicating with one another is by using LDAP.

Important: Based on our experience, LDAP is fully supported on Domino 6 or
higher only. For earlier versions, we used the Internet InterORB Protocol
(IIOP) connector more often than LDAP.

On the Domino server, we need to ensure that the LDAP service is running. To
check whether it is running, use the Domino Administrator 6.5 client. Connect to
your Domino server and then click the Server tab. Now, click the Server Tasks
tab on the left-hand side. In the main window, there is a list of the tasks that are
currently running on the Domino server. Scroll down the list to LDAP Server and
make sure that its activity is set to Listen for connect requests. This means that
the LDAP service is running correctly, as can be seen in Figure 4-2 on page 77.
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Figure 4-2 The LDAP task shown in the Domino Administrator client

If you cannot find LDAP Server on the list, you need to start the service. To do

this, ensure that Tools is expanded on the right hand side of the client. Click

Task — Start .... In the new window that opens up, scroll down and select LDAP

Server. Click the Start Task button. Wait a few seconds for the task to start.

Then, you can click Done to close the window. You can now see the task LDAP

Server in the list of active tasks, as shown in Figure 4-3.

Start New Task

Start new zerver tasks

H B

Dore

Fax Server

Fisup

HTTP “weh Server

IMAR Mail Server

Internet Cluster Manager [ICh)
|5

t ail Reflector Agent [R4/R5 anly)
td aps Extractaor

[T Select advanced options...

zervices to LDAP clients.

Enables the Domino zerver ta provide LDAP directary

[
[

El

Figure 4-3 Starting the LDAP server in the Administrator client

Alternatively, you can go to the Domino server console and type:
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load 1dap

The LDAP service is started when you see the line, LDAP Server: Started.We
also need to have the appropriate access to both the Domino Directory and the
IBM Directory Server.

Note: If you must start the LDAP service manually, it is advisable to check
whether it is set to start automatically every time your Domino server restarts.
To check this, open up the notes.ini file in the directory where the Domino
server has been installed. Find the line that begins with ServerTasks= and
check to see whether it contains the word, LDAP. If it does not contain LDAP,
go to the end of that line and add ,LDAP. The line should now look similar to
this:

ServerTasks=Update,Replica,Router,AMgr,AdminP,CalConn,Sched,HTTP,LDAP

4.1.2 Importing data using Directory Integrator

You can import data into Directory Server or Domino by using the Directory
Integrator tool. This tool establishes a connection to each system using a built-in
connector. In order to migrate the data between Domino and Directory Server
successfully, we use the LDAP connector, since both Directory Server and Lotus
Domino support this protocol.

More information and detailed installation instructions for Directory Integrator can
be found in Chapter 3, “Scenario 2: Directory Server and Active Directory” on
page 49.

4.1.3 Importing data into Directory Server
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We begin by creating a new file by selecting File — New... in Directory
Integrator. Enter the name of the file and click OK. In the left hand pane,
right-click AssemblyLines and select New AssemblyLine... In the window that
opens, type in the name of your assembly line, (for example, DomIDS) and click
OK. The new assembly line opens in the right hand pane, as shown in Figure 4-4
on page 79. We now need to create two connectors, one to get the data from
Domino and the other one to add the data to Directory Server.
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Figure 4-4 The new file with the DomIDS assembly line

Click the Add Connector icon (the left-most icon under the Connector window),
as shown in Figure 4-5.

@ﬁm-:”ﬂ'ﬁ

Figure 4-5 The Connector icons with a box around the Add new connection icon

In the Add Connector dialog box, type the name of your first connector, for
example, DomInput. We must now select the correct connector. As mentioned
earlier, we are using LDAP, so choose the system:/Connectors/ibmdi.LDAP
connector from the drop down list. Ensure that the Connector Mode is set to
Iterator, as shown in Figure 4-6. Click OK to continue.

%5 Add Connector ] X

Add Connector

Name |Dominput |

Connector |system:ICunnectursﬁhmdi.LDnP - |
Connector Mode | lterator - |
| OK | | Cancel | | Help

Figure 4-6 The Dominput connector
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Connection

2k Config... | g

e -&i .

You will now see the connector’s configuration panel appear in the right pane.
The panel has the Config... tab open by default, as shown in Figure 4-7. These
are the steps that need to be followed on the Config tab:

1. Enter the LDAP URL for the Domino Server, in the format:
1dap://<your Domino server’s hostname or IP address>:389

For example, 1dap://10.0.0.2:389

Note: To use SSL for LDAP, you would need to use a different port such as
port 636, which is the default port for LDAP using SSL.

2. Next, enter the Login username and Login password. Ensure that this user
has the required access to the Domino Directory (names.nsf).

3. Type in the appropriate Search Base, for example, ou=ITS0,0=1bm.com

4. Type in an appropriate Search Filter, for example, objectClass=person.

5. If you are making use of SSL, place a check mark in the box adjacent to Use
SSL.

IBM Tiveli Directory Integrator LDAP Connector

LDAPURL  |\dap:r0.0.0.2:389 |

Login username  |D0mino Administrator |

[ |

Login password

Search Base  |ou=itso,o=ibm.corm | contexts
Search Filter |objectclass=person
Search Scope subtree -
Time Limit |0
Size Limit | |
Page Size  |D | check.
Comment
Authentication Method Simple - =

Inherit from: [parent]

Figure 4-7 The Config settings for the Dominput connector

Now click the Schema tab, and do the following:

80  Using LDAP for Directory Integration



1. Click the Connect to the data source icon (the third icon from the left). If the
connection is successful, it says Connection established adjacent to the
icons. See Figure 4-8.

GEH DDPXDZ P

Figure 4-8 The Schema icons

Note: If you cannot establish a connection, check all the values that you
entered on the Config tab. Directory Integrator uses all of the information
about the tab to establish the connection to the necessary system.

2. Click the Read the next entry icon (the fourth icon from the left in Figure 4-8).
This will read a record in the Domino Directory and display all of the attributes
associated with that record, as shown in Figure 4-9.

3. You can click the Read the next entry icon again to move to the next record.

[ Bk Config.. | &% Schema | ESinputMap | OuiputMap | Link Criteria | off Hooks | /A Delta |
@ D PHZP Recefved one entry
Marme | JavaClass |  Mative Syntax | Sample | InputRegd. | Output Reqd.

$dn java.lang. String CH=DomUserl S5_.. [ [ i
availablefordirsync  javalang. String 1 | ]
checkpassword java.lang. String i [ [

clienttype java.lang.String 0 [ [

ch java.lang. String DamUser! 5_Darm... J J
deletentuseraccount java.lang.String 0 [ [
dominocertificate java.lang.String 03004802 BE4AQTE.. [ [
encryptincomingmail java.lang. String 1} | ]

givenname java.lang. String ComUser [ [
inetpublickey javalang.String 30819F 30 0D0G09Z... ] O

mail java.lang.String DomUser! @itso.ib... [ [
maildomain java.lang. String ITSO [ [

mailfile java.lang. String mailidamuser J J

mailserver java.lang.String CH=domino, QU=IT... [ [
mailsystem java.lang.String 1 [ [

maitverify java.lang. String i | ] e
messagestorage java.lang. String 1 [ [
netusername java.lang.String S4caefcdae?rar4da. . ] [
objectclass java.lang. String dominoPersaon J J
passwordchangeint... java.lang String i [ [
passwordgraceperi... java.lang. String i [ [ =

| Inherit from: [parent]

Figure 4-9 The Schema tab for the Dominput connector

Configure the Input Map tab, as shown in Figure 4-10 on page 82:
1. You are presented a list of the available attributes for this particular connector.
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2.

Select the attributes that you want to migrate to the Directory Server. You
select attributes by clicking on the attribute in list of attributes. To highlight
more than one attribute, hold the Ctrl key down and then click the other
attributes.In this example, we select $dn, givenname, objectclass, sn, and
uid.

. Once the attributes have been selected, hold down the left-mouse key while

your pointer is positioned over a selected attribute. Then, drag the selected
attributes and drop them in the Work Attribute column, which is to the left of
the Available Connector Attributes column.

If the attributes have been successfully moved to the Work Attribute column,
you will see the attributes repeated under Work Entry, which is just below the
Connectors.

GEHe 7P

[ Bk Config... | &% Schema | EbinputMap [ | OutputMap | Link Criteria | off Hooks | /A Defta |

Work Attribute

“\wailable Connector Attributes

Fdn
givenname
ohjectzlass
sh

uid

#|$dn
availablefordirsync
‘|checkpassword

: |clienttype

‘len
deletentuseraccount
* |dominocertificate
encryptincomingmail
:|givenname

: linetpublickey

: Imail

maildomain
 Imailfile

mailserver

- |mailsystem
mailtverify
‘|messagestorage

‘ netusername
 |objectclass
passwordchangeinterval |

| Inheritfrom: [parent] |

Figure 4-10 The Input map for the Dominput connector

We have completed all the required steps for the DomInput connector. Now we
add a connector that adds the records from Domino into Directory Server. Go
back to the Connector box. Click the Add Connector icon. Give the new
connector a name, for example, IDSOutput. Again we choose the
system:/Connectors/ibmdi.LDAP connector from the drop down list. Change the
Connector Mode to AddOnly. Click OK, as shown in Figure 4-11 on page 83.
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£3 Add Connector

Add Connector
Mame |IDSOutput |
Connector |system:ICunnectursﬁhmdi.LDnP - |
Connector Mode | AddOnhy - |
| OK | | Cancel | | Help |

Figure 4-11 The IDSOutput connector

Notice that this connector has an Output Map tab, as shown in Figure 4-12 on

page 84. This is because the mode of this connector is AddOnly, and it only adds
records (to the specified system).

To set up the configuration of this connector, click the Config... tab.
1. Enter the LDAP URL for the IDS, such as 1dap://10.0.0.3:389

2. Next, enter the Login username and Login password. Ensure that this user

has the required access to add entries to the IDS.

Type in the appropriate Search Base, for example,

ou=Doml,ou=ITS0,0=1bm,c=us

Note: To check whether Directory Integrator can connect to this LDAP

server, click the Contexts button. If it connects successfully to the LDAP
system, a pop-up box will appear. In this pop-up box, you can select the

relevant table that you would like to use as your search base. Find the
table you wish to use and click OK.

3. Type in an appropriate Search Filter such as objectClass=person.
4. If you are making use of SSL, place a check mark in the box adjacent to Use

SSL.
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Config... | & Schema | InpuiMap | B3 OutputMap | Link Criteria | o Hooks | Defta |
Connection | Parser |
IBM Tivoli Directory Integrator LDAP Connector
LDAP URL  |'dap:r0.0.0.3:389 |
Login username  |sn=roat |
Login password [~ |
Search Base  [ou=Dorm1,0u=ITS0,0=ibrm c=us | contexts
Search Filter |nbjectCIass:person
Search Scope subtree -
Time Limit  |?
Size Limit | |
Page Size |0 | check...
Comment
Authentication Method | Simple - =

| Inherit from: [paren]

Figure 4-12 The Config settings for the IDSOutput connector

Click the Schema tab to connect to the Directory Server, as shown in

Figure 4-13.

1. Establish the connection to the system by clicking the Connect to the data
source icon.

2. Click on the Read the next entry icon.

("B config... | & Schema | InputMap | B3 Output Map | Link Criteria | off Hooks | Delta |

S EH D P HRZ Received one entry

Mame | Java Class | Mative Syntax | Sample | Input Regd. | Qutput Regd.

$dn java.lang.String Wid=1DSuszer!,ou=D... [ [
CH java lang.String [ [
ch java.lang. String IDSusert J ]
description java.lang.String [ [
ohjectClass java.lang.String [ [
objectclass java.lang. String person J ]
sn java lang.String S_IDSusert [ [
elephonenumber  java.lang.String [ [
uid java.lang.String IDSuszer! [ [
userg ord [bvte: array] [ [

Figure 4-13 The Schema tab for the IDSOutput connector
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Next, we need to map the Domino data to the corresponding fields in Directory
Server. Click the Output Map tab.

1. As with the Input Map, we are presented with a list of available attributes for
the IDSOutput connector.

2. We select the attributes that we want to be populated with the data from the
Domino Directory. This is done by clicking the attributes in the Work Entry
column, dragging them, and then dropping them in the Connector Attribute
column. The attributes we chose for this example are $dn, givenname,
objectclass, sn, and uid, as shown in Figure 4-14.

Note: We need to ensure that we have included the required (mandatory)
attributes for that object class. In this case, the attributes cn and sn are
mandatory for the Person object class. Check the system’s LDAP Schema
to find out what the required attributes are for the object classes.

[ B Config... | &% Schema | InputMap | % outputMap | Link Criteria | of) Hooks | Deita
GHe ? v

I Connector Attribute “jAwailable Connector Attributes

$dn #|%dn

£h “fen

givenname §§ ohjectclass

ohjectclass ilsh

sh Juid

Figure 4-14 The attribute list on the Output Map for the IDSOutput connector

3. Now, we need to manipulate the Domino data so that it can be imported into
Directory Server without any problems. In the Connector Attribute column,
click the first entry ($dn). Notice a list of attributes in the right-hand panel, with
a check mark next to $dn. This means that the connector will map the input
$dn to the $dn in the Directory Server exactly. We do not want this, as the
parent dn of Directory Server differs from that of the Domino Directory.
Therefore, we add a script that modifies the $dn of the source (Domino) so
that it will match the parent dn of the target (Directory Server). To do this, first
select $dn from the Connector Attribute column. Then, click the box adjacent
to Advanced Mapping. The list of attributes below it should disappear and be
replaced by a blank box for us to enter our script, as shown in Figure 4-15 on
page 86.
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| Bk Config.. | &% Schema | | InputMap | B OutputMap | Link Criteria | of Hooks | = Defta

ohjectclass
sn

G He® 2 %

Connector Attribute ;| Attribute Map Settings
Sl Q@E Enabled
givenname i

| Nullbehavior | (not specified)

0w & & B

Figure 4-15 The Advanced Mapping selected with the script window opened

Enter the script below:
ret.value = “uid=" + work.getString(“uid”) + “,ou=Doml,ou=ITSO,0=ibm,c=us”

This takes the uid from Domino (which is unique) and then combines it with
the parent dn of the Directory Server (ou=Doml,ou=ITS0,0=1bm, c=us).

Note: The $dn we create needs to be unique for each record that we
migrate.

Select the next Connector Attribute, which is givenname. There is no
matching attribute in the Directory Server for givenname, so we rename it to
the corresponding attribute, cn.

Note: The Notes name of attributes and their corresponding LDAP names
can be found in the Domino LDAP Schema (schema.nsf in the Data
directory of the Domino Server) in the LDAP Attribute Types view.

To rename the attribute, double-click the word givenname in the Connector
Attribute column. A cursor appears in the attribute cell. Delete the existing text
and type cn and then press Enter. You now see that the new attribute (cn) is
still mapped to the work entry attribute (givenname), as shown in Figure 4-16
on page 87. This is exactly what we want.
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| B Config... | &% Schema |’
GEHe? e

Input Map | & Output Map |

Link Criteria | o] Hooks |

Delta |

Connectar Attribute

Fdn

en E

ohjectclass
sn
uid

;| Attribute Map Settings

[_] Advanced Mapping [+ Enabled

| Null behavior |  not specified)

Select from work entry attributes
|| $an

[v] givenname

["] objectclass

[CIsn

[ wid

Figure 4-16 The renamed attribute, cn, mapped to givenname

5.

The next attribute we need to modify is objectclass. The objectclass that
comes from the Domino System contains some classes that are not
recognized by Directory Server. Therefore, we limit the object to class to one
common class, namely person. Click the checkbox adjacent to Advanced
Mapping, and in the script as shown in Example 4-1.

Example 4-1 Advanced Mapping script

var tmpObj = system.newAttribute(“objectClass™);
tmpObj .addValue (“person”);
ret.value = tmpObj;

. The next two attributes, sn and uid, can be left as is because there is no

problem if they are mapped directly from the one system to the other one.

We have now completed the two connectors that we are using. If you are
satisfied that your connectors are absolutely correct, you can click the Run icon
found in the upper right hand corner of the right hand pane, shown in

Figure 4-17.

Normal V®%

Figure 4-17 The Run icon

After a few seconds, you should see Directory Integrator processing the data.
The page shown in Figure 4-18 on page 88 gives you information about the work
being done by Directory Integrator.
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= Execute: ExecuteTask-AL

AL: AssemblyLines/DomIDS - Stopped

15:44:30 Wersion : Version 5.2 - Z003-11-04

15:44:30 0% Nane : Windows 2000

15:44:30 Java Runtime : IEM Corporation, 1.4.1

15:44:30 Java Library : C:\Program Files'\IBM\IEMDirectoryIntegrator’_jvm\bin
15:44:30 Java Extensions : CivPrograw Files' IBN\IBMDirectoryIntegratorh Jvmhlibhext

15:44:30 Working directory : C:\Program Files)\IEM\IEMDirectoryIntegrator
15:44:30 Confiquration File: <stdince

15:44:30 ---

15:44:33 Loading configquration from <stdin-

15:44:38 Ztarting Assewblvline Assewmblylines/DowID3

15:44:35 Wait for completion of Assemblyline: Assemblylihes/DomIDS
15:44:35 Assenblyline Assenblylines/DowID3 started

15:44:42 EBEGIN Iteration

15:44:45 END Iteration

15:44:45 BEGIN Connector Statistics

15:44: 458 [DonInput] Get:d

15:44:45 [IDSoutput] Add:3

15:44:458 Total: Get:3, Add:3

15:44:49 END Connector Statistics

15:44:49 terminated successfully (0 errors)

15:44:49 Azgemblyline Aszenblylines/DomID3 terminated succezsfully

15:44:49 Exit afrter auto-run recquested
FHFTFF RN AEEE T FFSSEEESHSHT

Process exit code = 2

Figure 4-18 The ExecuteAL tab

If successful, you can go to the Directory Server and check that the entries have
been added according to the configuration of your connectors.

4.2 Scenario 3B

The fictitious company wants to make the Domino Directory its central repository
for user information. In order to do this, it needs to import users’ records from the
Directory Server. As in the previous section, we use Directory Integrator with two
connectors. The major difference this time is that we use one LDAP connector to
connect to the Directory Server data and one Notes connector to connect to the
Domino Directory, as shown in Figure 4-19 on page 89.
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IBM Tivoli
Directory
Server

LDAP Notes
Connector | Connector

IBM Tivoli Directory Integrator

Figure 4-19 Scenario 3B

4.2.1 Importing data into the Domino Directory

We begin by creating a new assembly line, called IDSDom. Then, add our first
connector to this assembly line by clicking the Add Connector icon. Give the
connector a name, for example, IDSInput. Choose the
system:/Connectors/ibmdi.LDAP connector from the drop down list. Ensure
that the Connector Mode is set to Iterator. Click OK to continue. Refer to
Figure 4-20.

£3 Add Connector x|

Add Connector
Mame |IDSinput |

Connector | system:iConnectorsfibmdi LDAP ~|
Connector Mode | Iterator - |
| OK | | Cancel | | Help

Figure 4-20 The IDSInput connector

On the Config tab, fill in the following values, as shown in Figure 4-21 on
page 90:
1. Enter the LDAP URL for the Directory Server, such as 1dap://10.0.0.3:389.

2. Enter the Login username and Login password of a user who has sufficient
access rights to Directory Server.
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3. Type in the appropriate Search Base, such as ou=Doml,ou=I1TS0,0=1bm, c=us.

4. Type in an appropriate Search Filter, for example, objectClass=person.

2 Config... | g Schema | BoinputMap | OuiputMap [ Link Criteria | oJ Hooks | Z Delta |

Connection |’Parser |

LDA&P URL

Login username
Login password
Search Base
Search Fitter
Search Scope
Time Limit

Size Limit

Page Size

Comment

Authentication Method

IBM Tiveli Directory Integrator LDAP Connector

ldap:0.0.0.3:389

|en=root

|

|0u:D0m1,uu:ITSO,D:ibm,c:us || Contexts
[en=IDg*
subtree hd
0
(1 |
o | check...
Simple -

1

Inherit from: [parent]

Figure 4-21 The Config settings for the IDSInput connector

90

On the Schema tab, ensure that you can establish a connection to Directory
Server, as described in “Importing data into Directory Server” on page 78.

On the Input Map tab as shown in Figure 4-22 on page 91:

1. Select the attributes that you want to migrate to the Domino Directory. In this

example, we select $dn, cn, objectclass, sn, and uid.

2. Drag the selected attributes and drop them in the Work Attribute column.
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[ Sk Config... | &b Schema || B InputMap | | OutputMap | . Link Criteria | o) Hooks | Z3 Delta |
e ? %

-]

Wk Attribute ﬁilnvailahle Connector Attributes
dn “{$dn
ch “len
objecclass “|objectclass
5N “lsn

it |uid

Figure 4-22 The Input Map for the IDSInput connector

Our first connector is complete. We now add the second connector that will
connect to the Domino Directory and add the entries it receives from the first
connector. Click the Add Connector again and give your connector a descriptive
name, for example, DomQutput. This connector’s type is
system:/Connectors/ibmdi.Notes. The Connector mode must be changed to
AddOnly. Refer to Figure 4-23.

% Add Connector ] x|

Add Connector

Mame |DomOutput |

Connector |sysiem:ICunnectnrsﬁhmdi.Nntes - |
Connector Mode | AddOnhy - |
| OK | | Cancel | | Help

Figure 4-23 The DomOQOutput connector

Click OK and go to the Config... tab, as shown in Figure 4-25 on page 93.

1. Type the hostname or IP address of the Domino Server in the Hostname field,
for example, 10.0.0.2.

2. Type the user name and password of a person who has sufficient access to

add people to the Domino Directory in the Username and Password fields,
respectively.

3. Ensure that the Session Type is set to 110P.

4. Type the name of the Domino server in the Server field, for example,
Domino/ITSO/ibm.com.
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5. Ensure that names.nsf is in the Database field.

Note: We want names.nsf in the database field because we want to add
people to the Domino Directory. You may select any Notes database that is
located on that Domino server, depending on the type of data you wish to
migrate.

6. Finally, select the view where you would like the records to appear in the
Database View field. You can click the Select button adjacent to this field for a
list of available views associated with that database, as shown in Figure 4-24.

£ Gelect x|

Select View

Server'Mail-ln Databases anid Resources -

{$ACPLOOKUp) |
People By Category
Ll{ $ServersLookup) -
{$NamesFieldLookup)
Server'Clusters
_People

Groups
HServer'Programs -

Figure 4-24 The Database View drop-down list for a Notes connector

We selected the _People view for this example.
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|” B Config... | &% Schema |

Connection |/F'arser |

Input Map | % outputMap | Link Criteria | o] Hooks | Defta |

Leotus Domine Connector
Hosthame
Username
Password
Session Type
Use S5L
Server
Database
Document Selection
Always use Formula Search
Database View
Detailed Log

[10.0.0.2

|[Dorning Adrinistrator

|
|
e |
nop |

[
|Domino/TS Odibr.com |

[names.nsf | select...

|

|_People | select...
[
Help

Figure 4-25 The Config settings for the DomQOutput connector

Moving on to the Schema tab, you can again make sure that you can establish a
connection to the data source, which is the Domino Directory in this case.

On the Output Map tab, as shown in Figure 4-26 on page 95, we need to make a
number of adjustments in order for the IBM Directory Server data to be imported
correctly into the Domino Directory.

1. Select all five Work Entry attributes and drag them to the Connector

Attribute column.

Click $dn in the Connector Attribute column. Place a check mark in the box
adjacent to Advanced Mapping in the Attribute Map Settings pane. Now, in
the script box, we need to insert a script that will convert the IDS dn to the
Domino dn. Type the following into the script box:

66 ¢

ret.value = “CN=" + work.getString(“cn”) +
“,0u=ITS0,0=1bm.com”;

+ work.getString(“sn”) +

We need to rename some of the attributes so that they are be recognized by
the Domino Directory. Double-click the en Connector Attribute and rename it
to FirstName.

4. Double-click the sn attribute and rename it to LastName.

5. Double-click uid and rename it to ShortName.

Chapter 4. Scenario 3: Directory Server and Domino 93



94

6. Select the objectclass attribute, and enable Advanced Mapping. We need to
add some script to ensure that the Domino Directory’s object classes are
used. Use the script shown in Figure 4-2.

Example 4-2 objectclass Advanced Mapping script

var tmpObj = system.newAttribute(“objectClass™);
tmpObj.addValue (“top™);

tmpObj .addValue (“dominoPerson);

tmpObj .addValue (“inetOrgPerson”);

tmpObj .addValue (“organizationalPerson);

tmpObj .addValue (“person”);

ret.value = tmpObj;

7. We need to add two more Connector attributes for the migration to work
successfully. Click on the Add a new attribute to the Attribute Map icon.
This is the icon on the left directly above the Connector Attribute column. Use
the drop-down list and select FullName and click OK.

8. Select the new attribute you just created (FullName) and then click the box
adjacent to Advanced Mapping, in order for the script window to be
displayed. Type the following script:

ret.value = work.getString(“cn”) + “ “ + work.getString(*“sn”);

9. Add another Connector Attribute. From the drop down list, select Type. Click
OK.

10.Select Type from the Connector Attribute column and then enable the
Advanced Mapping. In the script window type the following:

ret.value = “Person’;

Note: This attribute is required in order to display the names of the people
we are importing in the Domino Directory’s People view.

The output map is depicted in Figure 4-26 on page 95.
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Input Map | % ouwput Map | Link Criteria | of) Hooks | Defta |

Connectar Attribute
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Shortname
Type
ohjeciclass
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:|RoamCleanSetting
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RoamSnr

: |RoamSubdir
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[ »

-

Inherit from: [parent]

Figure 4-26 DomOutput’s output map

We have now completed our two connectors and are able to run the Directory

Integrator tool by clicking the Run icon. If it completes successfully, you are able
to see the additional names that have been added from Directory Server in your
Domino Directory, as shown in Figure 4-27 on page 96.
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Figure 4-27 The new users that have been migrated from Directory Server

4.2.2 Synchronization between Directory Server and Domino

Directory

In 4.1.3, “Importing data into Directory Server” on page 78 and 4.2, “Scenario
3B” on page 88, we discuss how to import data from one system to the other
system. This is usually a once-off process, and it is not intended to be done on a
regular basis. There are situations where companies would need to keep their
data between two systems synchronized. This is also possible using the
Directory Integrator tool. It monitors the systems for any additions, deletions, or
modifications to any data in either system. An example of this can be found in
Chapter 3, “Scenario 2: Directory Server and Active Directory” on page 49

4.3 Scenario 3C

In this scenario, the administrators again wish to make the Domino Directory the
central repository. However, there are a number of users in the Directory Server
that are not listed in the Domino Directory. The administrators wish to add these
users and register them in the Domino Directory. Once registered them, each
user has a Notes mail file and a Notes ID, as shown in Figure 4-28 on page 97.
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Figure 4-28 Scenario 3C

4.3.1 LDAP Domino Upgrade Service

Lotus Domino has the LDAP Domino Upgrade Service, which is used migrate
users and groups from an LDAP-compliant external directory to the Domino
Directory. When used, the service creates a Person document for each migrated
person and a Group document for each migrated group. It is also possible to
create Notes ID files and mail files for migrated users.

Note: It is possible to add unregistered users (users without Notes IDs and
mail files) to the Domino Directory, but these users are not be able to log into a
Notes client or gain access to Domino servers and other Domino resources
through Notes using Notes authentication.

When you migrate groups, they are added to the Domino Directory, but they are
not registered like users.

The LDAP Domino Upgrade Service offers advanced options for extending the
LDAP schema in order to add person and group object classes and member
attributes.

4.3.2 Migrating entries from LDAP Directory into a Domino Directory

To migrate users from a LDAP directory, we need to open the Domino
Administrator client and follow these steps:

1. In the Administrator client, go to the People & Groups tab.
2. From the Tools pane, choose People — Register...
3. When prompted, choose the certifier ID and enter the password.
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4. In the Basics tab of the Register Person dialog box, click Registration
Server, and then select the Domino server that contains the Domino
Directory in which you want to register the entries, for example,
Domino/ITS0/ibm.com. Click OK.

5. If you are importing person entries and do not want Notes IDs and mail files
created for the entries, do the following, as shown in Figure 4-29:

a. In the Mail System field of the Basics pane, select None.

| Registration Server... | domingATS0/bm.cam
Firzt mame: tiddle name: Lazt name: Shart narme:
Pazzwmard: Al zysteni: licit palicy:

I Q I "I I[No xplicit policy assigned] ﬂ

Mo organization policy azsighed to this
perzon

| Password Options...

Figure 4-29 Selecting None to ensure no mail files are created for the users

b. Deselect the option Create a Notes ID for this person. Select a certifier
from the Certifier Name list to use for the name.

6. Click Migrate people... A People and Groups Migration dialog box will now
open.

7. In the People and Groups Migration dialog box, select LDAP in the Foreign
Directory Source field, as shown in Figure 4-30 on page 99.
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Figure 4-30 The People and Groups Migration dialog box with LDAP selected

A LDAP Domino Upgrade Service dialog box now opens.

8. In the LDAP Directory Server Properties section, enter the required
information, as shown in Figure 4-31 on page 100:

a. the LDAP Hostname, for example, 10.0.0.3
b. LDAP port: 389 (636 if using the default SSL port)

c. Base DN for search, where we use ou=Doml,ou=itso,o=1bm,c=us
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— buthentication Properties
™ Bind to LDAP Anonymously

Bind DM for authentication: Icn=loot
Bind DM password: I’"""1
— 551 Properties
™ S5L Enabled
551 Protocol Yersion: j

[T &ccept 551 Certificates

[T &ccept expired SS1 site certificates

[™ | Werify account server name with remate server's certificate
[ Send S5L certificates when asked [outbound only]

[T &ttempt authentication using S50 certificates first

[ Display status in log.nsf ok I Cancel

Figure 4-31 The LDAP Domino Upgrade Service dialog box

9. In the Authentication Properties section, enter the following:

a. the Bind DN for authentication, for example, cn=root

b. the Bind DN’s password
10.Select whether you want to use SSL and fill in the required information
11.Click OK

12.You are taken back to the People and Groups Migration dialog box. Click GO!
to see all the available people and groups.

13.Select the people/groups you wish to be registered in the Domino Directory
and click Add —. Refer to Figure 4-32 on page 101.
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People and Groups Migration

Fareign directary dezcription:
LDAP User and Group Entries

R Done
Foreign directony source

[Loap 4

Filter: Options...

I.t’-‘-.ll |dzerz and Groups j GO | Advanced...

Awailable peopledgroups

uid=1D05uzer] ,ou=Dom1.ou=l
uid=1D5uzer? ou=Dom1.ou=l

uid=1D05uzerd,ou=Dom1.ou=l

uid=1D05uzerd ou=Dom1.ou=i

uid=IDSugerd, ou=Doml ou=i | Add Al >

uid=1D5ugerk ou=Dom1.ou=i

ORI L

[~ Show only groups

| Femove I | Hemove.&lll

[~ Show only peaple

g

Figure 4-32 The People and Groups Migration dialog box

14.At this point, you can select different options for the users that you will be
registering. To do this, click Options... This opens the Migration options

dialog box, as shown in Figure 4-33.

Migration options B

¥ Generate random pazswords for ugers with no pazswords

Generate random pazzwords for all users [ovemnarnite existing pazswords]
v idd full name provided to the Motes perzon document
v hllow addition of emply groups to Hotes

I Ok, 1 | Cancel I

Figure 4-33 The Migration options dialog box

Select the options that you require and click OK to continue.

15.0n the People and Groups Migration box, click Migrate to add the selected
names to the Notes registration queue. If successful, you will receive a
pop-up window informing you that the migration is successful. This is shown

in Figure 4-34 on page 102.
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Lotus Motes

3 people successfully queued For registration; 0 people queued with errors; 0 not quewed; O groups added to Domino Direckory;

0 groups nat added.

Figure 4-34 A pop-up box informing you that the people have been queued successfully

16.You are now back at the Domino Administrator Register Person screen, as
shown in Figure 4-35. The people that you previously selected from the LDAP
Directory server are visible in the registration queue. You notice that the fields
have been filled in with information obtained from the Directory server. A
random password is also created for each user. (See Migration options in

Figure 4-33 on page 101.)

Register Person -- IDSuserd 5_IDSuserd H B

Praovide name, password and other basic information for the new persaon. Ta view/edit additional

H Basi
gt casict registration settings, check the ‘Advanced' checkbox below.
=4 Mail Lo
| Registration Server.. | daminadTS0/40m com
@ Address
First name: Middle name; Last name; Short name:
E] 1D Info IlDSuSE'4 I IS_IDSuse[4 ||DSUSBT4
ivh Groups Pazzword: Mail systen: Explicit policy:
a Roaming |5Kb8qu ILntus Motes j I[Nn explicit policy assigned) j
[f:ﬂ Other | Fazzward Options. .. | Mo organization policy azzigned to this

pErsoh

[~ Enable roaming for this persan - -
| Policy Spnopsis... |

[¥ Create a Mates 1D for this person

v &dvanced | Migrate Peaple... I | Import Test File. .

Registration Queue (local):

A|UserName - | '\|Hegistratinn Statuz ~ Date ~

& 2 |DSuserd Beadvfor reqistration 12052003

& 5 IDSuzers Ready for registration 12102003

& 5 _|DSuserb Feady for registration 12102003
] (]
| HegisterAIII | Reqizter I | Delete I | Options... I | Wigs. I | Daone I

Figure 4-35 Users from the LDAP Directory server in the Registration Queue

17.Click Register All to register the users in the Registration Queue. This
process creates a new Person record, Notes ID, and Notes mail file for each
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user in the queue. The new users can be seen in the People view of the

People & Groups tab in the Domino Administrator client, which is shown in

Figure 4-36.

Fil= Edit View Create Actions

@ IT50 Domain - Domino Administrator

Administration  People  Help

ICES|A=BCT oo E +ow= BAQ L |G o i

IT50 Domain

People & Groupsl FiIesI Server... I Meszaging... I Heplicatinnl Configuration I
Server: dominof/ITSOfibm_com
@ Releaze 6.5 on wWindows NT 5.0 v Tools

v EE Darming Directories
» U1 1T50' Directory
» P) Feople

v i3 Groups

O =k

Fuoliciez
Settings
[z] Certificates

.&ddF’erson EditF'erson : ) ﬁ| People

Mame - > % Groups

¥ E_% Mail-ln D atabazes Reso

@ Alt Language Infa
#5% Deny Access Groups

S_IDSuzerl, IDSuszerl b
S_IDSuzer?, IDSuser?
5_ID zerd
S_IDSuzerd | IDSuserd
S_IDSuzerh, IDSuserh
S_IDSuzerf, IDSuserd

fl

il

I

+|[=D =|[xDisconnectsd = | [Dffice «|[E3 4]

Figure 4-36 The new users from the LDAP Directory server
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Scenario 4: Integrating data
from three different sources

In the previous chapters, we described using Directory Integrator to import data
from one source. This chapter describes how to get specific data from two
directories, namely, an IBM Tivoli Directory and a Domino Directory, using
information from a flat file for the lookups. This information will then be combined
and added to an Active Directory.
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5.1 Scenario 4

106

A fictitious company has information about its employees in various different
directories. It uses Active Directory as its main directory. It also has Directory
Server, which stores the Human Resources information for the employees, and a
Domino Directory containing the e-mail addresses of the employees. There are a
number of individuals who have not yet been added to the Active Directory. To
add these individuals to the Active Directory, the administrators need to get (1)
the required information from the Directory Server and (2) their e-mail addresses
from the Lotus Domino Directory. Then, this information needs to be added to the
Active Directory. The user IDs of these individuals are supplied in a flat file, as
shown in Figure 5-1.

\} Password

@

) —

IBM Tivoli
Directory

Lookup
InputFile.csv / \}

SSL Connection

\i

Domino

NewUser1 !
NewUser2 Directory
NewUser3

Lookup

Flat File

Directory

Figure 5-1 Scenario 4

We use Directory Integrator to accomplish this task because it has been
designed to integrate data from a variety of sources. To accomplish this
integration, we use five different connectors in the tool. The first connector
connects to the flat file and iterates through each of the entries contained therein.
Using the information from the flat file, the following two connectors connect to
their respective directories and gather the required information. This information
is then added to Active Directory by means of an AddOnly connector. The final
connector connects to Active Directory using a SSL connection. Then, it sets the
password for each user.
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For this scenario, we create a flat file called InputFile.csv that contains the
unique identifiers of the records that we wish to add to Active Directory. In this
case, it contains the text shown in Example 5-1.

Example 5-1 Scenario 4 input file

NewUserl;
NewUser?2;
NewUser3;

The Directory Server contains three entries, one for each person listed in the flat
file. Each record contains the cn, sn, uid, description and telephone number for
that particular person. These records are found in ou=IDS1,ou=itso,o0=ibm,c=us.

In the Domino Directory, we have another three entries corresponding to the
records in the Directory Server. However, the Domino Directory contains
additional information that is not present in the LDAP server, such as mail and
givenname.

5.2 Building the Assembly Line

Launch Directory Integrator if it is not already running. Select File — New from
the menu, and name the file appropriately (for example, multiple.xml).
Right-click the AssemblyLines icon and select New AssemblyLine. Give this
assembly line a name such as MultipleSources, and click OK.

5.2.1 The File System Connector

We add our first connector by clicking on the Add Connector icon. Give this
connector a descriptive name such as FlatFileConn. Change the Connector type
to system:/Connectors/ibmdi.FileSystem and ensure that the Connector Mode
is set to Iterator, as shown in Figure 5-2 on page 108.
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&% Add Connector x|

Add Connector

Mame |FlatFileConn| |

Connector |sys‘lem:ICunnectnrsﬁhmdi.FileSys’tem - |
Connector Mode | Iterator - |
| OK | | Cancel | | Help

Figure 5-2 The FlatFileConn connector settings

In the Config tab, we need to insert the File Path. In this case it is InputFile.csv.
Since we are using a File System connector, we have to select the relevant
parser that the connector uses to interpret the data from the file. Click the
Inheritance Configuration icon that is located in the upper left-hand corner of
the configuration panel. It is shown in Figure 5-3.

Mude Rerator S’tate|EnahIed 'l | Inherit from: system:/Connectorsibmdi.FileSystem |

[ B Config.. | &% Schema | FSInputMap | OulpuiMap | LinkCriteria | off Hooks | A Delta |
[ Connection | Parser |

Figure 5-3 The Inheritance Configuration icon shown circled

This opens up the Configure Inheritance dialog box. In this box, select
system:/Parsers/ibmdi.CSV as our Parser. Refer to Figure 5-4 on page 109.

108 Using LDAP for Directory Integration



I3 Configure Inheritance x|
Configure Inheritance
Base Inherit (parent) system:iConnector sibmdi FileSystem .
Connection [parent] -
C:——__ Parser | system:Parsersibmdi.CSV _3:3
Input Attribute Map | [parent] - |
Output Attribute Map | [parent] |
Link Criteria [parent] -
Hooks [parent] -
Delta Settings [no inheritance] -
Schema | [parent] =
| ok || cancel |

Figure 5-4 The Configure Inheritance dialog box with parser highlighted

Note: We selected the CSV parser because our flat file is saved in CSV
format. If your flat file is saved in a different format, you should choose the
corresponding parser.

Click OK to return to the connector’s configuration panel.

Now, click the Parser tab (adjacent to the Connection tab). We need to specify
what the field separator is (if we have more than one field) and what field names
are contained in the flat file. In our scenario, we have only one field, so we enter
uid in the Field Names text box.

Next, click the Schema tab and ensure that we can establish a session to the flat
file. If this is successful, click the Input Map tab.

We have only one available connector attribute, uid, which we drag to the Work
Attribute Column. The File Connector is now complete.

5.2.2 The Lookup Connectors

We use two look-up connectors to connect to the two directories and gather the
required data from them.

The two connectors, as shown in Table 5-1 on page 110, should be configured in
the following way:
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Table 5-1 The configuration of the Lookup connectors

Name Connector Connector Mode
IDSInput system:/Connectors/ibmd | Lookup

i.LDAP
Dominput system:/Connectors/ibmd | Lookup

i.LDAP

IDSInput connector
Click the Config Tab to do the following:

1.

2.

3.
4.

Enter the LDAP URL for the IDS. For example, enter 1dap://10.0.0.3:389.
Enter the Login username and Login password of a user who has sufficient
access rights to Directory Server.

Type in the appropriate Search Base, such as ou=IDS1,0u=1TS0,0=1bm,c=us.
Type in an appropriate Search Filter, such as uid=*.

Click the Schema tab to establish a connection to the server.

Click the Input Map tab and

1.

2.

Select the attributes that you want to migrate to the Domino Directory. In this
example, we select description, sn, and telephonenumber.

Drag the selected attributes and drop them in the Work Attribute column.

Dominput connector
Click the Config Tab to do the following:

1.

4.

Enter the LDAP URL for the Domino Server, such as
1dap://10.0.0.2:389.

Next, enter the Login username and Login password. Ensure that this user
has the required access to the Domino Directory (names.nsf).

Type in the appropriate Search Base, for example,
ou=ITS0,0=1bm.com.

Type in an appropriate Search Filter, for example, uid=*.

Click the Schema tab, to establish a connection to the server.

Click Input Map tab and

1.

Select the attributes that you want to migrate to the Domino Directory. In this
example, we select cn, givenname, and mail.
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2. Drag the selected attributes and drop them in the Work Attribute column.

Our Look-up connectors are now complete.

5.2.3 The AddOnly connector

We now to need to create a connector that takes the information from the two
lookup connectors and adds this information to our Active Directory. We do this
by creating a AddOnly connector, which we call ADOutput. This is also a
system:/Connectors/ibmdi.LDAP connector, and we use the AddOnly connector

mode.

Click the Config Tab, to enter the required information:

1. Enter the LDAP URL for the Active Directory Server, such as
1dap://10.0.0.1:389.

2. Next, enter the Login username and Login password. Ensure that this user
has the required access to the Active Directory.

3. Type in the appropriate Search Base, such as
ou=IDS1,DC=itso,DC=1bm,DC=com.

4. Type in an appropriate Search Filter, such as cn=*.

Click the Schema tab to establish a connection to the server.

Next we need to map the data from the two sources to the corresponding fields in

Active Directory. Click the Output Map tab.

1. Select all the attributes that are listed in the Work Entry column and drag
them to the Connector Attribute column. Refer to Figure 5-5.

Work Entry

Marne Source
uid FlatFileConn
description IDSInput
sn IDSInput
telephonenu... |IDSInput
[Hyl Dominput
givenname Dominput
mail Domlnput

Figure 5-5 The Work Entry column for the MultipleSources assembly line

2. We need to rename some of the attributes. Double-click uid in the Connector
attribute column and rename it to sAMAccountName.
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3. Similarly rename cn to distinguishedName. Enable Advanced mapping and
type the following script in the script area:

ret.value=“cn=" + work.getString(“cn”) + “,ou=IDS1,DC=itso,DC=1ibm,DC=com”;

4. We need to add a few other attributes to the Connector Attribute column.
Click the Add a new attribute to the Attribute Map icon and either select
$dn from the drop-down list or type $dn. Enable Advanced Mapping using
the process described in “Scenario 3A” on page 76 and type the script shown
in Example 5-2:

Example 5-2 Add $dn attribute

var distinguishedName = “cn=" + work.getString(*“cn”) +
“,ou=IDS1,DC=itso,DC=ibm,DC=com™;
work.setAttribute(“distinguishedName”,distinguishedName);
ret.value = distinguishedName;

5. The next attribute we need to add is objectclass. Again, enable Advanced
Mapping and enter the script:

Example 5-3 Add objectclass attribute

var ADoc = system.newAttribute(“objectClass™);
ADoc.addValue(“top™);

ADoc.addValue(“person®);
ADoc.addValue(“organizationalPerson®);
ADoc.addValue (“user”);

ret.value = ADoc;

6. The last attribute that needs to be added is userPrincipalName. This attribute
can be mapped directly to mail. Do this by placing a check mark in the box
adjacent to mail in Select from work entry attributes window.

The Output Map tab should look similar to Figure 5-6 on page 113.
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[ Bl Config.. | &% Schema | | Inputbap | 55 OutputMap |  Link Criteria | off Hooks | Delta
G He 2D
Cannectar Attribute §E|ﬂ\railable Connector Attributes -
$dn |$dn
description laccountExpires
distinguishedtame §§ hadPasswordTime
giventlame hadPwdCount
rnail ‘len
ohjectclass ‘|codePage
sAMACcounttame §§ countryCode
sn “|description
telephaneNurmber |aisplayName
userPrincipaltlame §§ distinguishedName
“luivenName
instanceType B
lastLogaoff
lastLogon
logonCount
‘|name
“|objectCategory
ohjectClass
 |objectGUID
 |objectSid =

Figure 5-6 The Output Map for the ADOutput connector

Our AddOnly connector is now complete.

5.2.4 The Update connector

Our final connector connects to Active Directory via the SSL port.

It then updates the records that have been added with password information.
This ensures that the new users in Active Directory are enabled and can log in
anywhere in the Active Directory domain.

We add a new connector, which we name ADUserEnable. Again we use the
system:/Connectors/ibmdi.LDAP, but this time the Connector Mode is set to
Update.

The Config tab is exactly the same as the ADOutput connector, except for one
important difference.

1. This time we are connecting to the SSL port of the Active Directory, and
therefore the LDAP URL port is different. The entry should be:

1dap://10.0.0.1:636

2. We need to scroll down the Connection page and place a check mark in the
Use SSL check box.
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Click the Output Map tab to add two attributes.

1. Click the Add a new attribute to the Attribute Map icon, and enter
userAccountControl and click OK. Remove the check from the Add checkbox
next to the new attribute, ensuring that only Mod is checked. Enable
Advanced Mapping and type the following script in the script window:

ret.value = “544>;

2. Add the second attribute and name it userPassword. Again remove the check
mark from the Add checkbox and ensure that only Mod is checked. Enable
Advanced mapping and add this script:

ret.value = “passwOrd”;
This sets the password to password for each new user added. These users
would obviously need to change their password as soon as possible.

Click the Link Criteria tab.

1. Click the Add new Link Criteria icon.

2. Type $dn in the Connector Attribute field.

3. Ensure that the Operator is set to equals.

4. Enter $distinguishedName in the Value field.

Refer to Figure 5-7.

£ Link Criteria x|
Link Criteria
Connector Attribute |$dn | - |
Operator |equals - |
Value |$disﬁnguishedName | - |
| OK | | Cancel

Figure 5-7 The Link Criteria for the ADUserEnable connector
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5.3 The result

We have now completed all the required connectors. We now click the Run icon
in the top right-hand side of the configuration panel and watch as the Data
Integrator starts processing our assembly line. If there are no errors, you see the
new users added to the Active Directory. When you look at the properties of
these users, you see that it contains data from both the IBM Tivoli Directory and
the Domino Directory, as shown in Figure 5-8.

Mewlserl 5_Mewllserl Properties ﬂﬂ
tdember OFf I Dial-in I Environment I Sessions
Remaote contral I Teminal Services Profile

General | Address I Account I Profile I Telephones I Organization

g Mewllzerl 5_MNewllzerl

First name: INewUser1 Initials: I

Last name: IS_NewUser'I
Dizplay name: ||

Description: IUser1 Degcription
Dffic: |

Telephone number: |[555] 9331234 Other... |

E-mail: INewUser1 (@itzo.ibm.com

Web page: I Other... |

Ok I Cancel | Apply |

Figure 5-8 The new users created in Active Directory

These users also can log on to the Active Directory domain with their usernames
and passwords.
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Configurations

This appendix provides information relating to the Directory Server, the Domino
server, the Active Directory, and the specific configurations used in this book.

© Copyright IBM Corp. 2003, 2004. All rights reserved. 117



Directory Server

Operating System

For this book, we install Directory Server 5.2 on a Microsoft Windows 2000
Server (with Service Pack 4).

Directory Server setup

We are using the suffix dn, o=ibm,c=us. We also used the organizational unit,
ou=itso. Under ou=itso,o=ibm,c=us, we have created three further
organizational units, one for each system that is used in this book. These
organization units are as follows

» Active Directory data: ou=1DS1
» Directory Server data: ou=AD1
» Lotus Domino data: ou=Doml

These settings are depicted in Figure A-1.

Manage entries

Current location
|ou=itso,o=ibmc=us ¥| | Collapse/Gom |

[RDN =] [Ascending =] [Sort]
= |- Select Action - ¥ ﬂ

Select ROM Ohbject class Created Last modified Last modified by
« | 90 | ou=AD1 | organizationallnit| 12/5/03 12/5/03 CHN=ROOT

C  9p  ou=doml organizationallnit 12/5/03  12/9/03 CMN=ROOT
C 9p ou=IDS1 organizationallnit 12/5/03 1205703 CN=ROOT

Figure A-1 The organizational units used in Directory Server

An example of a dn for a user in the AD1 organizational unit would be:

uid=1_aduserl,ou=AD1,ou=itso,o=ibm,c=us

Schema modification
The objectclass person is modified to add an optional attribute uid. The Schema
was modified using Web Administration Tool as follows:

1. Click Schema Management -> Manage object classes.

2. Locate the objectclass person.
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Click Edit -> Attributes.

Select uid from the drop down list.
Click Add to optional.

Click OK.

O L o <

Note: The same procedure was followed to add the optional attribute
givenName to the objectclass person.

IBM Lotus Domino Server

Operating System

We install Domino 6.5 (Domino Enterprise Server) on a separate Microsoft
Windows 2000 server (with Service Pack 4).

IBM Lotus Domino 6.5 setup

During the install of Domino 6.5, we select the Domino Enterprise Server. In the
setup program, we create an ibm.com domain. The organizational unit ITSO is
added to this domain. We then add the server, Domino, to this organizational
unit. The full dn of the server becomes, Domino/ITSO/ibm.com.

All the users are created in the ITSO organizational unit, except for the
administrator (Domino Administrator/ibm.com), who is created directly in the
ibm.com domain.

Microsoft Active Directory

Operating System

We install Active Directory on a separate Microsoft Windows 2000 server (with
Service Pack 4)

Microsoft Active Directory setup

During installation of Active Directory, we create an itso.ibm.com domain. We
use the Active Directory Users and Computers function to create two
organizational units named IDS1 and AD1 under domain itso.ibm.com. The same
tool is used to add any users under the organizational units created.
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LDAP standards

In this appendix, we provide a list of the LDAP V2 and V3 standards from the
Internet Engineering Task Force in the form of Request for Comments.
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LDAP standards

Several standards in the form of IETF RFCs exist for LDAP. The following is a
brief list of RFCs that apply for LDAP V2 and V3:

122
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»

»

RFC 1274 The COSINE and Internet X.500 Schema

RFC 1777 Lightweight Directory Access Protocol (V2)

RFC 1778 String Representation of Standard Attribute Syntaxes

RFC 1779 String Representation of Distinguished Names

RFC 1823 LDAP Application Program Interface (V2)

RFC 2052 A DNS RR for Specifying the Location of Services (DNS SRV)
RFC 2219 Use of DNS Aliases for Network Services

RFC 2222 Simple Authentication and Security Layer (SASL)

RFC 2247 Using Domains in LDAP/X.500 Distinguished Names

RFC 2251 Lightweight Directory Access Protocol (V3)

RFC 2252 Lightweight Directory Access Protocol (V3): Attribute Syntax
Definitions

RFC 2253 Lightweight Directory Access Protocol (V3): UTF-8 String
Representation of Distinguished Names

RFC 2254 The String Representation of LDAP Search Filters

RFC 2255 The LDAP URL Format

RFC 2256 A Summary of the X.500(96) User Schema for use with LDAPv3
RFC 2596 Use of Language code in LDAP

RFC 2696 LDAP Control Extension for Simple Paged Results Manipulation
RFC 2829 Authentication Methods for LDAP

RFC 2849 The LDAP Data Interchange Format (LDIF) - Technical
Specification

RFC 2891 LDAP Control Extension for Server Side Sorting of Search Results
The Open Group schema for liPerson and liOrganization (NAC/LIPS)
Oasis Directory Services Markup Language (DSML) 2.0

Using LDAP for Directory Integration



Abbreviations and acronyms

ACL
ADSI

ANSI

API

CCITT

CN
CRM

DAP
DIT
DN
DNS
DSA
DSE
DSML

ERP
FTP
GUI
GUID
HR
HTTP
IETF

llopP

ISO

ITDS

© Copyright IBM Corp. 2003, 2004. All rights reserved.

Access Control List

Active Directory Service
Interface

American National Standards
Institute

Application Programming
Interface

Consultative Committee on
International Telephony and
Telegraphy

Common Name

Customer Relationship
Management

Directory Access Protocol
Directory Information Tree
Distinguished Name
Domain Name Service
Directory Services Agent
Directory Services Engine

Directory Services Markup
Language

Enterprise Resource Planning
File Transfer Protocol
Graphical User Interface
Globally Unique Identifier
Human Resources

Hypertext Transfer Protocol

Internet Engineering Task
Force

Internet InterORB Protocol
Internet Protocol

International Standards
Organization

IBM Tivoli Directory Server

ITSO

ITU-T

LDAP

LDIF

MIME

o]]0)
osl
PDC
RDN
RFC
RID
RPC
SASL

SID
SMTP
SOAP

SQL
SRV

SSL
TCP/IP

UPN
WINS

XML

International Technical
Support Organization

International
Telecommunications Union -
Telecommunications
Standardization Sector

Lightweight Directory Access
Protocol

LDAP Data Interchange
Format

Multipurpose Internet Mail
Extensions

Object Identifier

Open Systems Interconnect
Primary Domain Controller
Relative Distinguished Name
Request for Comments
Relative Identifier

Remote Procedure Call

Simple Authentication and
Security Layer

Security Identifier
Simple Mail Transfer Protocol

Simple Object Access
Protocol

Structured Query Language

Service Record (in Domain
Name Service)

Secure Socket s Layer

Transmission Control
Protocol/Internet Protocol

User Principal Name

Windows Internet Naming
Service

Extensible Markup Language
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this redbook.

IBM Redbooks

For information about ordering these publications, see “How to get IBM
Redbooks” on page 126. Note that some of the documents referenced here may
be available in softcopy only.

» Using LDAP for Directory Integration - A Look at IBM SecureWay Directory,
Active Directory and Domino, SG24-6136-00

» Understanding LDAP - Design and Implementation, SG24-4986-00
» Active Directory Synchronization with Lotus ADSync, REDP-0605

Other publications

These publications are also relevant as further information sources, and can be
found at:

http://publib.boulder.ibm.com/tividd/td/IBMDirectoryIntegrator5.2.html
» IBM Tivoli Directory Integrator 5.2: Getting Started Guide, SC32-1382
» IBM Tivoli Directory Integrator 5.2: User’s Guide, SC32-1378
» IBM Tivoli Directory Integrator 5.2: Administrator’s Guide, SC32-1379
» IBM Tivoli Directory Integrator 5.2: Reference Guide, SC32-1377

Online resources

These Web sites and URLs are also relevant as further information sources:

» IBM Tivoli Directory Integrator:
http://www-306.1ibm.com/software/tivoli/products/directory-integrator/
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http://www-306.ibm.com/software/tivoli/products/directory-integrator/
http://publib.boulder.ibm.com/tividd/td/IBMDirectoryIntegrator5.2.html

How to get IBM Redbooks

You can search for, view, or download Redbooks, Redpapers, Hints and Tips,
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or CD-ROMs, at this Web site:

http://www.ibm.com/redbooks

Help from IBM

IBM Support and downloads
http://www.ibm.com/support

IBM Global Services

http://www.ibm.com/services
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