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Preface

Everyone feels the pain of too many passwords to remember. Everyone can
relate to the security exposure of weak passwords, chosen for convenience. And,
everyone can relate to passwords placed in proximity to the workstation for a
quick reminder. Unfortunately, that note can allow more than the intended user
into the system and network. The average user today often has four or more
passwords. And, security policies that focus on password complexity and
password-change frequency can cause even more difficulty for users.

This IBM® Redbooks® publication introduces IBM Security Access Manager for
Enterprise Single Sign-On 8.2, which provides single sign-on to many
applications, without a lengthy and complex implementation effort. Whether you
are deploying strong authentication, implementing an enterprise-wide identity
management initiative, or simply focusing on the sign-on challenges of a specific
group of users, this solution can deliver the efficiencies and security that come
with a well-crafted and comprehensive single sign-on solution.

This book is a valuable resource for security officers, administrators, and
architects who want to understand and implement an identity management
solution in a medium-scale environment.

The team that wrote this book

This book was produced by a team of specialists from around the world working
at the International Technical Support Organization (ITSO), Rochester Center.
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Part 1

Architecture and
design

In this part, we describe the business context of the IBM Security Access
Manager for Enterprise Single Sign-On. We then explain how to technically
architect the overall solution into an existing environment and introduce the
logical and physical components.
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Business context

In this chapter, we describe the business context for IBM Security Access
Manager for Enterprise Single Sign-On (ISAM ESSO). After a short description
of the single sign-on paradigm, we describe the factors that influence why and
how IBM Security Access Manager for Enterprise Single Sign-On can be
implemented in a certain business context. Finally, we explain the challenges that
you can expect to encounter when deploying an single sign-on solution in a large
enterprise.

© Copyright IBM Corp. 2012. All rights reserved. 3



1.1 The single sign-on paradigm

4

While the purpose and benefits of single sign-on technologies are widely
understood and accepted today, the many variations and applications of these
technologies are increasingly confusing to the contemporary organization. Single
sign-on, broadly, can be classified into three major types, web single sign-on,
federated single sign-on, and desktop single sign-on, depending on the type of
applications and use cases prevalent in the organization. Most organizations
today have all three types of applications deployed in their IT environment. It is
important for the organization to address all these use cases through a common,
comprehensive, and integrated single sign-on framework. The IBM Identity and
Access Management portfolio provides an organization with just that framework.

Web single sign-on provides single sign-on between a web security server, such
as the Access Manager for e-business WebSEAL component, and back-end web
applications. Web single sign-on can eliminate the need to log in twice when a
client attempts to access a web resource on a server that requires authentication
from its own user registry. Federated single sign-on provides single sign-on
between trusted web applications by using separate user registries, often
between an organization and its business partner.

Desktop single sign-on, alternatively referred to as enterprise single sign-on,
allows for a seamless, transparent single sign-on experience to many more
applications than merely web applications. Enterprise single sign-on provides the
users with the ability to log on with a single password to existing and thick client
applications, such as email clients, Java applications, host and mainframe
applications, custom business applications, and more.

From the perspective of the users, IBM Security Access Manager for Enterprise
Single Sign-On is an agent that runs on their Microsoft Windows desktop. Users
must remember a single password only to log on to any protected application on
the desktop. IBM Security Access Manager for Enterprise Single Sign-On
securely stores the login information for each application and responds
automatically to any credential challenges posed by the application. It also
provides centralized policy management and backup of user credentials.

Combining IBM Security Access Manager for Enterprise Single Sign-On and
Tivoli Access Manager for e-business with a comprehensive identity
management strategy allows companies to greatly reduce maintenance costs
and security risks.
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1.2 Enterprise single sign-on today

The number of logins and passwords that employees must manage on a daily
basis continues to be a source of frustration and lost productivity. Employees
must remember login information for numerous applications, many of which
require different user names and passwords, different password complexity
requirements, and forced password changes in ever shorter intervals. The
number of logins an employee must manage grows with the deployment of each
additional business application. The corporate help desk often bears the brunt of
restoring lost or forgotten login information for an employee. These factors
together contribute to security risks and increase help desk costs that few
organizations can afford not to address.

So how can IBM Security Access Manager for Enterprise Single Sign-On benefit
your organization? In this section, we describe how IBM Security Access
Manager for Enterprise Single Sign-On addresses these serious security,
productivity, and compliance challenges in a centrally managed solution.

1.2.1 Solving the password security paradox

A frequent user complaint is the requirement to remember multiple passwords,
and a major security weakness in computer security is weak password selection.
Security breaches as a result of weak passwords or insecure management of
passwords are common. Allowing weak passwords can create security threats,
such as hackers that are able to easily guess passwords by using dictionary
attacks or by using brute force scripts. Forcing users to remember several
complex strong passwords can also create security threats, such as users that
write their passwords on a note or save them in a text file, because they have so
many passwords that frequently change and are not easily remembered. The
paradox is clear. You must enforce strong passwords to eliminate threats created
by weak passwords, but you must also provide a mechanism so users do not
have to manage multiple complex passwords.

IBM Security Access Manager for Enterprise Single Sign-On can help you solve
this paradox. Users must remember only one password and they no longer must
deal with strong passwords for all corporate applications. They authenticate
once, and IBM Security Access Manager for Enterprise Single Sign-On does the
rest.

In most cases, this solution is implemented without having to modify any of the
business applications, including their password requirements. Additionally, IBM
Security Access Manager for Enterprise Single Sign-On allows for increased
security through second-factor authentication mechanisms. Radio Frequency
Identification (RFID), building access badges, smart cards, and Short Message
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Service (SMS) messaging are used, in addition to the user password. IBM
Security Access Manager for Enterprise Single Sign-On also supports the use of
finger biometrics for strong authentication. With this option enabled, no password
is required for single sign-on, increasing security and further reducing help desk
support costs. Unlike some of the other authentication methods mentioned,
fingerprints cannot be shared, so the “user” authenticated is the “person”
authorized. And with finger biometrics, there are no cards or other credentials
that must be purchased, distributed, or replaced when lost.

IBM Security Access Manager for Enterprise Single Sign-On detects and
responds to all password-related events to automate every password
management task for the user, including login, password selection, password
change, and password reset. IBM Security Access Manager for Enterprise Single
Sign-On delivers single sign-on for Windows, web, Java, UNIX, command line,
in-house developed applications, host-based mainframe applications, and
custom business applications.

1.2.2 Managing passwords in a security-rich fashion

IBM Security Access Manager for Enterprise Single Sign-On secures
password-related applications, and data. It uses the strongest cryptography
currently available, including Advanced Encryption Standard (AES) and Triple
Data Encryption Standard (DES). The IBM Security Access Manager for
Enterprise Single Sign-On Federal Information Processing Standard (FIPS)
140-2 compliance can help financial institutions, government agencies,
healthcare, and other organizations to comply with the stringent privacy and
security regulations that govern their operations.

IBM Security Access Manager for Enterprise Single Sign-On also offers
second-factor authentication to further increase security. It allows mixing and
matching different factors, depending on the user or machine. If these factors
exist, IBM Security Access Manager for Enterprise Single Sign-On can use them.

1.2.3 Reducing help desk costs and improving employee productivity

The IBM Security Access Manager for Enterprise Single Sign-On self-service
password reset functionality can reduce or eliminate the costs associated with
forgotten passwords and lost employee productivity due to account lockouts.
Forgotten passwords and account lockouts, as a result of too many failed
attempts, can burden the company help desk. IBM Security Access Manager for
Enterprise Single Sign-On provides configurable functions to allow users to
perform password self-service in ways that meet various security requirements.
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How users interact with password changes, resets, and account lockout and
unlock functions can be customized and allowed or disallowed based on
configurable policies. IBM Security Access Manager for Enterprise Single
Sign-On grants companies the flexibility to decide whether these password and
account service functions stay with the help desk, the user, or a combination.

The password reset function provides the capability to reset your IBM Security
Access Manager for Enterprise Single Sign-On password to regain access to
your desktop environment. It does not reset any application-specific passwords.

1.2.4 Demonstrating compliance through auditing and reporting

IBM Security Access Manager for Enterprise Single Sign-On includes built-in
auditing and reporting for fine-grained user activities on the enterprise desktop. It
can record audit events, including user login and logout of applications. The audit
mechanism can be customized to capture other relevant information related to
user activities. The product ships with several included reports, but custom
reports can be generated because all audit data resides in a single relational
database that can be queried.

1.2.5 Easy to deploy

Implementing and managing IBM Security Access Manager for Enterprise Single
Sign-On is made effective with a web-based administrative console, superior
directory integration, and easily deployable client-side software. All administrative
functions are performed from a centralized web administrative console
(AccessAdmin). Point and click wizards in the AccessStudio application walk an
administrator through the tasks of profile configuration. An administrator can
access the AccessAdmin console from anywhere a web browser is able to
connect to the server. IBM Security Access Manager for Enterprise Single
Sign-On uses a pre-existing user repository without the need to modify the
directory schema or any other aspect of the user repository.

1.2.6 High performance

In all private, shared, and roaming desktop environments', IBM Security Access
Manager for Enterprise Single Sign-On can deliver uncompromising speed. It
uses minimal resources when providing a single sign-on experience for users to
their applications. With its event-specific resource usage, the impact of IBM
Security Access Manager for Enterprise Single Sign-On on both the client and
the network is minimal. No additional hardware or software is required.

' For more information about private, shared, and roaming desktop environments, see “Session
management” on page 31.
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1.2.7 Integrating with an enterprise identity management system

The IBM Security Access Manager for Enterprise Single Sign-On Provisioning
Bridge extends the benefits generated by IBM Security Access Manager for
Enterprise Single Sign-On through the automation of the credential distribution
process. The IBM Security Access Manager for Enterprise Single Sign-On
Provisioning Bridge uses its API libraries to allow identity management software
to automatically provision IBM Security Access Manager for Enterprise Single
Sign-On user credentials. This way, users never have to know their user name or
password for their applications because it can be managed transparently to
them.

If users need to know their user name and password for a particular application,
they are able to obtain that information by accessing the credential store (Wallet).
This access is possible only if they are authenticated to IBM Security Access
Manager for Enterprise Single Sign-On. If they are not working at a workstation
with an AccessAgent, they can access that information by using the
AccessAssistant web browser-based interface. Even if not integrated with identity
management software, IBM Security Access Manager for Enterprise Single
Sign-On allows for a highly available and secure password-reveal process
through these components.

1.2.8 Bringing single sign-on to kiosk machines and virtual desktops

The convenience of allowing others to share a workstation unfortunately does not
come without risks. Too often users walk away from a kiosk? machine without
logging off, potentially exposing sensitive data. IBM Security Access Manager for
Enterprise Single Sign-On addresses this threat by its ability to automate the
termination of inactive sessions and application shutdown. That automation
includes features, such as automatic walk away logouts through RFID proximity
keys, or smart card removal.

IBM Security Access Manager for Enterprise Single Sign-On provides robust
session management support for roaming desktop implementations. It uses
technologies, such as Windows Terminal Services and Citrix XenApps, and
shared desktops or kiosk machines, as well as private desktops. Users can roam
easily and securely from one workstation to another. IBM Security Access
Manager for Enterprise Single Sign-On also includes support for securing Virtual
Desktop Infrastructure (VDI) technologies, such as VMware View. Additionally,
IBM Security Access Manager for Enterprise Single Sign-On includes thin client
and client-less access through roaming desktop mode and through Web
Workplace.

2 Kiosk machines are also referred to as shared or roaming desktops. For more information about
shared and roaming desktop environments, see “Session management” on page 31.
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1.3 Considerations for deployment

Although IBM Security Access Manager for Enterprise Single Sign-On provides
user-friendly tools for deploying and managing the product, there are many
factors to consider before embarking on the deployment. As with any
deployment, a planning document must be written that outlines the scope, the
phases, and the time line of the deployment. At a minimum, the planning
document must include the following factors:

» Deployment approach

Because IBM Security Access Manager for Enterprise Single Sign-On
involves deploying software to user workstations, the deployment must be
carefully planned to avoid adversely affecting users. The rollout to the
enterprise must be phased, starting by using IBM Security Access Manager
for Enterprise Single Sign-On to secure the common desktop applications
and then gradually adding new capabilities, such as other custom
applications.

» Distribution of the software to the desktops

IBM Security Access Manager for Enterprise Single Sign-On is a
Windows-based application referred to as AccessAgent. The AccessAgent
can be deployed as a Windows Installer (previously known as a Microsoft
Installer) or MSI package that uses most standard software distribution
technologies. AccessAgent communicates with the IBM Integrated
Management System (IMS) Serverd to synchronize data changes with the
server. However, AccessAgent can cache data locally (on disk) based on
policy. Therefore, AccessAgent can perform most of its functions in offline
mode, even if it is not connected to the IMS Server at any point.

Another aspect to consider is user education. After AccessAgent is distributed
to the desktop, the user is initially prompted to sign up to use IBM Security
Access Manager for Enterprise Single Sign-On. This task can be a forced
action, but it can be configured so that the user has the choice to sign up. The
uninformed user might be confused about how to decide. Sometimes, users
also must interact with the client software if they want IBM Security Access
Manager for Enterprise Single Sign-On to manage their password for a new
application. A good practice is to announce upcoming deployments well in
advance and to offer a simplified step-by-step help guide to support users
through the sign-up process.

» Corporate security policies

3 The IBM Security Access Manager for Enterprise Single Sign-On Integrated Management System
Server (IMS Server) is one of the central components of the overall solution. For more information,
see Chapter 2, “Single sign-on architecture and component design” on page 11.
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Some configuration parameters in IBM Security Access Manager for
Enterprise Single Sign-On are likely governed by corporate security policies.
The administrative configuration console (AccessAdmin) provides the flexible
configuration of security policies for users, machines, applications, and
authentication mechanisms. You must work closely with security officers to
ensure that the policy is correctly represented in the solution.

Password reset strategy

The ability for users to reset their own password on their own desktop
machine is a powerful tool for the enterprise. However, care must be taken
when formulating the series of questions that users must answer to reset their
password. Issues of privacy and cultural sensitivity must be taken into
account. You must review your security questions with your legal department
before proceeding with your deployment to ensure that the questions comply
with local privacy laws.

In the following chapter, we explain the overall architecture of IBM Security
Access Manager for Enterprise Single Sign-On including the logical and physical
components.
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Single sign-on architecture
and component design

In this chapter, we describe the logical and physical architecture of IBM Security
Access Manager for Enterprise Single Sign-On and its fundamental components.
First, we provide a general overview of the product. Next, we introduce the logical
components within IBM Security Access Manager for Enterprise Single Sign-On
and how they relate to each other. In the physical architecture section, we
describe where to deploy the components that make up IBM Security Access
Manager for Enterprise Single Sign-On. In the last section, we describe IBM
Security Access Manager for Enterprise Single Sign-On integration with other
products.
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2.1 Overview

IBM Security Access Manager for Enterprise Single Sign-On provides its single
sign-on functionality by introducing a layer that authenticates a user one time and
then automatically detects and handles subsequent requests for user
credentials. Figure 2-1 depicts an overview of the solution.
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Figure 2-1 Product overview

IBM Security Access Manager for Enterprise Single Sign-On can be divided into
the following functions:

» Authentication factors

IBM Security Access Manager for Enterprise Single Sign-On supports various
authentication factors to authenticate the user. Besides the standard user
name/password-based authentication, the user can be authenticated by a
proximity or building badge. Examples are active or passive radio frequency
identification (RFID), a fingerprint, a one-time password (OTP) provided by
Short Message Service (SMS) or OTP token, or a USB token.

» AccessAgent

AccessAgent runs on every Windows desktop endpoint, Microsoft Windows
Server Terminal Services session, VMware vSphere virtual desktop interface
session, and Citrix XenApp Presentation Server session. AccessAgent is
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responsible for authenticating the user'. It can automate single sign-on into
Windows and to the set of applications that are defined in AccessProfiles.
AccessAgent can extend the Windows Graphical Identification and
Authentication (GINA) dynamic link library (DLL) chain to provide additional
functions for self-service or strong authentication.

» |dentity Wallet

The Identity Wallet (or Wallet) holds the user credentials that are required for
single sign-on. It is loaded from the IMS Server into AccessAgent after
successful authentication of the user so that it is available even when the
endpoint is disconnected from the computer network. To protect the
credentials against tampering or stealing, the ldentity Wallet is encrypted with
a strong encryption mechanism.

» |MS Server

The Integrated Management System Server (IMS Server) is the central
repository for user data, AccessProfiles, Identity Wallets, and machine
profiles. The IMS Server provides a web-based interface to administer users
and policies.

2.1.1 IBM Security Blueprint perspective

IBM Security Access Manager for Enterprise Single Sign-On combines single
sign-on, strong authentication, session management, access workflow
automation, and audit tracking.

Figure 2-2 on page 15 illustrates how the capabilities of IBM Security Access
Manager for Enterprise Single Sign-On can be mapped to the IBM Security
Blueprint. The diagram shows the functional components of the People and
Identity Management solution pattern. The darker highlighted elements indicate
the functional components that can be fulfilled or implemented by using IBM
Security Access Manager for Enterprise Single Sign-On. This functional
highlighting is also applicable for the infrastructure service components. For
more information about the IBM Security Blueprint, see the IBM Redpaper™
publication Introducing the IBM Security Framework and IBM Security Blueprint
to Realize Business-Driven Security, REDP-4528.

In addition to the darker highlighted elements, Figure 2-2 on page 15 also shows
medium highlighted elements. Although IBM Security Access Manager for
Enterprise Single Sign-On can be used to address these components to some
degree, the respective area of coverage is not considered a core function of the
product and thus is considered to be limited.

1 At this time, AccessAgent does not support an SMS or OTP token as second-factor authentication;
it is supported for Web Assistant and Web Workplace only.
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You might determine the desired function of a solution by using the People and
Identity Management solution pattern. In this case, you can use the mapping
shown in Figure 2-2 on page 15 as a quick reference of the functional security
management aspects of IBM Security Access Manager for Enterprise Single
Sign-On. This reference can help you determine which functions of a solution
can be covered by selecting this product.
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IBM Security Access Manager for Enterprise Single Sign-On can help reduce
costs, improve productivity, address compliance issues, and strengthen security
with the following functions:

» Simplify deployment and management with a new virtual appliance
configuration.

» Provide security for virtualized desktops and applications.

» Enhance strong authentication choices with support for hybrid RFID smart
card, national ID cards, and finger biometrics.

» Facilitate regulatory compliance with fine-grained audit logs, centralized
auditing, and reporting capabilities.

» Streamline user access with automated sign-on, sign-off, and a single
password for all applications.

» Improve security and user productivity with comprehensive session
management for kiosk or shared workstation environments.

» Reduce help desk costs with fewer password reset calls.
» Provide support for Microsoft Windows 7 64-bit platform and applications.

2.2 Logical component architecture

In this section, we introduce a logical component model of the IBM Security
Access Manager for Enterprise Single Sign-On and describe every important
component.

The logical component model illustrates the software components that are used
to build a system. IBM Security Access Manager for Enterprise Single Sign-On
consists of the following logical components:

» AccessAgent

» Microsoft Terminal Services, Citrix XenApp Server, or VMware vSphere
virtual desktop AccessAgent

» IMS Server

» IMS Database

» AccessAdmin

» AccessStudio

» Provisioning Bridge

In the following sections, we describe every logical component in more detail.
Figure 2-3 on page 17 depicts the overall logical component architecture.
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Figure 2-3 Logical component architecture

Acronyms: In the architecture that is shown in Figure 2-3, we use several
product or component acronyms:

IBM WebSphere® Application Server (WAS)
IBM Tivoli® Identity Manager (ITIM)

IBM Tivoli Directory Server (ITDS)

IBM Tivoli Federated Identity Manager (ITFIM)
Microsoft Active Directory (AD)

IBM Tivoli Common Reporting (TCR)

VVYyVYyVYYvYyYyYy

2.2.1 AccessAgent
AccessAgent is the client software that is installed onto all Windows workstations

and Terminal Servers or Citrix XenApp Servers and configured to connect to the
designated IMS Server.
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AccessAgent performs the following functions:

»

AccessAgent can authenticate the user by configuring a combination of
authentication factors. AccessAgent communicates with various devices (for
example, an RFID reader, a smart card reader, and a biometric device) for
each configuration. Optionally, AccessAgent can protect access to the
Windows desktop by using these authentication factors and by replacing the
native Microsoft GINA with the IBM Security Access Manager for Enterprise
Single Sign-On GINA.

AccessAgent can perform an automated user sign-on and sign-off to various
applications. AccessAgent has an Observer module that is hooked into
various applications. AccessAgent consults the appropriate AccessProfile
(created by using AccessStudio) to perform the necessary logon and logoff
and automation actions. AccessAgent stores the user credentials in a Wallet.
By using the appropriate application credentials from this Wallet,
AccessAgent can log users in to their applications.

AccessAgent can manage multiple user sessions on the same workstation by
using its private desktop feature.

AccessAgent can track user application access activities and submit these
audit events to the IBM Security Access Manager for Enterprise Single
Sign-On IMS Server.

AccessAgent can synchronize AccessProfiles, the credential Wallet of a user,
and various policy settings with the IMS Server.

AccessAgent provides a user interface for users to manage the application
credentials stored in their credential Wallet, and their own IBM Security
Access Manager for Enterprise Single Sign-On password and authentication
factors.

Figure 2-4 on page 19 depicts the architecture of AccessAgent.
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Let us take a closer look at the following AccessAgent function blocks:

Authentication

Data synchronization

Wallet manager GUI
Self-service GUI

AccessAgent Observer module
Workflow session management

vyvyvYyvYyYyvyy

Authentication

Authentication defines how the system validates users so they gain access to
IBM Security Access Manager for Enterprise Single Sign-On, for example, by
using a password, biometrics, or a token.

IBM Security Access Manager for Enterprise Single Sign-On supports the
concept of a separation of the authentication of the user itself and the
authentication against the Windows desktop. Let us describe what this
separation means.
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Introduction to desktop authentication and single sign-on

IBM Security Access Manager for Enterprise Single Sign-On maintains its own
user repository and authenticates users by using various forms of authentication
credentials stored in this repository. First, the user must be successfully
authenticated by using IBM Security Access Manager for Enterprise Single
Sign-On. Next, IBM Security Access Manager for Enterprise Single Sign-On is
responsible for authenticating the user against the Windows desktop based on
the Windows password of the user. The authentication against the Windows
desktop can already be considered as a single sign-on from the IBM Security
Access Manager for Enterprise Single Sign-On client to the Windows desktop of
the user. The authentication method used for IBM Security Access Manager for
Enterprise Single Sign-On can be a typical user name and password credential.
However, it can also be an RFID token or smart card, for example, that is not
supported by a standard Windows installation.

The authentication component, depicted in Figure 2-4 on page 19, consists of
two layers:

» Authentication factors

» Authentication Device Manager

Authentication to IBM Security Access Manager for Enterprise Single Sign-On
involves two steps:

1. The user provides credentials with the authentication factors.

2. The authenticator, for example a smart card or RFID reader, validates the
user with the Authentication Device Manager.

Authentication factors

Authentication factors come in different forms and functions. Except for password
and fingerprint, users can access systems and applications with a device that
works like a key.

Let us first look at the basic factors:

» Password

The password is used to secure access to a Wallet. The user specifies this
password upon signing up with the IBM Security Access Manager for
Enterprise Single Sign-On AccessAgent. Signing up with AccessAgent
means registering the user with the IMS Server and creating a Wallet.

» Secret

The user is asked to enter a secret when signing up for a Wallet. A secret is
like a second password or a backup password. The secret must be something
that the user does not forget, even if it is not used for a long time and it is not
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likely to change. When the user signs up, the user selects a question from a
list, and then provides the answer to that question. See Figure 2-5 for an
example of providing a secret.
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Figure 2-5 User enrollment secret question and answer

If a user forgets a password, the secret enables the user to set a new
password. The user can also use the secret, along with an authorization
code, to gain temporary access to the Wallet. An authorization code is
generated by a help desk employee or an administrator. If self-service is
enabled, users might have to specify a number of challenge-and-response
questions during sign-up. Users can provide a subset of these
challenge-and-response questions to perform password resets without using
an authorization code.

Second authentication factors

Access to a user Wallet can be fortified with a second authentication factor. The
combination of the password and a building badge or smart card, for example,
strengthens the computer security of the user because both authentication
factors must be presented to access the computer. Based on the security policy
of the organization, the use of one of the following second authentication factors
can be either mandatory or optional:

» RFID card

The RFID card contains authentication information that can be retrieved
through the use of a Radio Frequency Identification (RFID) reader. RFID
works on the concept of proximity; the user taps the RFID card on the RFID
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reader to gain access to credentials. The RFID reader is an additional piece
of hardware that must be installed on every machine where the RFID card is
used for authentication. An RFID card also allows for unified access. It can be
used to access the computer, and for physical security (to access doors and
elevators). Most companies today already use RFID cards for building and
garage access. Now, the cards can also be used to authenticate users to the
workstation.

» Active proximity badge

The active proximity badge works almost identically as the regular RFID card,
except that it contains a battery to enable the card to actively transmit security
information to the associated reader. The active proximity badge can work
over a greater range because of the active radio transmitter it contains. With
the regular RFID card, the card must be close to the reader. With the active
proximity badge, the distance can be specified. For example, the active
proximity badge can be 2 meters (6.56 ft.) away from the reader, yet it is
recognized. The reader automatically detects the presence of the user. For
example, when the user leaves the workstation, AccessAgent locks the
window, or logs off the user, depending on the policy setting.

» Fingerprint verification

Fingerprint biometrics technology is generally recognized as the most
cost-effective and convenient biometrics technology for enterprise-level
deployment. The fingerprint verification system recognizes a fingerprint as
an authentication factor. A fingerprint is matched to an earlier-registered
fingerprint template stored in the IMS or cached at the user machine for
authentication.

Users use fingerprint authentication in place of (and not together with) a
password to log on to AccessAgent.

» Smart card

A smart card is a pocket-sized card that has an embedded microprocessor.
Smart cards can do cryptographic operations, store, and process the digital
credentials of the users securely. A smart card can be used as an
authentication factor. Access Manager for Enterprise Single Sign-On provides
certificate-based strong authentication when users access their Credential
Wallet by using smart cards.

For smart cards to work in Access Manager for Enterprise Single Sign-On,
they must have cryptographic credentials. Smart cards must also have the
corresponding certificate issued by either a corporate public key infrastructure
(PKI) or trusted external PKI.

» Hybrid smart card

Access Manager for Enterprise Single Sign-On supports the use of Aybrid
smart cards for user authentication in both personal and shared workstations.
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Hybrid smart cards are made of an embedded PKI microprocessor with a
contact interface and RFID chip with contactless interface. Users can log on
and unlock the Windows desktop with a smart card without re-entering the
smart card personal identification number (PIN) within a configurable grace
period. The grace period is measured from the last two-factor authentication
time.

Outside the grace period, the user logs on with the smart card and PIN
through the contact interface. Within the grace period, the user can log on
with the smart card only through the contactless interface across
workstations. The logged on user can also unlock the Windows desktop with
the smart card by using the contactless interface. The smart card PIN is not
related to the Access Manager for Enterprise Single Sign-On password.

To use hybrid smart card authentication, the users must register the hybrid
smart cards as a second authentication factor.

» Mobile ActiveCode

The ActiveCodes are short-term authentication codes that are controlled by
the IBM Security Access Manager for Enterprise Single Sign-On system. The
Mobile ActiveCode is a randomly generated and event-based one-time
password. The Mobile ActiveCode is generated on the IMS Server and
delivered through a secure second channel, such as text services (SMS) on
mobile phones or email. It is used to provide second-factor authentication in
lieu of using key fob security devices. Mobile ActiveCode is used in an
AccessAssistant and Web Workplace environment; it cannot be used to
authenticate to AccessAgent.

By supporting building access badges and mobile devices for authentication,
IBM Security Access Manager for Enterprise Single Sign-On is equipped to use
your existing security personal devices as a second factor. For example, IBM
Security Access Manager for Enterprise Single Sign-On enables the use of
building access cards, such as the HID Prox, HID iClass, Mifare, and Indala
cards, as second factors for logical access. This approach reduces the cost of
acquisition, the cost of provisioning, and also the cost of support. It provides
greater user convenience, relieving users from having to carry additional devices.
User adoption is high and training costs are minimized because existing personal
devices are used to secure access to corporate networks. Similarly, IBM Security
Access Manager for Enterprise Single Sign-On can use existing fingerprint
reader-enabled mobile computers and workstations for finger biometrics
authentication.

IBM Security Access Manager for Enterprise Single Sign-On also enables secure
remote access by combining two-factor authentication with leading Secure
Sockets Layer (SSL) Virtual Private Network (VPN) platforms. With the solution,
users can access web, desktop, and host-based applications through an
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SSL-VPN connection and ensure two-factor authentication with one-time
password (OTP) tokens or an OTP delivered to smartphones, PDAs, emails, or
other mobile devices.

Regardless of the choice of authentication factors, administrators can centrally
manage all authentication policies through the AccessAdmin interface. For Active
Directory (AD) deployments, IBM Security Access Manager for Enterprise Single
Sign-On can use the same password security policies as enforced by AD.

For non-AD deployments, administrators can enforce password policies on the
IBM Security Access Manager for Enterprise Single Sign-On passwords set by
users.

For information about policy settings for authenticators, see the IBM Security
Access Manager for Enterprise Single Sign-On Administrator Guide Version 8.2,
SC23-9951-03.

Authentication Device Manager

The Authentication Device Manager is used to integrate the authentication user
interface with the main IBM Security Access Manager for Enterprise Single
Sign-On AccessAgent. The Authentication Device Manager interfaces with the
middleware and drivers of the device or reader to detect and read the second
factor presented by the user.

Data synchronization

The data synchronization component synchronizes AccessProfiles, a user
Identity Wallet, and various policy settings with the IMS Server and submits a
user’s application access audit events to the IMS Server. AccessAgent contacts
the IMS Server on start-up, on each user login, and at periodic intervals, to
synchronize data changes with the server. However, AccessAgent can cache
data locally (on disk) based on a policy. AccessAgent can perform most of its
functions even if it is disconnected from the IMS Server.

Wallet Manager GUI

The Wallet Manager GUI enables the user to manage the application credentials
stored in the personal Identity Wallet. See Figure 2-6 on page 25 for an example
of the Wallet Manager GUI.
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Figure 2-6 Wallet Manager GUI

Self-service GUI

A GINA extension is used to implement the self-service user interface for the

user to manage the desktop password and authentication factors.

AccessAgent Observer module
AccessAgent Observer module is one of the core elements of IBM Security

Access Manager for Enterprise Single Sign-On. The module is hooked into
various applications, and consults the appropriate AccessProfile (created by

using the AccessStudio application) to perform the necessary logon/logoff and

automation actions. When an application presents a request for credentials, the
Observer module is responsible for the appropriate action. The Observer module
architecture is depicted in Figure 2-7 on page 26.
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Figure 2-7 AccessAgent Observer module architecture

AccessAgent Observer module is composed of a core module and a number of
agent instances that are hooked (through Windows APIs) into every launched
Windows application, for example, the IBM Lotus Notes® application, Microsoft
Outlook, and Microsoft Internet Explorer.

The Observer agent in each application can monitor its host application for
various Ul activities and to execute actions, such as to auto-fill a form field or
auto-click a button as appropriate.

The behavior of AccessAgent Observer agents within each application is driven
by a set of behavioral specifications called an AccessProfile. Each AccessProfile
is an XML-structured file (based on a custom XML language) that provides a
declarative set of preconditions. Figure 2-8 on page 27 is a graphical view of the
resulting state machine of an AccessProfile.
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Figure 2-8 Workflow definition of a simple AccessProfile

Each AccessProfile entails a set of definitions for AccessAgent Observer agent
module to watch for and execute:

» For Windows applications, the name of the executable
» A set of behavioral states, such as pre-logon or post-logon

States represent specific situations where the state machine must look for
certain triggers to occur (similar to a flowchart). A state can have multiple
triggers. For example, in the after _application_launched state, you can
look for the login window to appear or for a change-password window to
appear. One trigger can have multiple actions. When a login window appears,
you can inject user credentials and click OK. A profile writer can define as
many states in a state machine as required.

» The following list shows the state definitions and with each state:

— A set of workflow triggers (blue): when
— Signatures that belong to a specific trigger: where
— A set of workflow actions (red): what

The agent retrieves the required AccessProfiles, policies, authentication
services, and user credentials from AccessAgent Observer core module.
AccessAgent Observer core module, in turn, communicates with the rest of
AccessAgent for data synchronization and workflow session management
services.

A default set of AccessProfiles is provided with the IBM Security Access
Manager for Enterprise Single Sign-On installer. However, each organization can
create additional AccessProfiles for its own unique set of applications by using
the AccessStudio tool.
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Figure 2-9 depicts the Observer agent architecture. It consists of the following
modules:

» Triggers
» Actions
» Application interface layer

Observer Agent (With App)
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AccessProfile
State Machine

Execute all actions of,_ .
Current State the fired Trigger > \gistions

Registers

Triggers Events Invokes

Observer Core
Web Interface

Windows Interface Terminal Interface Java Interface
Application

Figure 2-9 Observer agent architecture

Triggers

AccessAgent Observer agent module detects requests for credentials in various
ways, depending on the application type (web, Windows, or mainframe/host).
Triggers cause transitions between states in the state engine. A trigger defines
when a condition is true.

The following list shows examples of triggers:

» wnd_create_trigger (Windows executable window is created.)

» web_document_complete_trigger (Web document completes loading.)

» web_click _item_trigger (HTML element is clicked.)

» wnd_command_bn_click_trigger (Windows executable button is clicked.)
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Each trigger has a next-state defined. For example, when a login window is
presented, the state machine can move to the after_login_window_popped_up
state. Approximately 40 predefined triggers exist.

A trigger is specified by an equation where a specific trigger condition, such as a
specific web URL or inside a specific application, must occur so that a condition
is true.

Actions

An action can be performed in response to a trigger. That is, an action defines
what must be done if a trigger becomes true. The following list shows examples
of actions:

» acc_data_inject_action (Injection of credentials into defined fields)
» acc_data_capture_action (Capture of credentials from defined fields)
» wnd_click_action (Clicking a button in a Windows application)

» acc_data_save_action (Saving credentials to the Wallet)

Approximately 30 predefined actions exist.

Application interface layer

IBM Security Access Manager for Enterprise Single Sign-On includes Observer
agents for different kinds of applications, and each application type has interface
layers:

» Windows Interface
» Terminal Interface
» Web Interface
» Java Interface

In the following list, we look more closely at the various kinds of application
interfaces and their related Observer agent modules:

» Windows Interface

IBM Security Access Manager for Enterprise Single Sign-On responds to

requests for user credentials from Windows applications. It works without any
special configuration after you install it with the most widely used applications.
In addition, you can configure it to work with any other individual application.

All credential requests in Windows have specific attributes: application name,
window name, and the control ID of the input field. IBM Security Access
Manager for Enterprise Single Sign-On looks for the specific attributes of
each application logon and password change dialog box and responds to
these attributes. The attributes are stored in application profiles. For
additional information, see the IBM Security Access Manager for Enterprise
Single Sign-On AccessStudio.
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The IBM Security Access Manager for Enterprise Single Sign-On
AccessAgent Observer agent captures standard OS-level Windows
messages and sends them to the IBM Security Access Manager for
Enterprise Single Sign-On Observer core. When a specified application
creates a dialog, IBM Security Access Manager for Enterprise Single Sign-On
looks at the window title and other attributes as defined in the application
profile. If IBM Security Access Manager for Enterprise Single Sign-On
recognizes the required AccessProfile, it informs the Observer module to start
the required actions.

IBM Security Access Manager for Enterprise Single Sign-On submits
credentials to most Windows applications through secure, standard, OS-level
Windows messages. Therefore, keyboard-sniffing utilities cannot intercept the
credentials, and neither can users confuse the response by moving the
mouse or clicking the keyboard.

Terminal Interface

IBM Security Access Manager for Enterprise Single Sign-On responds to
requests for user credentials from mainframe and host applications. It works
without modification with the most popular mainframe and host emulators. In
addition, you can configure it to work with others.

All requests for credentials in mainframe and host applications have specific
attributes: window title and various blocks of text (at specific coordinates for
mainframe applications), user name and password field text, and so on. IBM
Security Access Manager for Enterprise Single Sign-On looks for the specific
attributes of each application’s logon and password-change windows and
responds accordingly. The attributes are stored in the application profiles, as
well. For additional information, see the IBM Security Access Manager for
Enterprise Single Sign-On AccessStudio.

The IBM Security Access Manager for Enterprise Single Sign-On Mainframe
application Observer agent monitors emulators, looking for the defined
matches. When a new panel is presented, IBM Security Access Manager for
Enterprise Single Sign-On reviews the text for matching fields. If all attributes
match, the Observer module submits the user credentials.

IBM Security Access Manager for Enterprise Single Sign-On submits
credentials to most emulators through high-level language application
programming interface (HLLAPI). Therefore, keyboard-sniffing utilities cannot
intercept the credentials, and neither can users confuse the response by
moving the mouse or clicking the keyboard.

Web Interface

IBM Security Access Manager for Enterprise Single Sign-On responds to
requests for user credentials from web applications, whether in a form or
through a pop-up dialog. Unlike most single sign-on products, IBM Security
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Access Manager for Enterprise Single Sign-On supports access to all web
applications, not just intranet applications.

All credential requests in web applications are either in forms or in dialog
boxes. The IBM Security Access Manager for Enterprise Single Sign-On Web
Browser Observer agent responds to the specific events of a web dialog box
opening or of a web page rendering.

Because the Observer does not use keystrokes for web browsers, users
cannot confuse the response by selecting and working in another application.

Java Interface

IBM Security Access Manager for Enterprise Single Sign-On responds to
login and password change requests for virtually all Java applications and
applets built on the Sun Java Runtime Engine 1.4.1 or higher. New Java
applications or applets can be supported by using the IBM Security Access
Manager for Enterprise Single Sign-On AccessStudio.

AccessAgent Plug-in

AccessAgent Plug-In is a block of VBScript or JavaScript code that performs
some custom action needed as part of a workflow trigger or workflow action
inside an AccessProfile. This block of code can make calls into the Windows OS,
and into an AccessAgent Plug-In API, by using the Windows and IBM Security
Access Manager for Enterprise Single Sign-On privileges of the user.

Administrators typically use this extension facility to implement customized
authentication, access control, or workflow automation for a specific application:

>

Retrieve an application credential (for the current application) from the user’s
Wallet.

Retrieve a user policy setting from a user’s Wallet.

Look up a user’s group membership or attribute from the user directory.
Read or store data from a central fileshare.

Look up the time from the host system clock.

Perform an additional checksum or check the installation path on a target
application before the single sign-on.

Call an external application or process.
Make an HTTPS call to a third-party service.

Session management

IBM Security Access Manager for Enterprise Single Sign-On supports two main
usage configurations: personal workstations and shared workstations. The
personal workstation configuration is typically used in organizations where users
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are assigned their own workstations. The shared workstation configuration, for
example, is in healthcare organizations where doctors and nurses share
workstations that are deployed throughout the hospital. IBM Security Access
Manager for Enterprise Single Sign-On supports fast user switching through any
of the following schemes:

> Shared desktop
» Private desktop
» Roaming desktop

We describe the supported modes for shared workstations in more depth:
» Fast user switching through shared desktop

Shared desktops allow multiple users to use one generic Windows desktop in
a workstation. Because each user does not have to log on to Windows,
switching users is quicker. However, after switching from user A to user B, the
application contexts for user A are lost. If user A returns later and switches the
workstation back to user A’s account, the user must restart the applications.
For the scheme, AccessProfiles must be created to automatically log off
enterprise applications when user switching occurs.

» Fast user switching through private desktop

Private desktops allow multiple users to have their own Windows desktops in
a workstation. The scheme uses the local user session management feature
of AccessAgent on Windows XP and the Fast User Switching feature for
Windows Vista and Windows 7. These features allow users to retain the
existing user’s desktop session when switching users. When user A returns to
the workstation to unlock it, AccessAgent switches to user A’s earlier desktop
session, allowing user A to resume the previously incomplete or interrupted
work.

» Fast user switching through roaming desktop

Roaming desktops provide users with Windows virtual desktops to roam to
their points of access, from workstation to workstation. With roaming
sessions, a user can disconnect from the current virtual desktop or
application session at a client, log on to another client, and continue the
desktop or application session at a new client. The scheme requires the use
of either a Microsoft Windows Server Terminal Services session or Citrix
XenApp Presentation Server session.

If AccessAgent is configured for shared workstation operation, the workflow
session management module is responsible for the desktop switching between
the different users.
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2.2.2 AccessAgent in server mode

AccessAgent includes a server mode that is automatically enabled when
deployed on a Microsoft Terminal Services or Citrix XenApp Server. A separate
instance of the server-side AccessAgent is started for each terminal session.
When a new terminal session is started, the server-side AccessAgent looks for
the client-side AccessAgent across a virtual channel established between the
terminal server and its Remote Desktop Protocol (RDP) client. Then, the
server-side AccessAgent instance retrieves the required data (profiles,
credentials, and policies) from the client-side AccessAgent to perform various
single sign-on operations within the terminal session. If the user captures a new
credential at either the client or server session, this change is immediately visible
at the other end.

To enable the virtual channel communication feature for a Citrix XenApp server
environment, a service engagement is necessary to provide the applicable
software. AccessAgent in server mode can also function in a stand-alone manner
without relying on a virtual channel to a client-side AccessAgent. In this scenario,
AccessAgent in the terminal session synchronizes the user’s single sign-on data
directly with the IMS Server. No service engagement is required in this case.

Server mode means “server”: Server mode is applicable only on a Windows
Server OS and not on a Windows client OS, such as Windows XP or
Windows 7.

2.2.3 IMS Server

The Integrated Management System (IMS) Server provides a central point of
administration and control. It enables centralized management of user identities,
AccessProfiles, and authentication policies. It also provides loss management of
authentication tokens and audit management. The IMS Server interfaces with
other applications through IMS Connectors and IMS Provisioning Bridges. The
IMS Server can be configured with AccessAdmin. Lower-level configuration
settings for the IMS Server can be configured with the IMS Configuration Utility,
which is accessible by administrators. The IMS Server exposes an internal SOAP
API that is used by AccessAdmin, AccessStudio, and AccessAgent.

Figure 2-10 on page 34 shows the IMS Server architecture.
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Figure 2-10 IMS Server architecture

The IMS Server application runs on the IBM WebSphere Application Server
platform; it is bundled into web application archive (WAR) files and further
packaged into an enterprise archive (EAR). This EAR file must be deployed by
using the IBM Security Access Manager for Enterprise Single Sign-On installer.
The WAR files contain the following main modules of the IMS Server:

» |IMS Runtime

This module implements the core IMS logic and exposes SOAP APIs for
AccessAgent, AccessAssistant/Web Workplace, and third-party provisioning
systems. This module can be categorized into the following subcomponents:

— ldentity management

The IMS Server provides basic identity management functions, such as
user enrolliment and password management for users and administrators.
Supported by a self-service module, users can manage their own
credentials, such as resetting their password.
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— Authentication

The IMS Server provides a one-time password mechanism called
ActiveCode. This ActiveCode is a strong authentication mechanism to
authenticate users online or when their desktop has no connection to the
IMS Server. To allow virtual private network (VPN) servers to authenticate
with a one-time password, the IMS Server also provides a RADIUS
interface.

— Auditing
The auditing framework captures identity information and events in the
database to allow administrators to generate reports for identity auditing:
* List of application accounts for a user
¢ Policy changes performed on a user by an administrator or help desk
* Successful and failed application logons and logoffs

e Summary table of the number of times each user logs on to each
application within a certain period

To analyze the audit log, administrators can use four standard reports that
are provided with the Tivoli Common Reporting engine. Or, they can
generate identity auditing reports by using an SQL query tool (for example,
Microsoft Excel, Microsoft SQL Query Analyzer, and Crystal Reports).

— Other services

The IMS Server synchronizes AccessProfiles, a user’s Identity Wallet, and
various policy settings with AccessAgents. It receives the user’s
application access audit events from AccessAgent.

» AccessAdmin

AccessAdmin is the administrative Ul for the IMS Server, which is described
in more detail in 2.2.5, “AccessAdmin” on page 37.

» AccessAssistant

The AccessAssistant is the web-based interface used to provide password
self-help and password reset services to users. The AccessAssistant module
is packaged into a WAR that is deployed with the IMS Server application.
AccessAssistant uses a SOAP API to authenticate and execute its
self-service and Wallet management services.

» Web Workplace

The Web Workplace is the web-based interface that provides users with the
ability to log on to enterprise web applications by clicking links, without
needing to remember the passwords for individual applications. The Web
Workplace is described in more detail in “Web Workplace” on page 42.
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» IMS Configuration Utility

This utility is a web-based interface for configuring the different IMS Server
settings.

» IMS Configuration Wizard

This wizard hosts the first-time start-up configuration pages for the IMS
Server (where database and certificate attributes are configured).

The IMS Server uses the certificate support infrastructure of its WebSphere
Application Server host. It uses the same certificate authority and Java truststore
for secure communication. Any designated certificate authority (CA) can sign
IBM Security Access Manager for Enterprise Single Sign-On IMS certificates,
which provides flexibility.

The IMS Server also uses the WebSphere Application Server configuration
repository to store its configuration data (for example, the ims.xm1 file).
Therefore, you can now rely on WebSphere Application Server Network
Deployment to automatically replicate configuration changes to all IMS Server
application instances that run in a WebSphere Application Server cell.

The IMS Server relies on an external relational database (IBM DB2®, SQL
Server, or Oracle) to store its system data and user data. The IMS Server also
uses the WebSphere Application Server data source (and connection pooling)
facilities to connect to the IMS database. You have additional flexibility to tweak
the IMS connection to its database, if required, through the WebSphere
Application Server administrative console. Also, you can use the WebSphere
Application Server Performance Monitoring Infrastructure (PMI) infrastructure to
view performance and monitoring counters for IMS data sources.

The IMS Server relies on the Virtual Member Manager (VMM) facility in
WebSphere Application Server to perform the lookup and verification of users.
Therefore, you have the flexibility to use the VMM broad support for various
directories.

2.2.4 IMS database

36

The IMS Server relies on an external relational database to store its system data
and user data. It also stores all its audit logs in the same or a separate database
instance. The IMS Server application communicates with the database by using
Java Database Connectivity (JDBC).
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2.2.5 AccessAdmin

The AccessAdmin component is the web-based management console used by
administrators and help desk employees to manage users and policies on an
IMS Server (Figure 2-11). Different access rights are granted to the administrator
and help desk roles. Certain configurations (for example, system policies) can be
viewed but not modified by the help desk staff.

The AccessAdmin GUI provides the following functions:

» User search and administration (to modify user policies, issue authorization
code, unlock a locked Wallet, revoke a user, and so on)

» Create and maintain policy templates (can be created and maintained by an
administrator only, but help desk staff can view and apply)

» Set system and application policies (can be modified by an administrator only,
but help desk staff can view)

» Access logs and status information
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Figure 2-11 Web-based administration by using AccessAdmin

Authorization and access management

Role-based access control is used to protect access to operations in the
AccessAdmin, Web Workplace, and AccessAssistant applications. Users are
classified into three roles:

» User
» Administrator
» Help desk

A new user is granted the user role by default, when the user first registers to the
IMS Server through AccessAgent or AccessAssistant.

Only users with the administrator role have full access to the AccessAdmin and
AccessStudio applications. For example, only administrators can upload new or
modified AccessProfiles at the IMS Server and can modify the system through
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AccessAdmin. The first administrator user is provisioned during the IMS Server
configuration, by using the IMS Configuration Utility. Then, an administrator user
can assign any user the administrator or help desk role through the
AccessAdmin interface.

Help desk members are responsible for user administration tasks, such as
managing user policies, revoking a second-factor token, such as a USB token or
smart card, and issuing an authentication token for password reset or
second-factor registration.

2.2.6 AccessStudio

The AccessStudio application is used by administrators to create AccessProfiles
required to support sign-on/sign-off and custom workflow automation. This
component can run on Windows only (Figure 2-12 on page 40).

The AccessStudio application provides these functions:

» A wizard mode is for administrators to easily generate AccessProfiles for most
applications, by walking through the set of application windows and by
mapping selected fields/controls used for logon, logoff, and other application
behaviors.

» An advanced mode is for administrators to create AccessProfiles for complex
applications or where complex workflow automation is required.

» Atest mode is for administrators to test a generated AccessProfile against the
target application.

» When the AccessProfile is finished, it can be uploaded to the IMS Server with
AccessStudio.

The AccessStudio must be installed on an existing AccessAgent installation. The
user must have an administrator role and must have an active AccessAgent
session before downloading from or uploading to the IMS Server is possible.
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2.2.7 Provisioning API
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Figure 2-12 AccessStudio application

The IMS Server provides a provisioning API that can automate the user
credential distribution process so that identity management solutions, such as
Tivoli Identity Manager, can provision and remove user involvement in the
credential provisioning and management process. It enables an administrator to
automatically provision IBM Security Access Manager for Enterprise Single
Sign-On with a user ID and password by using an external provisioning system.
An administrator is able to add, modify, and delete IDs and passwords for
particular applications within the provisioning system and have the changes
reflected in IBM Security Access Manager for Enterprise Single Sign-On.

From the provisioning system, all user names and passwords in IBM Security
Access Manager for Enterprise Single Sign-On can also be deleted so that a
user’s access to all protected applications is revoked.
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In most organizations, users must know, remember, and enter their application
credentials. This responsibility is a particular burden on the first day a user
begins work or takes on a new set of responsibilities and permissions. But when
an organization uses the IBM Security Access Manager for Enterprise Single
Sign-On provisioning API, application credential provisioning and deprovisioning
between Tivoli Identity Manager and IBM Security Access Manager for
Enterprise Single Sign-On are automated. So, organizations no longer must
physically distribute credentials to users who must enter them manually into IBM
Security Access Manager for Enterprise Single Sign-On.

Instead, administrators directly create, edit, and delete user credentials through
Tivoli Identity Manager. Users can enjoy single sign-on from day one and are no
longer responsible for tracking their own application credentials, while helping to
maximize security. When users no longer need access to systems, the
integration between the applications enables Tivoli Identity Manager to remove or
revoke the users’ systems and application access and also delete their
credentials automatically from the IBM Security Access Manager for Enterprise
Single Sign-On data store. Controlling the appropriate level of access helps
maximize security and assists with compliance initiatives by demonstrating
enforcement of internal controls to auditors.

Furthermore, the IBM Security Access Manager for Enterprise Single Sign-On
provisioning bridge provides a high level of administrative control. For example,
when application passwords are reset in Tivoli [dentity Manager, IBM Security
Access Manager for Enterprise Single Sign-On is simultaneously updated so that
it always has the correct password. Additionally, it extends audit and reporting
capabilities to include information about applications and the use of applications
that are configured in IBM Security Access Manager for Enterprise Single
Sign-On but that fall outside Tivoli Identity Manager.

2.3 Additional components

IBM Security Access Manager for Enterprise Single Sign-On also includes the
following additional modules:

» AccessAssistant

The AccessAssistant is a web-based interface that enables users to manage
their Identity Wallet. They can reset their IBM Security Access Manager for
Enterprise Single Sign-On password and change the reset questions and
answers. They can view, add, edit, or delete user names and passwords
inside their Wallet.
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» Web Workplace

The Web Workplace component provides a web-based interface that enables
the user to log on to enterprise web applications by clicking links, without
needing to remember the passwords for individual applications. Web
Workplace is often deployed as part of an organizational SSL VPN portal.
Users can (by using a web browser) use SSO in enterprise web applications
with the help of Web Workplace technology. Users also can connect into a
Citrix XenApp or Microsoft Terminal Services session and use SSO with the
AccessAgent instance that runs within the session.

Web APlIs

The Web APIs allow a developer to write a custom enterprise single sign-on
Agent for various platforms, such as Apple Mac OS, Linux, and smartphone,
that can interoperate with the IMS Server. In particular, with these Agents, you
can get, set, and delete user credentials on the IMS Server from any platform.
For more information, see the IBM Security Access Manager for Enterprise
Single Sign-On Web API Guide for Credential Management Version 8.2,
SC14-7646.

2.4 Physical component architecture

42

In this section, we describe the physical components that are assembled for IBM
Security Access Manager for Enterprise Single Sign-On. Figure 2-13 on page 43

shows a simple, base deployment architecture. For a detailed description of
different server deployment scenarios, see 3.3, “Deployment strategies” on
page 75.
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Figure 2-13 Physical base deployment architecture

2.4.1 IMS Server

The IMS Server serves as the central repository and management point for all
system and user data consumed by AccessAgents. The IMS Server performs the
following functions:

» Serves as a central repository and distribution point for AccessProfiles and
other system data.

» Serves as a central repository for all user data, including the credential Wallet
and various authentication and access policies.

» Provides a SOAP API for AccessAgents, AccessAssistant, and Web
Workplace servers to authenticate users, and to retrieve and synchronize
system and user data.

» Provides a SOAP API for AccessStudio to upload new or updated
AccessProfiles for distribution to AccessAgents.
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» Provides a SOAP API for Tivoli Identity Manager to provision application
credentials into user Wallets and users into the IMS Server.

» Provides SOAP and RADIUS APIs for third-party software, such as VPN, to
authenticate users through one-time passwords.

» Provides a web-based interface for administrators to manage users,
machines, and system policies, and to query audit logs. The web-based
interface is named AccessAdmin.

The IMS Server consists of a group of web-based applications developed in Java
and run on top of WebSphere Application Server. Administration of the
WebSphere Application Server is not necessary during IMS Server operation.

2.4.2 IMS database

The IMS Server stores all its data within a relational database. The IMS database
contains these classes of data:

» System data

The class of system data includes AccessProfiles, system policies, user and
machine policy templates, and other system configuration data.

» User data
The class of user data includes application credentials and user policies.
» Machine data

The class of machine data includes any machine policies and information
about deployed machines.

» Audit logs
Every user and administration activity is stored in the database.

2.4.3 Organization directories

An enterprise directory can be used to manage user accounts, including those
accounts maintained by the IMS Server.

The integration of organization directories

An organization directory is an entity that validates user credentials for IBM
Security Access Manager for Enterprise Single Sign-On users. It can be used for
validating users during signup and also during logon, if the password is set up to
synchronize with the enterprise directory password. It can be a directory of user
accounts that define IBM Security Access Manager for Enterprise Single
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Sign-On users. An example for an enterprise directory can be an AD forest, as
depicted in Figure 2-14.
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Figure 2-14 Organization directory integration

An organization directory can contain several authentication services, or none at
all. An AD forest with multiple domains can be an enterprise directory that
contains multiple authentication services, with each authentication service
representing one domain. This definition, coupled with the password
synchronization feature, allows enterprise directory passwords to be used for
both logon to the Wallet and automatic sign-on to applications.

Applications, such as Lotus Notes®, a portal, or SAP applications can be tied to
one, more, or all AD authentication services in a deployment.

Use of existing user registries

IBM Security Access Manager for Enterprise Single Sign-On uses existing user
registries (for example, Microsoft AD or IBM Tivoli Directory Server) to identify
and validate a user when the user registers or signs up. After this step, it creates
an account for this user in its own user repository (stored on the IMS database).
Thereafter, only this database is consulted during run time when the user
accesses the IBM Security Access Manager for Enterprise Single Sign-On
functions. Additionally, user accounts can be provisioned into IBM Security
Access Manager for Enterprise Single Sign-On by using user provisioning
products, such as Tivoli ldentity Manager.
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For deployments where the IMS Server is configured to use Microsoft AD as its
user repository, IBM Security Access Manager for Enterprise Single Sign-On can
be configured to perform password synchronization with AD. In this configuration,
users can always log on to AccessAgent with their latest AD credentials. If this
AD password is reset out-of-band, AccessAgent and the IMS Server verify the
new AD password against the AD server. And, they resynchronize the IBM
Security Access Manager for Enterprise Single Sign-On password to this new
value.

Additionally, for AD deployments, the IMS Server can additionally look up the
directory for attributes of Windows workstations joined to the domain, and use
these attributes to select a machine group policy template to apply onto the
machine.

2.4.4 AccessAgent

AccessAgent gets deployed on user and administrator workstations either
manually or by using software distribution mechanisms. It is suggested that the
AccessAgent installer is preconfigured by the IT organization so that the
installation involves no or minimal user intervention.

AccessAgent and GINA/Credential Provider chaining

For AccessAgents installed with the GINA (for Windows XP) or Credential
Provider (for Windows Vista and Windows 7) option enabled, a user logs on to
the AccessAgent GINA/Credential Provider first, with the required authentication
factors. Then, AccessAgent auto-logs on the user to Windows by using the
Windows account of the user. The Windows GINA/Credential Provider is not
replaced and is still available, as needed.

For AccessAgents installed without the GINA/Credential Provider replacement,
seamless logon is possible (for AD deployments) by using the
EnNetworkProvider feature. For non-AD deployments, the user must separately
log on to AccessAgent after logging on to Windows.

Availability constraints

If AccessAgent has network connection to the IMS Server, it authenticates a user
against the IMS Server by passing along the authentication credentials over
HTTPS to the IMS Server. However, if AccessAgent is offline to the IMS Server, it
then authenticates the user’s presented credentials against cached
authentication data stored on the disk.
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2.5 IBM Security Access Manager for Enterprise Single

Sign-On integration

In this section, we describe the integration of IBM Security Access Manager for
Enterprise Single Sign-On with other products. Figure 2-15 illustrates the basic
integration with other products along with communication protocols.
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Figure 2-15 IBM Security Access Manager for Enterprise Single Sign-On integration

2.5.1 User provisioning products

Products, such as Tivoli Identity Manager, can use the IBM Security Access
Manager for Enterprise Single Sign-On provisioning APIs to provision users and
their accounts for various applications within IBM Security Access Manager for
Enterprise Single Sign-On. These products typically provide a self-care interface
for users to manage operations on their accounts, such as password reset and
password change. You can integrate IBM Security Access Manager for
Enterprise Single Sign-On with these products for self-service functions.
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2.5.2 Compliance products

IBM Security Access Manager for Enterprise Single Sign-On audit logs can be
used by compliance products, such as the IBM Security QRadar family, to
generate cross-product compliance reports. With compliance products, you can
archive security intelligence to make it an intelligent, integrated, and automated
solution.

2.5.3 Software provisioning products

IBM Security Access Manager for Enterprise Single Sign-On AccessAgent can
be provisioned to all Microsoft Windows workstations by using products, such as
IBM Tivoli Provisioning Manager.

2.5.4 Web single sign-on

IBM Security Access Manager for Enterprise Single Sign-On can provide single

sign-on to back-end single sign-on systems, such as Tivoli Access Manager for

e-business with its WebSEAL component. Tivoli Access Manager for e-business
with its WebSEAL component, in turn, can provide single sign-on and centralized
access control for web applications.

2.5.5 User repositories

IBM Security Access Manager for Enterprise Single Sign-On can integrate with
various user repositories (for example, Microsoft AD or IBM Tivoli Directory
Server) to determine the validity of a user when the user initially registers to IBM
Security Access Manager for Enterprise Single Sign-On.

2.5.6 Database servers

IBM Security Access Manager for Enterprise Single Sign-On can integrate with
various database vendors (IBM DB2, Oracle, and Microsoft SQL) to store its
user, policy, and audit information in a database.

2.5.7 Reporting tools

Reports on IBM Security Access Manager for Enterprise Single Sign-On audit
log and user data can be generated through any third-party SQL Reporting tool
or framework. IBM Security Access Manager for Enterprise Single Sign-On also
provides standard reports by using its Tivoli Common Reporting module.
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2.5.8 Monitoring products

The IBM Security Access Manager for Enterprise Single Sign-On IMS Server
provides Java Management Extensions (JMX) APIs that can be used for
monitoring the deployment, such as IBM Tivoli Monitoring. For more information
about JMX APIs, see the IBM Security Access Manager for Enterprise Single
Sign-On Configuration Guide Version 8.2, GC23-9951-01. Because the IMS
Server is a WebSphere Application Server application, you can also monitor it
like any other WebSphere Application Server application.

2.5.9 Third-party readers

The IBM Security Access Manager for Enterprise Single Sign-On AccessAgent
can work with any RFID reader as long as a Provider module based on the RFID
Reader Serial Peripheral Interface (SPI) is developed and deployed on the host
machine.

IBM Security Access Manager for Enterprise Single Sign-On AccessAgent works
with fingerprint readers from all major manufacturers (including readers already
embedded in many notebook products) when the BIO-key Biometric Service
Provider is deployed.

2.5.10 Epic Electronic Health Records

IBM Security Access Manager for Enterprise Single Sign-On integrates with Epic
through an Epic-defined interface for sign-on automation to all applications that

support patient care. When the user starts Epic, it executes the callback function
implemented by IBM Security Access Manager for Enterprise Single Sign-On in
the form of a DLL. The callback function retrieves the user credentials from IBM
Security Access Manager for Enterprise Single Sign-On and then passes them to
Epic. Epic authenticates the user and the user is logged in.

2.6 Conclusion

We conclude the architecture and component design for IBM Security Access
Manager for Enterprise Single Sign-On. We looked closely at the internal data
flow between the different logical components. By using physical component
diagrams, we provided descriptions of where to deploy the physical components.
We also discussed the integration of IBM Security Access Manager for
Enterprise Single Sign-On with other products.
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Solution design and
management

In this chapter, we highlight important aspects involved in the design of an IBM
Security Access Manager for Enterprise Single Sign-On solution. When
determining the most suitable installation and deployment strategy, we consider
several functional requirements that are often encountered. We compare diverse
operational environments and provide guidance about which scenario might best
serve the needs of an organization. We describe how a high-availability solution
architecture can be created either by using the traditional software installation
options available or by using the new virtual appliance for IBM Security Access
Manager for Enterprise Single Sign-On.

We also illustrate how an organization can manage user expectations by opting
for a controlled approach to rolling out the technology incrementally to various
systems and users. We then talk describe several of the policy elements linked to
the creation of AccessProfiles and how these AccessProfiles can be used to
gradually increase the number of applications that an organization wants to
enable for single sign-on (SSO).

The chapter concludes by explaining how multi-factor authentication can be used
to enforce the security policy of an organization with reduced cost and how audit
report generation can help in demonstrating compliancy with regulatory
requirements.
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3.1 Business requirements

This section describes some of the key questions an organization seeks to
answer before designing a single sign-on solution. The outcome of this exercise
determines how the single sign-on technology fulfills the business requirements.
The installation and deployment methodology that is selected depends on these
business requirements and on the functional requirements demanded from the
selected technology.

One of the main drivers behind the implementation of a single sign-on solution is
the desire to increase security while effectively managing operational IT costs,
improving productivity, and addressing compliance concerns.

3.1.1 Increasing security

52

Typically, organizations seek to implement single sign-on solutions when new
and more secure authentication standards are introduced. These solutions can
range from mandating more complex passwords to insisting on multi-factor
authentication. A risk assessment often precedes the introduction of a new
standard.

Organizations analyze their data sets and the applications and systems that
interact with these data sets. They determine which of the data sets are most
valuable to them and take the steps necessary to reduce the risks associated
with them to a level that the organization deems acceptable.

The three security aspects that are typically observed are the confidentiality,
integrity, and availability of systems. Revenue producing services need to be able
to continue to run. Private data and intellectual property need to be shielded from
the outside world. And, the data that is used as the basis of business decisions
must be trustworthy.

After determining which risks the organization faces, a security policy is created
to reduce the risk level to an acceptable level. One of the mitigating controls that
is often selected to reduce risk is to introduce a trustworthy authentication and
authorization mechanism for various information technology systems.

Authorization mechanisms prevent unauthorized users from accessing systems,
applications, and data. Additionally, when changes are made or when systems
are accessed by an authorized user, an audit trail can be generated based on the
identity that was used in the authentication process. Changes and data
disclosure can be traced back to a specific timestamp and to a specific user
identity.

IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide



The identities (such as a unique user name), which are used by the authorization
process to determine whether specific actions are permitted for a user, are
provided by the authentication process.

Authentication is the process where physical persons prove that they are who
they claim to be to IT systems. The most common way of authenticating to
systems and applications is by use of a secret password or personal
identification number (PIN) code. Because the password is known by one person
only, whoever can provide the correct password is trusted by the application to be
who they claim to be.

To prevent false identity claims, a password or PIN must be complex. Banks likely
do not accept 1234 as an appropriate PIN, and organizations likely do not accept
words that appear in a dictionary as acceptable passwords. These passwords
are too trivial to guess in a brute-force guessing attack.

Alternatives to passwords: A security policy sometimes insists on stronger
authentication methods than password-based authentication. Often a
combination of multiple authentication factors is used. Authentication then
requires a combination of elements that a person fas (for example, a smart
card or access badge), knows (for example, a password) and is (for example,
fingerprint scan). IBM Security Access Manager for Enterprise Single Sign-On
supports multi-factor authentication mechanisms.

Organizations typically use a wide array of applications and systems that can all
require various password complexities (dependent on the sensitivity of their
nature and the way the application was programmed). This approach can lead to
a situation where individuals are forced to create and remember a multitude of
user names and passwords. This situation in itself can introduce a new security
risk.

As the number of different user names and passwords that individuals are
required to remember increases, the likelihood that they can truly keep them safe
diminishes. A classic password-coping strategy for many people is to write down
the passwords and store them in a restricted environment, such as a private
notebook or office drawer. Another coping strategy is resorting to recycling or
reusing passwords between different secure and less secure systems and
applications. This approach, too, introduces additional risk. The compromise of
an outdated insecure application means that the password for more secure
systems might also be revealed.

To eliminate the risk of users no longer truly keeping their passwords secret, the
implementation of a single sign-on solution is often necessary. A secure and
permanently available software Wallet allows the users in an organization to
automate the process of entering passwords with varying complexity and
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expiration rules in the relevant applications. A user needs to provide only one set
of credentials to have the entire set of user names and passwords at their
disposal.

3.1.2 Reducing costs and improving productivity

The cost that is associated with user authentication can be threefold:

» The development cost of updating or changing applications to allow the use of
more secure authentication methods

» The cost related to help desk interventions related to passwords issues

» The loss of productivity of requiring users to log in manually to a multitude of
applications and systems

All organizations use a wide range of applications and systems, either developed
in-house or sourced from external software vendors. Not all applications and
systems have the same type of strong authentication built-in. For several
applications, the cost to change the authentication mechanism to a level that
meets the chosen standard exceeds acceptable levels. For some end-of-life
applications, there is no choice other than to accept an insecure authentication
mechanism that was included by the software creators at the time of release.

If an organization wants to enforce a password with several complexity
requirements or even insists on the use of multi-factor authentication, but the
application has no built-in support for these demands, a single sign-on solution
can serve this purpose without the costly process of changing those individual
applications.

Another cost factor related to authentication is the user support cost. A significant
part of the incidents raised within the average organization is related to password
issues. The issues range from people simply forgetting their passwords for
infrequently used applications to users that change their password while having
caps lock turned on and do not realize it until it is too late. Even just trying to
come up with a suitably complex password can be a challenge for many people,
forcing them to call on support services.

A need to reduce support costs is the second major driver behind the
implementation effort of an enterprise single sign-on solution. IBM Security
Access Manager for Enterprise Single Sign-On not only eliminates the need for
users to remember a multitude of credential sets, it can also be configured to
allow users to reset their passwords themselves through a challenge-response
system. It can be linked to generating and provisioning sufficiently complex
passwords in a way that is not apparent to the user.
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Implementing an enterprise single sign-on solution is also often considered a
quick win for the IT department. The productivity gain for office workers
throughout the organization is often visible and highly appreciated throughout an
organization. Alleviating the hassle for so many people of having to constantly
enter user names and passwords manually in various applications over and over
again by implementing single sign-on is a visible IT project that yields significant
goodwill in other departments.

3.1.3 Addressing compliance

A third requirement that makes the business case for implementing single
sign-on technology is the need to be compliant with various regulatory
compliance standards and to demonstrate the compliance to auditors.

Many regulation standards require that users sign on to access information with
their own credentials. Shared accounts that cannot be individually traced back
are often no longer tolerated. Additionally, most standards insist that all access is
logged, and that applications must log out if there is inactivity. All of these steps
are an effort to minimize unauthorized access to relevant data.

In 3.1.1, “Increasing security” on page 52, we explained how IBM Security
Access Manager for Enterprise Single Sign-On can be used to strengthen
information access by enabling organizations to enforce stronger passwords and
multi-factor authentication. In Chapter 7, “Strong authentication using RFID” on
page 227, we also show how IBM Security Access Manager for Enterprise Single
Sign-On can be configured so that computers that are left unattended are
automatically logged out.

In 9.6, “Tivoli Common Reporting” on page 299, we elaborate on the options that
exist to generate on-demand or scheduled audit reports. IBM Security Access
Manager for Enterprise Single Sign-On includes built-in user-centric event
capture. These event logs can be processed and used in various types of audit
reports.

Virtual Appliance: The reporting engine is fully integrated in the Virtual
Appliance version of IBM Security Access Manager for Enterprise Single
Sign-On. For software installations of IBM Security Access Manager for
Enterprise Single Sign-On, you must install the reporting software separately.

Chapter 3. Solution design and management 55



3.2 Functional requirements

After the business requirements that drive the need for the enterprise single
sign-on technology are defined, the next step is to determine the functional
requirements for the technology. The enterprise single sign-on technology can
alleviate many of the secure authentication issues that an organization faces.
The technology itself needs to be inherently secure. In 3.2.2, “Operational
security requirements” on page 61, we provide an overview of several available
techniques to IBM Security Access Manager for Enterprise Single Sign-On 8.2 to
provide the necessary level of trust to an organization.

Other functional requirements can be specific to every organization. They can,
for instance, include a need to support both private workstation sessions and
support roaming desktops in virtualized environments. The supported types of
operation are introduced in “Session management” on page 31. And, in this
chapter, we compare the functionality offered by the available session models.

Another frequently listed demand is the ability to use existing infrastructure when
deploying single sign-on solutions. Many organizations, for instance, want to
maximize the use of their existing directory and database systems for their single
sign-on deployment. This capability bundled with an explanation about how all
components can be designed in a high-availability (HA) setup is discussed in
3.2.3, “High-availability design” on page 66. Although high availability typically
falls into the category of non-functional requirements, we cover the topic here.

For the next important functional requirement, we elaborate on the various
authentication methods. The available second-factor authentication methods are
introduced in “Second authentication factors” on page 21. In 3.2.4, “Multiple
factor authentication” on page 71, we provide scenarios that illustrate the
possible deployment options of these technologies.

There are two final functional requirements that are worth mentioning, although
we do not describe them in detalil. It is important to avoid changes to the
infrastructure, because no client or server needs to be reconfigured to work with
IBM Security Access Manager for Enterprise Single Sign-On and no integration
work is required for applications. The solution must be extendable and able to
insert plug-ins (scripts) to enforce additional authorization checks, to automate
certain workflow actions, and to submit custom audit logs.

3.2.1 Comparing the various session management models
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IBM Security Access Manager for Enterprise Single Sign-On can be deployed on
personal workstations or shared workstations; in private desktops or shared
desktops; on Microsoft Remote desktops; on Citrix XenApp Servers, or on
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VMware Virtual Desktop Infrastructure (VDI). In “Session management” on
page 31, we provide an overview of the characteristics of these various session
management models.

Some organizations, however, require a mix of these models when they list their

functional requirements. Most organizations have a large pool of workstations

that are used by a single user and for which the personal workstation session

model suffices. However, the trend to share environments and save on license
costs and other resources clearly mandates the use of the shared desktop and
roaming desktop models available with IBM Security Access Manager for

Enterprise Single Sign-On.

Table 3-1 provides an overview of the available configuration modes and their
advantages and disadvantages.

Table 3-1 Comparison of different desktop operating modes

AccessAgent
configuration

Advantage

Disadvantage

>
>

Personal workstation
One PC, one user,
standard SSO

Easy integration
SSO to every
application possible

v

Only basic SSO

Shared workstation,
shared desktop

One PC, many users,
only one desktop

Easy user switching
Applications can be
kept running under a
generic Windows user
and be accessed by
the different users that
login

Application context
gets lost during user
switching, applications
thatare run as a
logged-on user need to
be restarted after a
user switch

Shared workstation,
private desktop

One PC, many users,
many desktops

Applications remain
open even during user
switching

Fast switching possible

Not all applications
support more than one
instance and must be
closed during a user
switch

All applications stay in
memory, which can
consume significant
memory

Roaming desktop

User can move a
session from one
desktop to another

Requires Windows
Terminal services,
Citrix Presentation
Server, or VMware VDI
deployment
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Dealing with production control applications: Production control
applications that take a significant amount of time to calibrate at start-up can
be kept running under a generic Windows user. Then, they can be shared
between various users in the shared desktop model. Other applications that
require individual accountability are logged off and restarted whenever user
switching occurs.

Shared desktops

Shared desktops are one of the supported shared workstation modes. In a
shared desktop mode, multiple users share a generic Windows desktop in one
workstation.

After configuring the necessary Windows settings, you must configure IBM
Security Access Manager for Enterprise Single Sign-On shared desktop settings
in AccessAdmin. You can use the Setup Assistant for this configuration.

You must decide on these policies:

» Who can unlock a computer when it is locked by a logged-on user?
» What must happen at Windows start-up?
» Are users allowed to log off, and if so, what happens then?

Private desktops

Private desktop is another one of the supported shared workstation modes. In a
private desktop mode, users have their own Windows desktop in a workstation.
The private desktop is only visible to the individual user. No other user can view
it. If the user copies anything into the clipboard from one desktop, the user
cannot paste it into another desktop.

You must decide on these policies to correctly set up the private desktop settings
in AccessAdmin:

» What is the maximum number of concurrent user sessions on a workstation?
» What applications must be shared among the various users that log on?

» What happens if someone tries to start a second instance of an application
that is shared across desktops?

» What happens if a desktop is inactive for an extensive period?
For more information about these policies, see IBM Security Access Manager for
Enterprise Single Sign-On Version 8.2 Policies Definition Guide, SC23-9694-01:

http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.it
amesso.doc/concepts/ic_policies_guide.html
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Roaming desktops

IBM Security Access Manager for Enterprise Single Sign-On supports single
sign-on and authentication services for applications hosted on Citrix XenApp
Servers, Microsoft Terminal (Remote Desktop) Server, or VMware VDI.

Understanding the difference in the concept: The original IBM Security
Access Manager for Enterprise Single Sign-On roaming desktop concept
applies to Citrix XenApp and Microsoft Terminal (Remote Desktop) Server
only. In these cases, an AccessAgent runs on Windows Server, which
supports multiple concurrent user sessions. This concept also applies to the
standard and lightweight modes for the Server AccessAgent.

VMware VDI implements a new concept that supports the “roaming desktop”
use scenario, where users can access the same desktop wherever they roam.
However, it does not involve the use of a Server AccessAgent and its standard
and lightweight mode (and virtual channels). The VDI virtual desktop runs a
Windows client OS, and AccessAgent is installed in regular client mode there,
which runs separately from AccessAgent (if any) at the physical client.

While you install AccessAgent in a Citrix or Terminal Server, which then
creates a separate AccessAgent session for each user terminal session, you
do not install AccessAgent into a VDI Server.

Instead, you typically pre-install AccessAgent into the golden image
(Windows XP or Windows 7) on the VDI system, and the VDI system
instantiates one or more virtual desktops for users based off this golden
image. In this case, each virtual desktop has its own installed instance of
AccessAgent.

You must install AccessAgent on each Citrix or Terminal Server. For every
remote session on a Citrix or Terminal Server, an AccessAgent instance runs to
help users sign on once (single sign-on) to their applications on the particular
remote session. Users can later connect to the same remote session on the
Citrix or Terminal Server through any client computer.

AccessAgent installed on a Citrix or Terminal Server can run in standard mode or
lightweight mode. Running in lightweight mode can reduce the memory footprint
of AccessAgent on a Citrix or Terminal Server and can improve the single
sign-on start-up duration.

See Table 3-2 on page 60 for a comparison of the AccessAgent modes.
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Table 3-2 AccessAgent modes

Features Standard mode Standard mode (with Lightweight mode
(without virtual virtual channel)
channel)
Performance Normal Normal Better

User experience

Log on to Server
AccessAgent through
EnGINA or Network
Provider

Automatic logon to
Server AccessAgent
with Client
AccessAgent
credentials

Automatic logon to
Server AccessAgent
with Client
AccessAgent
credentials

Supported
authentication factors

Not applicable

Radio frequency
identification (RFID)
Fingerprint biometrics

All authentication
factors

Synchronize changes | No, both AccessAgents | Yes Yes
between Client synchronize separately

AccessAgent and with the IMS Server in

Server AccessAgent this case

AccessAgent Wallet Yes Yes Never

cached on the Server

Behavior of
AccessAgent when
users log on and log
off

Depends on graphical
identification and
authentication (GINA)
or Network Provider

Log off remote
AccessAgent and
disconnect remote
session

Disconnect remote
session

The single sign-on experience on a Citrix or Terminal Server varies, depending
on how you deploy AccessAgent and on the policies that you configure.

The following setup options are available:

» Install AccessAgent on the Citrix or Terminal Server only (Server
AccessAgent)

» Install AccessAgent on the client computer (Client AccessAgent) and on the
Citrix or Terminal Server

» Install AccessAgent on the client computer (Client AccessAgent) and on the
Citrix or Terminal Server but use lightweight mode (with virtual channel)

After an organization determines its functional requirements, the organization

can customize the Windows desktops or application logon experience hosted on

the Citrix or Terminal Servers through policy settings.
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For more details, see the IBM Security Access Manager for Enterprise Single
Sign-On Version 8.2 Planning and Deployment Guide, SC23-9952-03:

http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.it
amesso.doc/concepts/ic_deployment guide.html

3.2.2 Operational security requirements

To better understand how IBM Security Access Manager for Enterprise Single
Sign-On implements operational security, we first identify which information
assets and procedures must be secured within the software solution.

IBM Security Access Manager for Enterprise Single Sign-On handles the
following types of sensitive data:
» Application credentials

These credentials are stored on behalf of a user to provide automated access
to enterprise applications.

» Encryption keys
These cryptographic keys are used to protect the user credentials.
» Authentication factors

This secret data that is provided by a user proves the identity of the user to
the system. This secret data includes the user IBM Security Access Manager
for Enterprise Single Sign-On password, biometric data, and one-time
passwords (OTPs).

» Audit logs
Audit logs must be protected against tampering.
All the sensitive data items listed must be protected as they flow through the

system. Thus, we specify the following security requirements for IBM Security
Access Manager for Enterprise Single Sign-On:

» Secure storage

If sensitive data has to be stored, either on the server or the clients, it must be
stored in an encrypted form.

» Secure processing

Sensitive data must be in an unencrypted form while it is used. The system
must prevent other user programs from accessing the unencrypted data while
it is held in memory.
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» Secure communication

Sensitive data must be protected from eavesdroppers as it travels between
the components.

Securing Wallets

In this section, we explain how IBM Security Access Manager for Enterprise
Single Sign-On protects all sensitive data items in the components.

Secure storage

Sensitive data that belongs to the users is encrypted with a random
cryptographic key that, in turn, is protected by the IBM Security Access Manager
for Enterprise Single Sign-On password and other authentication factors of the
users:

» Secure storage on the server

The IMS Server (introduced in 2.2.3, “IMS Server” on page 33) stores only the
encrypted forms of the user credentials in its database, so breaking into the
database does not reveal the credentials. Moreover, the access controls on
the database are configured in so that only an IMS Server-specific database
account and the database administrators are granted access to the data.

» Secure storage on the clients

On client workstations, AccessAgent (introduced in 2.2.1, “AccessAgent” on
page 17) stores a copy of the encrypted credentials and common symmetric
key (CSK) in a secure data file called Cryptobox. Data is stored in an
encrypted format by using encryption keys derived from the authentication
factors of the users and, optionally, certain machine attributes. AccessAgent
can be configured to delete Cryptoboxes if they are not used for a specified
number of days.

This approach can minimize the risk of exposure to brute-force attacks on user
credentials stored in Cryptoboxes.

Secure processing

AccessAgent protects sensitive data while the data is in the computer memory.
The credentials of the users are decrypted on demand and are held in memory
temporarily while they are used, and wiped clean immediately after use.

Secure communication

AccessAgent communicates with the IMS Server during logon, periodic sync,
and various other scenarios, during which user sensitive data might be
transmitted. The communication channel that carries this sensitive data is
protected by using Secure Sockets Layer (SSL). After AccessAgent verifies the
SSL certificate issued to the server, the communication is encrypted by using
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temporary session keys. This approach prevents eavesdroppers from extracting
the sensitive data from network packets.

Important: The default expiration of an SSL certificate is one year.
Operational teams that manage the IBM Security Access Manager for
Enterprise Single Sign-On environment need to include certificate renewal in
their planning. The following procedure explains how to renew an SSL
certificate:

http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm
.itamesso.doc/tasks/renewing_ss1.html

Secure audit logs

AccessAgent submits audit logs that contain logon and SSO events to the IMS
Server immediately if a network connection exists. Otherwise, the logs are
cached offline in an encrypted form and submitted to the IMS Server when the
AccessAgent session of the users next has connectivity.

The IMS Server stores audit logs in a set of audit log tables in the IMS database
that are protected by DB access control lists (ACLs). These logs can be exported
and backed up for safekeeping. Alternatively, the IMS Server can be configured
to forward logs to a designated SysLog server, where they can be integrated with
a centralized security information and event management system.

Recovering Wallets

The Wallet of a user is protected by an encryption key, which, in turn, is protected
by the IBM Security Access Manager for Enterprise Single Sign-On password. If
the user forgets the password, the credentials stored in the Wallet are not
available, which prevents the user from accessing enterprise applications. IBM
Security Access Manager for Enterprise Single Sign-On provides the user with
various means to recover the Wallet, even if the password is forgotten. During
registration, a user is allowed to register one or more personal secrets. These
secrets are responses to questions only the user is likely to know. If the user
forgets the password, the user must provide a specified number of correct
personal secrets to reset the password and recover the Wallet. In this process,
IBM Security Access Manager for Enterprise Single Sign-On re-encrypts the
user CSK with the new password provided by the user.

For more details about this topic, see Chapter 6, “Password self-services
implementation” on page 199.

Strengthening the protection of Wallets

Because logging on to IBM Security Access Manager for Enterprise Single
Sign-On provides the user with the credentials to log on to multiple enterprise
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applications, the authentication to IBM Security Access Manager for Enterprise
Single Sign-On must be strengthened. IBM Security Access Manager for
Enterprise Single Sign-On provides several ways to strengthen the
authentication.

Use of password policies

For Active Directory-based deployments, the IBM Security Access Manager for
Enterprise Single Sign-On password is synchronized with a user’s Active
Directory password and is subject to the same password policies set by the
organization’s Active Directory.

For non-Active Directory deployments, the organization can configure IBM
Security Access Manager for Enterprise Single Sign-On password policies to
ensure that strong passwords are used.

Use of authentication factors

Access to the Wallet can also be strengthened by enforcing the use of additional
authentication factors, such as RFID badges, finger biometrics, and smart card
tokens (see also 2.5.9, “Third-party readers” on page 49).

The use of multi-factor authentication increases security. An attacker now needs
to obtain both a physical token and a password or a PIN of a user to gain access
to a Wallet. IBM Security Access Manager for Enterprise Single Sign-On can use
RFID-enabled facility access badges as authentication factors. Users must
present their RFID access badge and the password to log on to their systems. To
log on using a smart card token, the users supply the smart card PIN, which is
verified by the smart card itself. The private data on the smart card is protected
by the PIN, which is locked out after a pre-configured number of successive failed
attempts. IBM Security Access Manager for Enterprise Single Sign-On uses
Public Key Cryptography to authenticate the smart cards to the IMS Server by
using 2048-bit Rivest-Shamir-Adleman algorithm (RSA) keypairs stored on the
smart cards.

Finger biometrics can be used for authentication without the use of a password.
To log on, a user places the appropriate finger on a fingerprint reader. A template
of the finger minutia is created and compared with the template of that user’s
finger created at initial enroliment. The fingerprint itself is not stored and the
template cannot be reverse-engineered to replicate the fingerprint, providing an
additional layer of security.

User convenience: As an added convenience, policies are often designed so
that they allow cached passwords for several hours when using an RFID
access badge, for instance. Users are then only asked to present both their
RFID badge and enter their password one time every n hours.
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How the private desktop feature ensures security

The private desktop feature is provided by AccessAgent. It uses the Windows
operating system support to create multiple Windows desktops for different user
accounts. It uses the user’'s own Windows privileges and facilitates the switching
between these desktops. This way, the private desktop is only visible to the
individual user; no other user (including the administrator) can access it.

In Windows XP, when a new user logs on from the AccessAgent graphical
identification and authentication (GINA), the private desktop first verifies that the
user is a valid user, and then creates a Windows desktop for that user. It then
loads the Windows profile of the user, and creates the shell of the user (starting
Windows Explorer, and so on) for the user to interact with the desktop. The
private desktop also provides Global Policy Object (GPO) support by starting the
client-side extensions to apply the group policies applicable to the user. Next, the
user shell in the security context of the user is created. Therefore, all applications
run from the desktop are executed in the user’s own security context.

In Windows 7, IBM Security Access Manager for Enterprise Single Sign-On uses
Windows fast user switching (FUS) to support concurrent multiple user sessions
on the same workstation. It uses the security features built into Windows FUS.
IBM Security Access Manager for Enterprise Single Sign-On enhances the
native FUS functionality. It enforces IBM Security Access Manager for Enterprise
Single Sign-On authentication policies (for example, second-factor
authentication) before granting user access into private desktop sessions on the
workstation.

With the private desktop session, each desktop runs with the rights of the user’s
Active Directory account, and so, access to each user’s desktop/resources
remains protected by Windows access control. As long as each user account
does not have administrative rights on the machine, a user cannot possibly
access another user’s data.

When users log off from their desktop, the private desktop gracefully logs off the
users’ applications by sending end session messages to each open window on
the users’ desktops. Similar to a normal Windows logoff when an application is
not ready to end, the private desktop displays a notification to the users and lets
them terminate the logoff processes. If a system restarts or shuts down, all
private desktops are logged off gracefully before the system restarts or shuts
down.

The private desktop is designed to prevent malicious software or some other
desktop management software from switching between a current desktop to
another user’s desktop. If a third-party software tries to perform desktop
switching, AccessAgent immediately locks the workstation. If the component of
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AccessAgent that implements this security measure is somehow terminated by
the administrator, the computer is restarted automatically.

This functionality also prevents the clipboard content on one desktop from being
accessed from another desktop session. Anything copied onto the clipboard from
one desktop is prevented from being pasted into another desktop.

3.2.3 High-availability design

Implementing high availability is about ensuring that services are always
available. Several layers of redundancy are built into IBM Security Access
Manager for Enterprise Single Sign-On. Whether an organization wants to
implement high availability for every component of the single sign-on architecture
is part of the organization’s functional requirement assessment. Some
organizations insist on implementing high availability for every component. Other
organizations choose to rely on the caching functionality offered by AccessAgent
and a disaster recovery procedure (as explained in “Disaster recovery” on

page 71) to cope with a potential failure of the IMS Server.

The second option of not implementing high availability at all component levels,

and instead relying on a tested disaster recovery procedure, can be a valid

option’:

» If the IMS Server is not available, AccessAgent can remain functional,
because AccessAgent caches system data into a machine Wallet and user
data into individual user cached Wallets.

» When the server is offline, AccessAgent can continue to authenticate users
with one or two authentication factors by using the authentication data cached
on the local computer.

» AccessAgent can provide single sign-on for the user when the server is offline
by using the cached user Wallet.

» If the user forgets the password or second authentication factor, IBM Security
Access Manager for Enterprise Single Sign-On provides various ways for
users to regain access to the user Wallet.

In Chapter 2, “Single sign-on architecture and component design” on page 11,
we explain the logical components of the IBM Security Access Manager for
Enterprise Single Sign-On solution. A simplified architectural overview of these
components is shown in Figure 3-1 on page 67.

1 A risk assessment must determine whether high availability is a functional requirement for IBM
Security Access Manager for Enterprise Single Sign-On components.
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Figure 3-1 Logical relationships between client and server components

All components can be configured in a high-availability mode. We first briefly
include a description of database and directory servers. We then focus on the
actual single sign-on server components, whether it is a virtual appliance or a
traditional software installation on Windows servers.

Database high availability

IBM Security Access Manager for Enterprise Single Sign-On uses the existing
high-availability features of the database products with which it works.

The most popular method for database HA is the use of clustering features
supported by the database product. Typically, this method is used in conjunction
with a compatible third-party HA solution, such as Tivoli System Automation for
Linux/AlX or Microsoft Cluster Server (MSCS) for Windows. A typical clustered
configuration involves an active-passive pair of database nodes with access to
shared disk storage (for example, a storage area network (SAN)). The IMS
Server naturally works with a clustered database, because the cluster service
presents a single database endpoint to which the IMS Server connects.

There are alternative methods of maintaining an active-passive pair of database
nodes, without the requirement of shared disks, such as the DB2 high availability
disaster recovery (HADR) feature. These DB HA features might not necessarily
support automatic failover in its basic configuration, and typically require
additional software or hardware to support automatic failover. For example, DB2
HADR requires an initiator function, such as Tivoli System Automation, to
support automated failover. Additional database HA configurations might require
that a special Java Database Connectivity (JDBC) connection string, for
example, which identifies all the database nodes, is configured at the IMS Server
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WebSphere Application Server tier. This JDBC configuration is not supported by
the IMS configuration utility. The administrator needs to manually configure the
data source at WebSphere Application Server for the IMS Server to use.

Supported databases: IBM Security Access Manager for Enterprise Single
Sign-On supports IBM DB2, Microsoft SQL, and Oracle databases.

Directory server high availability

IBM Security Access Manager for Enterprise Single Sign-On does not store any
data on the enterprise directory, does not require any directory schema
extensions, and does not connect to the directory server for most single sign-on
scenarios.

IBM Security Access Manager for Enterprise Single Sign-On relies on the
directory server to verify user identities during sign-up. If password
synchronization is configured, IBM Security Access Manager for Enterprise
Single Sign-On also connects to the directory server when performing password
reset and password synchronization tasks.

WebSphere configuration to enable directory server availability: To
ensure high availability at this level, configure the Virtual Member Manager
(VMM) component of the WebSphere Application Server (introduced in 2.2,
“Logical component architecture” on page 16) to communicate to more than
one Active Directory domain controller instead of a specific domain controller.

We can configure VMM with just an Active Directory domain name (so that it
can locate any Active Directory controller) only if secure Lightweight Directory
Access Protocol (LDAPS) is enabled on Active Directory.

If LDAPS is not enabled on Active Directory, you need to configure VMM with
the host name of multiple individual Active Directory controllers for failover
purposes.

Virtual appliance replication for high availability

An organization can choose to deploy a ready-to-run server virtual appliance on
VMware ESX or ESXi for faster deployments, as we describe in 3.3, “Deployment
strategies” on page 75. These server virtual appliances can be deployed in a
stand-alone or high availability configuration, as shown in Figure 3-2 on page 69.

To achieve high availability for the IBM Security Access Manager for Enterprise
Single Sign-On server components when you use virtual appliances, use the
Export and Import configuration tools.
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The Export and Import configuration tools can be used to replicate the IMS
Server configurations among virtual appliances. You can deploy and activate two
or more virtual appliances. After a virtual appliance is configured completely, you
can export the configuration to another deployed virtual appliance. Figure 3-2
shows two virtual appliance replicas that are configured the same for high
availability with a load balancer in front of them.

No integrated database: The virtual image does not have a preinstalled
database server. An external database is still required, and it needs to be
separately configured for high availability.
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Figure 3-2 Two virtual appliance replicas configured the same for high availability with a load balancer

In the configuration that is shown in Figure 3-2, there is no reliance on the IBM
HTTP Server to balance the load across the WebSphere Application Server.
Each IBM HTTP Server connects to the WebSphere Application Server instance
on the same virtual appliance only.

Load balancing and clustering

An organization can also achieve high availability for the IMS Server by setting up
multiple hosts with the software installations of the IMS Server on their own
Windows servers if they prefer. They can use a load balancer as the deployment
front end with session-awareness and automatic failover capabilities.
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The IMS Server architecture consists of multiple tiers, as shown in Figure 3-3:
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Figure 3-3 shows a multiple tiered deployment with a load-balancing IP
infrastructure as the deployment front end to distribute AccessAgent client
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Figure 3-3 Multitiered deployment with a load-balancing IP infrastructure

In Figure 3-3, the load balancer routes traffic to the web server tier, which in turn
routes traffic to the application server tier. The load balancer is responsible for
distributing incoming requests evenly to a collection of IMS Servers on the
application tier. By using a load balancer with session affinity, traffic from each
client is always routed to the same IBM HTTP Server.
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In this configuration, it does not matter whether the IBM HTTP Server is on the
same host as the WebSphere Application Server. Each IBM HTTP Server can
send requests to any WebSphere Application Server instances, on the same or a
different host.

Disaster recovery

An organization can also decide to set up disaster recovery (DR) for IBM Security
Access Manager for Enterprise Single Sign-On. The organization sets up a
standby of the IMS Server and its database at a designated disaster recovery
site.

Considerations for disaster recovery design differ from availability. Disaster
recovery focuses on the actions and processes to recover from a disaster that
strikes the existing infrastructure.

To set up disaster recovery, an organization must configure the IMS Server to
use the same configuration as the active IMS Server, except for the IP address
and the IMS Server database.

The organization can use the Export and Import configuration tools to copy the
production environment configuration and replicate it in the disaster recovery
environment.

Mirroring the database to a DR site: The standby database can be kept
updated through log shipping or database mirroring technologies of the
database vendors, for example, DB2 HADR.

After the standby database is set up, you can switch to the disaster recovery site
by using one of the following methods:

» Switching the standby database to active mode so that AccessAgent is
redirected to synchronize with the IMS Servers at the disaster recovery site

» Starting the IMS Server service on the standby server hosts

» Switching the Domain Name System (DNS) settings so that AccessAgent
points to the IMS Server at the disaster recovery site

3.2.4 Multiple factor authentication

Authentication factors are available in different forms and functions, such as
passwords and devices that work like a key. A strong authentication setup
reduces the risk of security compromises. Organizations can implement a
second authentication factor or an alternative authentication factor to secure user
sessions.
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These more secure authentication standards are not demanded for all
applications. These more secure authentication standards are required for those
applications where the importance of the data or the likelihood of an attack is too
great to rely on passwords alone.

IBM Security Access Manager for Enterprise Single Sign-On supports the use of
different authentication factors, such as fingerprints, RFID and smart card
devices, and one-time passwords (OTPs).

The devices or codes can be used as second authentication factors. You can
also use a fingerprint reader as an alternative authentication factor to a
password.

Authentication policies can vary per user group and per machine group. For
example, you can roll out RFID cards to users in one department, smart cards to
another group of users, and password-only authentication for a third group of
users. You can configure some systems with RFID readers and other systems
with fingerprint readers. You can allow users to register more than one second
factor, such as an RFID card and smart card, or to easily switch from one second
factor to another factor. Users can have multiple authentication factors
registered.

The factors depend on the analysis of the functional requirements created by the
relevant departments and on the security policy and standards defined by the
entire organization.

Table 3-3 on page 73 lists examples of a use-case scenario and a particular
target group for each authentication factor.
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Table 3-3 Authentication factor scenario examples

Authentication factor

Use case scenario

Targeted user group

Building access badge

Users tap their building
access badge on the reader
and enter a password to log
in to IBM Security Access
Manager for Enterprise
Single Sign-On and gain
access to the network or
applications.

This solution is best suited
for business users that work
within the corporate
premises.

Active RFID

Users are identified as they
approach the workstation.
They simply enter a
password to log on.

This solution is best suited
for staff members that
require fast logons and
logouts.

Unlike building access
badges, users do not have
to tap their badges on the
readers to identify
themselves. This solution is
more convenient, but it also
has a higher total cost of
ownership.

Mobile device

Users receive a Mobile
ActiveCode on their Short
Message Service
(SMS)-enabled or
email-enabled mobile
device. Users use this code
with their IBM Security
Access Manager for
Enterprise Single Sign-On
user name and password to
log on. This factor works in
an AccessAssistant and
Web Workplace
environment.

This solution is best suited
for remote users who need
a second factor to log on
remotely.

This solution frees the
remote users from having to
carry additional devices
while still maintaining
access security. Mobile
ActiveCode is also more
cost-efficient compared to
traditional one-time
password tokens.
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Authentication factor

Use case scenario

Targeted user group

iTag (identity tag)

Users use any personal
device or photo badge with
smart labels or sticker
labels to enable two-factor
authentication.

This solution is an
alternative to conventional
token-based two-factor
authentication.

With iTag, users do not incur
the inconvenience of
carrying a separate token
for authentication. By using
what users already have for
authentication, enterprises
can minimize the cost and
complexity of two-factor
authentication projects.

Finger biometrics

Users use their fingerprints
to log on to IBM Security
Access Manager for
Enterprise Single Sign-On.

This solution removes the
need to enter a password.
Unlike some strong
authentication methods,
such as RFID and smart
cards, fingerprints cannot
be shared, borrowed, or
stolen, so there is an
exceptionally high degree of
certainty that the user
authenticated is the correct
person.

This solution is an
alternative to building
access badges or Active
RFID badges for clinical
staff.

USB smart token

Users insert a USB smart
token and enter a password
to log on to IBM Security
Access Manager for
Enterprise Single Sign-On.

This solution is best suited
for business users or mobile
computer users who require
a higher level of security
protection.
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Authentication factor

Use case scenario

Targeted user group

One-time password
tokens

Users carry an
authentication token, which
is used to generate a
one-time password. Users

This solution is best suited
for remote users who
require a second factor to
log in remotely to corporate

use this password with apin | networks.
that they remember to log in
to corporate networks. This
factor works in an
AccessAssistant and Web

Workplace environment.

This solution is suited for
any group whose risk
profiles do not warrant a
second factor, or where a
second factor is not viable.

Strong passwords Users enter an IBM Security
Access Manager for
Enterprise Single Sign-On
user name and a strong
password to log on.

Multiple factor authentication is deployed as a security enhancement, but also for
user convenience. IBM Security Access Manager for Enterprise Single Sign-On
allows policies to be defined that allow the caching of credentials for a defined
period. Policies can, for instance, be designed that demand two factors to be
presented at the start of the work day (password and RFID, for instance). But,
then, the policy might allow the users to present their RFID badge only during the
following eight hours without entering the password again.

Fast user switching in production environments: Production environments
often deploy RFID technology for fast user switching. This process is fast. It
can address the case where users wear gloves, where reducing the number of
keyboard interactions can be a valid requirement.

For more details about how to enable the various second-factor authentication
modes, see the IBM Security Access Manager for Enterprise Single Sign-On
Version 8.2 Configuration Guide, GC23-9692-01:

http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.it
amesso.doc/concepts/ic_config_guide.html

3.3 Deployment strategies

After the functional requirements are documented, the actual deployment of the
single sign-on environment can be planned.
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In Chapter 5, “Base installation and configuration” on page 107 of_our complete
healthcare scenario, we describe how to install and configure the components of
IBM Security Access Manager for Enterprise Single Sign-On.

In this section, we provide basic pointers about determining the type of
deployment that can be selected. We explain how to control the process to
ensure that user expectations are properly managed throughout the process.

3.3.1 Plan for IMS Server scalability

In 3.2.3, “High-availability design” on page 66, we mentioned the various
deployment options that exist for IBM Security Access Manager for Enterprise
Single Sign-On.

One of the first questions that needs to be answered is what type of deployment
is most suitable for an organization. This answer depends on the functional
requirements and on the risk tolerance level (regarding high availability). We
include several generic preferred practice guidelines that illustrate the various
deployment options. These guidelines are based on the number of users of the
single sign-on environment. Also, these guidelines are based on the number of
applications that are expected to have a defined AccessProfile (to enable them
for single sign-on).

Suggestion: Single sign-on projects tend to include more applications as time
progresses. Even if an organization is successful at protecting the scope
definition of a single sign-on deployment project, it is worthwhile to consider
growth in the number of supported application profiles when you determine
the most suitable deployment type.

The following deployment options exist for IBM Security Access Manager for
Enterprise Single Sign-On:

» For small scale deployments (or proof of concept (POC) setups):
— Fewer than 10,000 users and fewer than 50 profiles.
— Virtual appliance is suggested (unless fingerprint is a requirement).
— Stand-alone deployment if fingerprint is required.
» For medium-scale to large-scale deployments:
— 10,000 - 50,000 users.

— Network Deployment (clustered software installation) is suggested.
Another option is a stand-alone deployment.
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» For large-scale deployment:

— Typically consists of more than 50,000 users and requires more than 50
profiles.

— Network Deployment (clustered software installation) is required.

Small-scale deployments that use a virtual appliance

The deployment of a virtual appliance is a new option since the release of IBM
Security Access Manager for Enterprise Single Sign-On 8.2. This option uses the
deployment of a virtual appliance to manage a single sign-on environment rather
than installing various software components on the actual Windows servers.

Virtual appliance support: The IBM Security Access Manager for Enterprise
Single Sign-On virtual appliance is designed to run on VMware ESX/ESXi
hypervisors only. There is no support to configure it to run on other
hypervisors and virtualization solutions.

It is easier to install and configure the IMS Server by using a virtual image that
runs on a hypervisor. The virtual image contains a preinstalled WebSphere
Application Server, IBM HTTP Server, Tivoli Common Reporting, and IMS
Server. You need to deploy, activate, and configure the virtual appliance only.
However, an external database is still required.

Important: Fingerprint authentication is not supported on a virtual appliance
deployment. If fingerprint authentication is a functional requirement, opt for a
software-based installation on Windows servers instead.

Large-scale deployment model

Medium-scale to large-scale architectures with, for example, up to 500,000 users
adopt the standard two-tier architecture, with multiple IMS Servers in the
front-tier and a clustered IMS database in the back end. See Figure 3-3 on
page 70 for a reminder of the architectural overview of this model. It is also
described in 3.2.3, “High-availability design” on page 66.

The IMS Servers (software installation on Windows servers) must, in this model,
be fronted by a session-aware load-balancer. The IMS tier is thus horizontally
scalable. If you assume that a Windows server can support 40,000 concurrent
AccessAgent sessions, a deployment that expects 100,000 concurrent
AccessAgent sessions requires three servers at the IMS tier to share the load.

The database tier can be scaled vertically only by default. The database host
must be sized correctly in relation to the number of IMS Servers that it is
expected to service. A typical guideline, based on load test experiments, is to
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double the processor and memory capacity of the database host for every five
additional IMS Servers.

For a more detailed description of the various deployment options, see the IBM
Security Access Manager for Enterprise Single Sign-On Version 8.2 Planning
and Deployment Guide, SC23-9952-03:

http://publib.boulder.ibm.com/infocenter/tivihelp/v2rl/topic/com.ibm.it
amesso.doc/concepts/ic_deployment guide.html

3.3.2 Deployment time estimation

Your estimates for timing depend largely on the following factors:
» Number and types of users and desktops

The size of the deployment is directly proportional to the number of users and
desktops. As the number of users increases, the more the system depends
on performance tuning. As part of those numbers, consider the number of
total roaming desktop sessions potentially active at any one time. Consider
how many total workstations require that an AccessAgent is installed.

» Number and types of applications

The number of applications plays a lesser role in estimating the size of the
deployment than the types of applications. As the number of applications
increases, the design and test phases of the deployment increase. However,
consider the number of applications that require advanced profiling
techniques. Profiling complex applications can increase the overall time of
deployment.

» Advanced deployment requirements

Advanced deployment tasks, such as incorporating an identity management
system for provisioning of IBM Security Access Manager for Enterprise Single
Sign-On user credentials, and IMS clustering are two examples that increase
the overall complexity of the deployment. These tasks and advanced profiling
requirements must be factored into the overall time estimations and
necessary deployment skills.

3.3.3 Initial deployment scenario

78

Now, we look more closely at possible initial deployment steps for the IBM
Security Access Manager for Enterprise Single Sign-On base components. For a
description of the various components, see Chapter 2, “Single sign-on
architecture and component design” on page 11.

IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide


http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/topic/com.ibm.itamesso.doc/concepts/ic_deployment_guide.html

Follow these steps:

1. The administrator configures a database on the IMS database server. The
administrator installs the IMS Server software. This step must be done before
any AccessAgents are installed.

2. If the administrator wants to manage SSO profiles from the administrator’s
system, the AccessAgent and AccessStudio software must be installed.

3. With the help of the IMS Configuration Utility, the administrator configures the
IMS Server with the organization directory (Active Directory, for instance) to
authenticate the user. At this step, the initial AccessProfiles and machine
policies are defined:

a. Set up the infrastructure (hardware and requisite middleware).
b. Install IMS into the infrastructure.

c. Configure IMS (set up server certificates, database tables, and directory
connections) by using the IMS Configuration Utility.

d. Set up IMS policies (by using the AccessAdmin SetupAssistant).
e. Incrementally create and upload AccessProfiles (by using AccessStudio).

All configuration items that belong to the profiles, such as AccessProfiles or
machine policies, are stored in the IMS database.

4. When the IMS Server is running and the initial profiles are defined, the
AccessAgent can be deployed onto the Windows clients. During the
installation phase, the AccessAgent registers itself at the IMS Server and
downloads the required system and machine policy.

If manual sign-up for new IBM Security Access Manager for Enterprise Single
Sign-On users is configured, the user must authenticate with the organization
directory credentials. Usually, these credentials are the Active Directory
credentials. The IMS Server always checks the sign-up credentials against the
organization directory that is configured into the IMS Server.

During the user sign-up, a new Wallet for the user is created, stored in the IMS
database, and downloaded to the AccessAgent together with the required
UserProfile. From this point forward, the user operates as usual.

During normal operation, the user authenticates against the AccessAgent. The
IMS Server proofs the user credentials provided by any authenticator against the
IMS Server or against the cached Wallet of the user if the AccessAgent is offline
to the IMS. If the authentication is successful, the AccessAgent synchronizes any
modified AccessProfiles or UserProfiles from the IMS Server.
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3.3.4 Managing expectations

One of the main focus points during the deployment of a single sign-on solution
must be the user community. Single sign-on technology can greatly affect the
user experience with the use of systems and applications. The transition to using
single sign-on is visible and noticeable. It is critical to the success of a single
sign-on deployment to always remember the user and actively manage the
expectations of the user.

Users must be briefed about what changes to expect after the single sign-on
functionality is available to them. They must be briefed about what actions (for
instance, signing up) are expected of them, and why and how their life is easier
for a predefined set of applications.

When introducing alternative authentication factors (RFID or smart card), it is
important to involve the user community even during pilot phases. The feedback
of the users can warrant policy changes prior to a first deployment to a larger
group of users.

Incremental deployments: We want to emphasize the importance of
deploying incremental rollouts of second factors and AccessProfiles to
machines and users.

Incremental deployments provide additional time for administrators and users
to educate and familiarize themselves with the new technology. Incremental
deployments provide additional time for issues to be identified and resolved
early.

The IBM Security Access Manager for Enterprise Single Sign-On system is
designed to avoid an organization that takes a Big Bang approach to rolling
out the system organization-wide.

User education

Consider how to educate the users about the single sign-on system. Users need
to be alerted in advance about the single sign-on system. The approach typically
varies from organization to organization. Some organizations train team leaders
who pass the information on to their team members. Other organizations post
training videos on an internal website. Other organizations use leaflets or
booklets. Set the expectations of the users. There might be times when the
system does not work as expected. It is also advisable not to launch too many
applications at the same time or to change focus during the login process.

80 IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide



Importance of managing expectations: Users sometimes complain if they
are not given a perfect system, forgetting that their use of the system is now
much easier.

3.3.5 Enabling single sign-on for applications

A successful deployment of IBM Security Access Manager for Enterprise Single
Sign-On typically focuses on a select number of applications at launch. An
organization selects a few key applications that it wants to tie into the single
sign-on client (AccessAgent) and design, test, and deploy a profile for it.

After the first set of AccessProfiles is distributed to the users in the organization
and after the user education, systems, or the profiles are tweaked, decide (after a
positive evaluation) to expand the scope with additional applications.

Each application is represented by an AccessProfile, which is a set of
instructions that defines the automatic logon mechanism for that particular
application.

Administrators create AccessProfiles for these applications to configure support
for additional applications. The AccessAgent then reads the AccessProfiles and
performs workflow automation, such as sign-on and sign-off automation.

The complete solution provides these features:

Automatic application account provisioning
A central view of all application accounts
Sign-on and sign-off automation
Authentication management

User-centric audit logs and report generation
Centralized de-provisioning for all accounts

vVvyvyvyYYyy

AccessStudio features and benefits

AccessStudio is an IBM Security Access Manager for Enterprise Single Sign-On
component, which Administrators use to create and manage AccessProfiles.

AccessStudio provides maximum control over configuring AccessProfiles.
AccessStudio provides maximum control over managing Authentication Services
and their associated data (which includes application objects, authentication
services, authentication service groups, and authentication service group links).

You can set up AccessProfiles for the following types of applications:

» Windows applications
» Web applications
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Applications that use Java applets
Terminal applications

Mainframe applications

Applications with bitmapped windows

vyvyyy

AccessStudio offers the following features:

» Standard and advanced modes of AccessProfiles that support requirements
of varying complexity

» Multiple editing that uses GUI-based and XML editors

» Flexibility in editing AccessProfiles stored in any location, including those
AccessProfiles in the IMS Server

» The ability to import existing AccessProfiles from a local installation of
AccessAgent or from the IMS Server

» Automatic validation of user-configured AccessProfile data, to minimize errors
» The ability to test and debug AccessProfiles

AccessProfile testing

An organization can use the Test function of AccessStudio to verify whether the
AccessProfiles for their applications function correctly.

When you start your test, launch the applications with the configured
AccessProfiles in AccessStudio. The test is executed for all AccessProfiles
whose corresponding applications are active on the computer. A log is created
for each of these applications in addition to the existing logs.

Important: When you start a test that uses AccessStudio, AccessAgent
Wallet is temporarily cleared until the test is stopped. This setting means that
logon automation on your computer does not work until the test is stopped.

Supported applications

The AccessStudio wizard auto-generates single sign-on AccessProfiles for a
broad range of applications:

» Web applications accessed through the Microsoft Internet Explorer or Mozilla
Firefox browser

» 32-bit and 64-bit mainframe applications

» Teletypewriter (ity) applications based on text-out technology, such as PuTTY
» Visual Basic applications

» .Net applications

» Mainframe HLLAPI (login window only)
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» Applications with owner-drawn user interfaces (login window only)
» 32-bit Java applications (login window only)
» 32-bit Java applets (browser-based and login window only)

Profiles available for download

AccessProfiles are released for a fixed set of logon work flows for third-party
applications. AccessProfiles are released for various languages and
environments.

IBM Security Access Manager for Enterprise Single Sign-On provides
AccessProfiles on the IBM Support site. They can be downloaded from the
AccessProfiles Library at the following location:

http://www-304.1bm.com/support/docview.wss?uid=swg214705008&wv=1

3.4 Log collection and audit reporting

In this section, we explain how the logging functionality offered by IBM Security
Access Manager for Enterprise Single Sign-On can be used to feed into security
audit reporting. We also describe how the logging functionality can provide
business analysts with metrics about user activity on all desktops on which the
AccessAgent is deployed.

3.4.1 Audit log collection

IBM Security Access Manager for Enterprise Single Sign-On has a custom audit
log® action framework that can log any event on the desktop. For example, log an
event whenever a user opens a Microsoft Word file. This tracking capability uses
the AccessAgent plug-ins platform to automate the collection of custom audit
trails at the enterprise endpoints.

You can create custom events to track application-specific events:

» Access to confidential data
» Attempted access to application features that the user is not authorized to use
» Access to applications outside of office hours

IBM Security Access Manager for Enterprise Single Sign-On generates event
logs at all endpoints. Administrators and help desk officers can access the audit
logs for individual users. Only administrators can run full queries on audit logs,

2 An audit log displays the details of each activity, for example, user name, date, and the result of the
activity.

Chapter 3. Solution design and management 83


http://www-304.ibm.com/support/docview.wss?uid=swg21470500&wv=1

access the help desk logs, and generate reports about help desk and user
activity. Users do not have read or write access to these logs.

Types of logs
There are two types of logs:

» User logs
» Administrator logs (including help desk activities)

IBM Security Access Manager for Enterprise Single Sign-On tracks the following
information:

What applications users access

Who accessed these applications

Details about the accounts used

When users accessed these applications, and from where they are accessed

vyvyyy

Storage and sync

If AccessAgent is connected to the IMS Server, AccessAgent audit logs are
immediately submitted to the IMS Server. The IMS Server stores the audit logs
on a relational database. If there is no network connection to the IMS Server,
AccessAgent temporarily caches the event logs on the local computer. The logs
are submitted to the IMS Server when network connection to the IMS Server is
restored.

3.4.2 Audit reporting

Organizations can use Tivoli Common Reporting to create, customize, and
manage audit reports based on the log data collected in IBM Security Access
Manager for Enterprise Single Sign-On. Additionally, IMS externalizes a number
of database views that can be accessed by an organization to create its own
custom reports by using its existing SQL reporting tools.

Report formats: The Tivoli Common Reporting tool can generate reports in
HTML, PDF, Microsoft Excel, or Adobe PostScript format.

IMS Server reports are packaged as Business Intelligence and Reporting Tools
(BIRT) reports that can be imported into any Tivoli Common Reporting server.
Tivoli Common Reporting connects directly to the database. You can use Tivoli
Common Reporting to produce reports on the audit events, even if the IMS
Server is not running.
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There are four reports bundled with IBM Security Access Manager for Enterprise
Single Sign-On:

» Application Usage (authentication service activity of one or more users,
sorted by event, and time)

» Help Desk Activity (activity of one or more help desk users sorted by event
and time)

» Token Information (activity of one or more users sorted by token type, event,
and time)

» User Information (activity of one or more users sorted by event, result, and
time)

This type of reports is interesting to security officers, administrators, and
business analysts. Statistics about which applications actually are used in daily
operations can aid in steering future business decisions and investments.

3.5 Conclusion

In this chapter, we explained how business requirements can drive single sign-on
implementations and how functional requirements help determine the design of a
solution architecture.

Every organization must assess its high-availability needs for the various
components and evaluate the benefits that multiple factor authentication can
offer. IBM Security Access Manager for Enterprise Single Sign-On offers a way to
tailor the solution design to the needs of the organization.

We explained what a typical deployment process can look like and provided
advice about how to manage user expectations during an incremental rollout of
IBM Security Access Manager for Enterprise Single Sign-On.

We concluded this chapter by describing how audit reports can be generated and
managed through Tivoli Common Reporting for IBM Security Access Manager
for Enterprise Single Sign-On logging. We described how this logging can be
used to fulfill both daily operational security needs and provide business
analytics.
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Part 2

Customer
environment

In this part, we describe how you can use IBM Security Access Manager for
Enterprise Single Sign-On in a particular client situation.

© Copyright IBM Corp. 2012. All rights reserved.
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Overview of scenario,
requirements, and approach

This chapter introduces a typical business scenario of a fictional cardio
healthcare company, referred to as the cardio healthcare company or the
company. It shows how the company can use the IBM Security Framework and
IBM Security Blueprint to help secure and facilitate its user authentication
processes.

This chapter includes the following sections:

Company overview
Business vision

Business requirements
Functional requirements
Design approach
Implementation approach

vVvyYvyvyYYyypy
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4.1 Company overview

The cardio healthcare company is a healthcare provider that focuses on
providing specialized cardiovascular-related healthcare services in the US. The
company was founded in California and then expanded across the country. It
operates stand-alone clinics in several states, where each clinic occupies its own
building and provides preventive care, cardiac surgery, and outpatient services.
The team of professionals that work at the company consists of a large group of
medical and supporting staff directly employed by the company and a smaller
group of independent surgeons contracted by the company.

The cardio healthcare company maintains financial data and private customer
data (patients, research partners, and affiliated hospitals). Most records are kept
in electronic form in SAP systems. In addition, email is available to the entire staff
of the company to communicate internally and with the outside world (patients
and external partners).

Planning to use Epic Systems Electronic Health/Medical Records
(EHR/EMR): The cardio healthcare company plans to transition in the next
year to EHR/EMR (http://www.epic.com/) for their healthcare records
management needs. For all medium-term IT projects, support for both SAP
and Epic Systems is required. IBM Security Access Manager for Enterprise
Single Sign-On provides SAP AccessProfiles and provides an adapter for Epic
Systems Electronic Health Records (EHR).

The cardio healthcare company built a strong and long-term reputation and
financial stability over the past 15 years in the US. The company plans to expand
operations within the US and to open healthcare centers in international markets.

The following section provides an overview of the information technology (IT)
infrastructure that supports this business.

Staying focused: The following sections describe company information that
is relevant to the security solutions of the People & Identity domain. It does not
provide a complete description of the company and it does not address all the
necessary activities related to information security.
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4.1.1 Current IT infrastructure

The cardio healthcare company relies on two data centers: a primary site (in
Phoenix, AZ) and a backup site (in Raleigh, NC). All production-related
operations are in the primary data center. In terms of production, the backup data
center is used for disaster recovery (DR) only.

The backup data center is also used for development and quality assurance (QA)
tests on the applications and the infrastructure. Most of the business applications
are SAP-based. All clinics use isolated internal networks that communicate with
the production servers at the primary site.

Figure 4-1 shows the geographical distribution of the company.

My [ onicagoi | [Priadeiomia pa] [,
}\ Seattle, / _{ //
/| WA Clinic ¥
/’J' ) L \:’ P ¢

e [
o~ i
/ T |
/ |

\1 || san Francisco,
\ ( CA Clinic
\
* [ Los Angeles, CA
Clinic
San Diego,
CA Clinic

)

Raleigh,
— NC Backup
IT site

Atlanta, GA
Clinic
S Miami, FL
| Clinic

Phoenix, AZ IT

— (- A‘_'\v,;v/ﬁyy
Center © N\ »¥ 5 \\ !
\\ 2 Houston TX <
\ ~ Clinic b *

Figure 4-1 Geographical distribution of the cardio healthcare company

Clinics

The cardio healthcare company runs clinics in multiple US states. Each clinic
operates its own network, with multiple zones, and communicates with the
primary data center.

Primary data center

All customer-related information is stored on separate database entities that are
clustered to fulfill high availability (HA) requirements. Most business critical
applications are deployed in a highly available configuration.
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Public web content is isolated on separate web servers and is not protected with
Secure Sockets Layer (SSL). All existing network infrastructure components
(such as firewalls, switches, and routers) are designed and implemented in an
HA (redundancy) configuration.

Application servers and database servers (running DB2) are in separate network
zones and are isolated from each other by firewalls.

The core applications used by external users (contracted medical staff that works
remotely and business partners, such as pharmaceutical and research partners)
are hosted in the Internet DMZ':

» The Secure FTP server, which is used for information exchange with
pharmaceutical companies

» A virtual private network (VPN) server that allows doctors to log on remotely
to the company in an encrypted and authenticated way

In addition to these applications, internal users have access to additional
applications:

» Applications that are locally deployed in each clinic on Windows Application
Servers, including SharePoint applications used to report time sheets for
teams that work in shifts (running in a Production Zone)

» SAP applications used in the billing process and for maintaining patient
healthcare records (running in a Production Zone)

' DMZ is derived from demilitarized zone and stands for a subnetwork that exposes an organization’s
external services to the Internet.
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Figure 4-2 shows the architecture diagram of the cardio healthcare company,
which includes major communication lines between the separate network zones.
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Figure 4-2 Current architecture overview of the cardio healthcare company

High availability capability: To simplify the diagram, we did not include any

HA aspects of the current architecture.

Backup site

The backup site is not designed with high availability capabilities. The disaster
recovery plan target is to recover the primary data center within one day. All
system snapshots from the primary site are taken nightly and transferred to the
backup site. In addition to this main purpose, the backup site is used as a test
and integration environment for various application development and other IT

projects.

Workstation solution design

The endpoint systems in the intranet network are primarily workstations that run
Microsoft Windows XP or Windows 7. Many of those workstations are used by
only one employee and are in closed office environments, physically shielded
from the general public. These personal workstations offer a full office workspace
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environment and have software installed that allows communication with various
systems within the company.

A different type of workstation is in the semi-public areas of the various hospitals.
These workstations are shared by the nursing (and other medical) staff on duty.
Because these employees often need access to IT systems for brief periods of
time only (for instance, to update patient progress reports), the company installed
only a few systems per medical department.

Patients and visitors can gain physical access to these systems, because they
are not kept behind closed doors. For this reason, Group Policy Objects (GPO)
policies in an Active Directory environment are centrally deployed to lock down
the functionality of these systems. The generic Windows account, which is
automatically logged in on these machines when they are started, is configured
with the principle of least privilege. The generic Windows account on these
semi-public workstations does not allow software to be installed or run, except for
a few explicitly listed applications. These terminal clients or kiosks can access
only a few select resources. They allow Internet browsing and, more importantly,
permit authenticated access to a VMware virtual desktop infrastructure (VDI)
environment through a VMware View Client.

All employees of the company can log on to the secure virtual desktop
environment from these shared semi-public workstations. Every employee is
required to log on to their own virtual environment with their own account. They
all have a persistent virtual desktop image linked to their unique account. From
within this secure virtual desktop, they can access the necessary SAP systems
and check their email.

Persistent images: A persistent virtual desktop image is linked to every
account rather than a volatile image. This solution design allows employees to
continue to run their applications in their virtual environment even when they
log out of the virtual session, saving them time at logon. The drawback of
using persistent images rather than volatile images is a higher required
amount of memory on the Virtual farm and a higher Windows license cost.
The company accepts this drawback because of the higher level of user
productivity and satisfaction.

Whenever the medical staff that shares the shared workstations needs to interact
with confidential data (private patient data and financial data), they must use the
virtual desktop environment. Direct interaction between the workstations in
semi-public areas and confidential data is impossible.

Another reason why the company created the virtual desktop infrastructure was
for surgeons that work at the hospital (sometimes as independent contractors).
These surgeons insist on using their own notebooks and tablet devices. The
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cardio healthcare company security policy insists that no patient data can be
stored on these systems. These personally owned devices are not managed by
the company and are not granted the same level of trust. For that reason, the
company insists that these employees also connect to a virtual desktop from
their notebooks. From within the virtual environment, they can access the
necessary systems securely.

4.1.2 Security and usability issues within the current infrastructure

While the move to a virtual desktop model solved many security concerns, the
cardio healthcare company still faces many issues.

This virtual desktop model enables the company to build and maintain a
standardized and secure environment, irrespective of the hardware or operating
system deployed on the many workstations and personally owned notebooks.
The shared kiosk stations at the various medical departments in the hospitals
and the personally owned notebooks used by some physicians are detached
from the valuable data. Only the secure virtual desktops can interact with the
company data.

However, many concerns remain regarding user authentication:

» The corporate security policy defined strict policy standards for the most
important applications. The standards mandate complex passwords for
logging in to the virtual desktop through a VMware view client, logging in to
the various SAP systems and applications (HR and finance), and using the
Lotus Notes mail client. As a result, the personal workstation users are
unhappy with the many complex passwords they need to memorize,
frequently change, and must enter every time that they start an application.
The user community wants to standardize and reduce the number of
credentials they need to type. They want to focus on their jobs, and they want
to see the IT department as an enabler rather than a hindrance.

» Due to the complexity and number of existing passwords, the IT support desk
reports that many incidents that are raised day-to-day are password-related.
Users forget passwords. They lock themselves out of applications by entering
incorrect credentials several times in a row. Some employees even struggle
with creating a complex password for the various applications. The support
teams want to safely enable the users to reset forgotten passwords
themselves rather than continue to guess with the risk of getting locked out.

» The medical staff (often nurses) that uses the shared terminal clients
complains that they must log on to their virtual environment by entering the
user name and password every time that they want to add a brief note on a
patient record. They often need access through a terminal for little more than
a minute and consider it a burden to enter their password again each time.
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They prefer a faster and more convenient way to use the systems for their
type of work.

» The corporate security officer is worried about the possibility of users that
bypass the corporate security standards. Users might choose to keep their
virtual desktop sessions open at unattended terminal workstations to avoid
having to log on every time that they want to update a record after visiting a
patient. Worse even, other staff members might choose to use the lingering
virtual desktop sessions of other users to change patient records. This lack of
trust in who made which change (person A using the account of person B) can
cause the cardio healthcare company to fail its recurring compliancy audit.
The company needs audit reporting, which can clearly link individuals to the
actions that are logged.

4.2 Business vision

This section highlights the future direction to which the cardio healthcare
company plans to move its business development in the next five years:

» Expand business to the European Union (EU) by opening a clinic in Munich,
Germany.

By collaborating with several pharmaceutical companies on research in the
EU, the cardio healthcare company wants to expand its business related to
heart diseases by opening a clinic in Europe. The project is scheduled to
begin in two years, and the opening is planned in the next four years.

» Reduce costs by reusing the solutions and using the lessons learned from the
current IT infrastructure.

The cardio healthcare company wants to reuse its architectural and
implementation approach wherever possible. While copying the general
infrastructure design, it tries to improve challenges found during operations
and remediate them at an early phase.

» Respond to changing business needs and technology directions that can help
improve the user experience by adopting new technologies.

The “bring your own device” (BYOD) trend in IT is noticed at the cardio
healthcare company. An increased demand is registered from employees that
request the use of personally owned notebooks, tablets, and smartphones.

The myriad of changes requires a greater flexibility in IT technology. However,
new technologies and means of communication open the possibility for new
weaknesses.
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>

Manage the budget by avoiding penalties due to non-compliance with major
regulations, such as the Health Insurance Portability and Accountability Act of
1996 (HIPAA).

In the healthcare industry, as in many others, non-compliance with regulations
and standards can lead to significant financial fines and other types of
penalties. The cardio healthcare company is successful in managing
compliance with major regulations and is looking to maintain this good
practice while expanding the business.

Protect the company image and reputation by avoiding patient information
leakage, preventing security attacks, and practicing security due care and due
diligence.

Any unauthorized change to or leakage of any type of patient information

(health, financial, or personal), can lead to a loss of trust and damage to the
reputation of the cardio healthcare company. In addition to losing money on
penalties, it leads to a loss of customers and missed revenue opportunities.

4.3 Business requirements

Based on the visionary aspects highlighted in 4.2, “Business vision” on page 96,
and the information in 4.1.2, “Security and usability issues within the current
infrastructure” on page 95, the cardio healthcare company wants to achieve the
following short-term business goals:

>

Improve the quality and availability of patient care and satisfaction by
delivering an excellent, individualized healthcare experience.

Increase the protection of all patient-related information, and address the
diverse security risks that are driven by compliance requirements, emerging
technologies, and data explosion.

Facilitate the management and demonstration of the overall compliance
posture with data privacy laws and industry regulations, such as HIPAA and
PCI-DSS (Payment Card Industry Data Security Standard).

Overall, the cardio healthcare company wants mature security solutions that can
prevent information leaks, and ensure trustworthy authentication and individual
traceability and accountability of all actions that affect the patients.

By addressing these pressing business requirements, the cardio healthcare
company is trying to achieve the following goals:

» Continue to manage an acceptable balance between preventing security risks

and adversely affecting the business. User satisfaction levels are an important
metric for IT projects at the cardio healthcare company.
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» Constantly look for new and innovative solutions in all areas of the business,
and always take security aspects into account.

» Be more proactive in security measures.

» Raise security awareness throughout the company by practicing corporate
security education. Informed users are more likely to accept and support the
security standards that are enforced.

4.3.1 IBM Security Framework mapping to business requirements

Based on the following information, the IT management team from the cardio
healthcare company can articulate its needs better to design a solution:

» The IBM Security Framework definitions for business-driven security, which
are introduced in 2.1.1, “IBM Security Blueprint perspective” on page 13

» The business requirements of the cardio healthcare company, which are
outlined in 4.3, “Business requirements” on page 97

» The current organizational infrastructure, which is explained in 4.2, “Business
vision” on page 96

Through this discussion, the assigned IT architects can derive the functional
requirements by using the underlying IBM Security Blueprint:

» People and ldentity

The cardio healthcare company wants to uses mature identity management
and authentication processes and tools that help lower the costs related to
this domain. The company wants to maintain its security standards without
putting undue stress on the user community. The single sign-on solution that
we design in the following chapters for the cardio healthcare company mainly
relate to this domain.

» Data and Information

The cardio healthcare company uses a granular information asset
classification scheme paired with a least privilege principle. Access to the
SAP and database servers is strictly real-time monitored and enforced.

» Application and Process

Application development focuses on the secure by design principle. The
cardio healthcare company follows a rigorous release management process
with a granular promotion-to-production path that specifies security testing
criteria. This approach helps with practicing security during the application
development phase and helps to discover any application vulnerabilities.
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The processes of the cardio healthcare company achieved a high level of
automation and embrace security controls, such as the separation of duties
and creation of auditable records.

» Network, Server, and Endpoint

The cardio healthcare company deployed network segregation. Systems are
assigned to a security zone according to the sensitivity of the system and the
data on it. The various security zones are separated by firewalls and intrusion
prevention systems. Remote users must authenticate to a VPN server before
entering the network.

» Physical Infrastructure

Physical Infrastructure controls are also embraced in the security program of
the cardio healthcare company. Respective controls for physical access
controls to facilities and systems are also present in all locations. All systems
that can access data of value (including the personal data of patients) are
either in closed office environments or in a secure virtual environment.

» Governance, Risk Management, and Compliance (GRC)

The cardio healthcare company practices strong compliance enforcement by
managing a security controls framework and a strict audit and security
awareness program. Adequate audit-reporting is required to satisfy the
auditors that assess the company’s compliance with important regulations for
the company operations. Adequate audit-reporting must be available in the
solution that we design in 4.5, “Design approach” on page 103.

We now take the next step to understand the functional requirements and map
them to the IBM Security Blueprint, followed by a high-level look at the
implementation approach.

4.4 Functional requirements

To properly address the new business requirements, the cardio healthcare
company must enhance its authentication solution infrastructure. The cardio
healthcare company defines the following high-level functional requirements:

» To better manage its compliance posture with data privacy laws and industry
regulations, the company must employ a cost-effective centralized
management solution for user-centric event logging. It must be able to use the
proposed new security solution to generate the necessary audit reporting that
can demonstrate its compliant state. The company must be able to map all
actions related to patient data to individual employees by ensuring that all
actions are linked to people who are who they claim to be.
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» To improve the quality and availability of patient care and satisfaction by
delivering an excellent, individualized healthcare experience, and to increase
caregiver productivity and reduce administrative costs, the company must
address delays in the IT authentication processes. The cardio healthcare
company wants to build a solution that allows the company to centrally
provision users for various systems in accordance with policy-driven security
standards for secure authentication. The company also want users to be able
to reset their own passwords without having to call a costly support desk. The
company wants to reduce the number of passwords that users need to create
and memorize, without compromising security.

» To alleviate the stress put onto the staff of having to maintain, memorize, and
enter many credentials, the company wants to build a solution to allow
alternative secure authentication factors other than passwords. The company
wants a secure authentication system that allows faster user logon and faster
user switching. This solution needs to fully support the Virtual Desktop
environment that the company rolled out throughout its hospitals. The
company also insists on a method to ensure that unattended terminal clients
are automatically disconnected.

The cardio healthcare company already uses some solutions to securely
facilitate user authentication for roaming users. Nurses that share workstations
can continue to run their applications through the persistent virtual desktop
images, but they still need to enter a password every time that they want to use a
terminal station.

4.4.1 IBM Security Blueprint mapping to functional requirements

We now understand the functional requirements for the additional security
measures that the cardio healthcare company needs to implement. Yet, we still
must determine which specific solutions can potentially fulfill the functional
requirements. By using the IBM Security Blueprint, we can better explain and
map the functional requirements into specific blueprint areas, identifying the
appropriate solutions to implement within the IT environment of the company.

Figure 4-3 on page 101 shows the mapping of the functional requirements to the
IBM Security Blueprint.
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Figure 4-3 IBM Security Blueprint: Foundational components for functional requirements

Let us look at the functional requirements derived from the IBM Security
Blueprint and map them to each of the required Foundational Security
Management components and subcomponents:

» Define the various roles within the solution that must be managed. Create
distinct permissions for the roles of users, administrators, and help desk
operators (Supervisory Control and Delegation of Authority).

» Continue good management practices by adding a centralized management
platform (IBM Command Center®) for managing user authentication
credential sets, logging, and reporting.
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» Create a true enterprise solution that allows the creation of highly available
centralized systems and also allows for prompt disaster recovery in the
backup data center (Continuity and Recovery).

» Define and enforce the human-readable corporate security policy and
authentication standards in machine-readable logic. Ensure that this policy is
enforced on all relevant systems and applications, even those applications
that natively do not support this policy without altering the code base
(Security Policy Management).

» Allow users to register biometric details or radio frequency identification
(RFID) badges to be linked to their account (Trust Management).

» Integrate with user provisioning systems for new users (Identity Lifecycle).

» Make sure that user identities can automatically be assigned correctly
formatted passwords and be linked to other authentication factors, such as
access badges that are issued. Allow integration with existing Directory
services (Credential Management).

» Support custom and pre-defined reporting on log data on authenticated users
for audit purposes. Allow for on demand and scheduled exporting of reports
(Compliance Management).

» Generate and securely store trustworthy and individually accountable log data
(Evidence Management).

Although business and functional requirements are the main parts of the security
design objectives, we also must consider other non-functional requirements and
constraints. These non-functional requirements and constraints might include
objectives that are necessary to meet general business requirements, service
level agreements (SLAs), or practical constraints about constructing security
subsystems.

The architectural team analyzed the non-functional requirements and identified
the following key non-functional requirements and constraints:

» Allow for 99.999% (“five nines”) availability (access to the system). HA is not
included in the initial design, but moving to HA later must be possible without
a new setup phase.

Disconnected operations: AccessAgent deployed to workstations can
fully operate disconnected from IBM Security Access Manager for
Enterprise Single Sign-On server components. Only actions, such as
central policy updates, do not occur when the server components are
unavailable. Therefore, many organizations choose not to build an HA
setup and rely on disaster recovery (DR) procedures only.
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» Provide a scalable solution that can be replicated to any future expansion of
the company, including worldwide hospital onboarding.

Product mapping: Because this book focuses on the security architecture of
the People and Identity domain, it does not look in detail at these
non-functional requirements. However, all IBM products mapped to this IBM
Security Framework component can satisfy the non-functional requirements
and constraints we mention.

The following sections show how to further use the IBM Security Framework and
IBM Security Blueprint in both the design and implementation of new security
solutions.

4.5 Design approach

The IT architect for the cardio healthcare company determined the areas of the
IBM Security Blueprint that the new solutions must fulfill to adequately address
all of the company requirements. The administrator for the company can now
map the technical requirements to the Security Services and Infrastructure
components of the IBM Security Blueprint. The purpose of this exercise is to help
determine which security solutions best satisfy all of the requirements, whether
they are business, functional, non-functional, or technical.

Figure 4-4 shows how the mapping was done for the cardio healthcare company
by using the functional requirements and existing architecture.

Security Services and Infrastructure

Security Info and Identlty,' LEEES i Security Policy Crypto,. [(ey e Service Management
Entitlement Certificate
Event Infrastructure Infrastructure Infrastructure
Infrastructure Infrastructure
Storage Security e aSne?:Erli]t!:l-pomt Application Security Network Security Physical Security
;olicie; Identities & Events and
Attributes Logs D =
Data

— "9 Repositories &
IT Security Classification
Knowledge

Code and
Images
Security
Service Levels

Vrcr)iﬁeratioinrarlﬂ
Context

 ConfigInfo
and Registry

Designs

Figure 4-4 IBM Security Blueprint: Technical components for design
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As part of the design, the company can produce an implementation plan for the
deployment that involves the following steps:

1. Prioritize the requirements.
2. Map the requirements to IBM product features.

3. Define the tasks involved in using those features to satisfy the requirements,
and estimate the effort required for each task.

4. Divide the tasks into phases.
Therefore, the company can now focus on the technical components of the IBM

Security Blueprint and how they can be mapped into technical and operational
requirements.

Based on the mapping, the company now knows that the solutions must provide
the following Security Services and Infrastructure components:
» Integrate with the existing Identity directory services deployed.

» Support the existing endpoint technologies (operating systems and
applications).

» Provide long-term tamperproof storage of event data that logs access
attempts and whether they were granted.

» Centralize management of technical-level security polices with a single
location to design, update, change, and roll back the policies.

» Ensure secure communication between key components by using a
certificate infrastructure or some type of public/private key infrastructure.

» Deliver a tamperproof environment on endpoints and servers to safeguard
authentication credentials both in memory and when not in use.

Physical and storage security: Physical security and storage security are
also important parts of the overall solution. However, they are treated as
separate projects that are not in the scope of this book.

» Provide an efficient mechanism for maintaining a record of the actual
configuration.

» Provide a multitier architecture that can inherit the fault-tolerance of the
existing infrastructure (including databases and directory servers).

» Establish educated resources that possess the appropriate security
knowledge and analytical skills and that have support from the vendor.

After completing the mapping, the company can use the output to determine
which solutions are needed and ultimately produce an implementation plan for
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the selected solutions. To accomplish this task, the company must map all of the
stated requirements into product features by using the IBM Security Blueprint
diagrams.

For more detailed information about using the IBM Security Blueprint, see
Introducing the IBM Security Framework and IBM Security Blueprint to Realize
Business-Driven Security, REDP-4528.

4.6 Implementation approach

You now understand all of the requirements and how they map into the IBM
Security Framework and IBM Security Blueprint. The IT architect for the cardio
healthcare company can apply this knowledge to select the appropriate solutions
to satisfy all of the requirements.

The remainder of this book focuses on the implementation plan steps to set up
the IBM Security Access Manager for Enterprise Single Sign-On systems. This
approach results in distinct deployment phases:

1. Set up the central IMS Server and configure it for use. Create and set up the
required AccessProfiles, as discussed in Chapter 5, “Base installation and
configuration” on page 107.

2. Implement the password reset service as discussed in Chapter 6, “Password
self-services implementation” on page 199.

3. Create the necessary machine policy templates and user policy template that
enable the user-driven onboarding of multiple factor authentication
mechanisms, as discussed in Chapter 7, “Strong authentication using RFID”
on page 227.

4. Enable the use of single sign-on in the virtual desktop environment (VMware
VDI), as discussed in Chapter 8, “Roaming desktop implementation” on
page 259.

5. Perform daily operational tasks, such as generating audit reports, maintaining
the database, and generating disaster recovery backups, as discussed in
Chapter 9, “Implementing operational requirements” on page 271.

4.7 Conclusion

This chapter combined several IBM Security Systems products to help an
organization to fulfill the requirements for Identity, Access, and Entitlement
Management. It showed how the IBM Security Framework and the IBM Security

Chapter 4. Overview of scenario, requirements, and approach 105



106

Blueprint can provide a structure to derive the IT functional and technical
requirements from the business vision, goals, and requirements.

First, this chapter introduced the cardio healthcare company. It began with a
company profile, its current IT infrastructure, and its issues with people and
identity. Then, the chapter explained the business requirements and the
associated functional requirements, including refining them to a more detailed
technical level.

Next, this chapter described the design approach that the cardio healthcare
company took for its solution, following the IBM Security Framework and the
Single Sign-On Solution Pattern of the IBM Security Blueprint. When applied to
the unique IT environment of the company, this process of analysis and design
helped the cardio healthcare company define an implementation plan.
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Base installation and
configuration

In this chapter, we describe the technical implementation of the IBM Security
Access Manager for Enterprise Single Sign-On base environment. First, we
explain how to install the necessary components. Then, we describe how to
deploy the enterprise single sign-on setup. Finally, we explain how to manage
and maintain the deployed solution.
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5.1 Design considerations

In this section, we focus on the concepts of a base-level implementation of IBM
Security Access Manager for Enterprise Single Sign-On, and the components
you must be aware of when designing the deployment architecture. Consider the
existing infrastructure at the cardio healthcare company, described in 4.1.1,
“Current IT infrastructure” on page 91.

The following components are required for a base-level implementation of IBM
Security Access Manager for Enterprise Single Sign-On:

»

Central user repository/directory

The central user repository can be one of several supported repositories,
including Active Directory, Novell, and generic Lightweight Directory Access
Protocol (LDAP). The central user repository must be in place before
installing any IBM Security Access Manager for Enterprise Single Sign-On
components. In the cardio healthcare company environment, the central user
repository is Active Directory.

IMS Server

The IMS Server is a Java-based application that runs on its own instance of
IBM WebSphere Application Server. It can be a software installation on a
Windows server platform or integrated in a packaged virtual appliance.

IMS database

The IMS database stores all of the IBM Security Access Manager for
Enterprise Single Sign-On configuration, policy, and user data. This database
can be created on an existing database server, or it can be installed on the
same system with the IMS Server. Supported databases include IBM DB2,
Microsoft SQL, and Oracle. In the cardio healthcare company environment,
an existing DB2 database is used as the database.

AccessAgent

An AccessAgent is installed on each client system, Windows Terminal Server,
VMware Virtual Desktop, and Citrix XenApp server that is to be managed by
IBM Security Access Manager for Enterprise Single Sign-On.

AccessStudio

AccessStudio is an administrative tool used to create AccessProfiles. It needs
to be installed on one workstation only, normally on the workstation of one or
more IMS Server administrators. Because AccessStudio requires
AccessAgent, install AccessAgent on the same workstation before you install
AccessStudio.
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5.1.1 System requirements

The IBM Security Access Manager for Enterprise Single Sign-On base
components can be integrated onto existing servers if the servers have sufficient
resources.

For specific software and system requirements, see the IBM Security Access
Manager for Enterprise Single Sign-On Planning and Deployment Guide Version
8.2, SC23-9952-03.

5.1.2 Deployment architecture

The deployment architecture for an IBM Security Access Manager for Enterprise
Single Sign-On-based installation consists of a client-side application
(AccessAgent) that communicates with a central server-side application (IMS
Server). Deployments can become more complex with the integration of optional
advanced components, such as identity management software and external data
sources. Even so, the client-server model remains the same for the core IBM
Security Access Manager for Enterprise Single Sign-On components.

Client-side components

IBM Security Access Manager for Enterprise Single Sign-On consists of two
client-side applications: AccessAgent and AccessStudio.

AccessAgent is installed on user workstations and Microsoft Terminal, VMware
Virtual Desktop, or Citrix XenApp servers. Its main function is the recognition and
interception of user authentication and change password dialogs. It acts on these
dialogs for authentication and password change automatically depending on how
policies are configured. AccessAgent consists of several underlying components
that also perform these tasks:

» Data synchronization with the IMS Server for updating policies and profiles,
and retrieving user Wallets

» Secure storage of credentials in the Wallet on the local workstation

The underlying components and their architecture are discussed in detail in
2.2.1, “AccessAgent” on page 17.

AccessStudio is a tool that allows administrators to configure or create
AccessProfiles. These profiles facilitate the automatic logon, logoff, and
password change for applications that require authentication. AccessStudio must
be installed on only one administrative workstation.
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Server-side components
The server-side components consist of the IMS Server and the IMS database.

The IMS Server is the central point of administration for user identities,
AccessProfiles, authentication policies, and authentication factors. The
administration is through a web interface called AccessAdmin where
administrators can create and modify policies, and manage users.

The IMS database stores all IBM Security Access Manager for Enterprise Single
Sign-On configuration and user objects, such as policy templates, user
credentials, authentication services, and AccessProfiles. How user credentials
are securely stored on the database and in local user Wallets is described in
detail in “Securing Wallets” on page 62.

AccessAgent synchronizes with the IMS Server on a regular interval to retrieve
policy updates. The predefined synchronization interval is 30 minutes. It can be
changed to 5 minutes, for example. However, this change is not suggested and
unnecessary, especially because the additional network traffic must be
considered.

Target applications
The target applications can typically be grouped into the following categories:

» Windows client/server

Typical application with a client component that is locally installed on the user
workstation. The client component requests user authentication and
communicates with an application component that runs on a back-end server,
for example, Lotus Notes.

» Java based

The authentication dialog for this type of application was developed in Java
and is sent to and executed on the user workstation at application start time.

» Web-based

Applications that run on a web server that requests users to authenticate from
a web browser.

» Terminal emulators

Terminal emulators are installed and executed locally on client workstations
and are configured to communicate with back-end applications that emulate a
specific terminal type. Examples are 3270 terminal emulators to access
host-based applications and Telnet to access UNIX systems.
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In the first phase, the cardio healthcare company decided to implement support
for the following applications:

»
»

Lotus Notes client
SAP client

» VMware View Client

5.2 Installing and configuring base components

In this section, we discuss the installation and initial configuration of IBM Security
Access Manager for Enterprise Single Sign-On. The following steps are involved
in installing and configuring the base components:

1.

ok~ 0N

Installing and configuring a database for use by the IMS Server, and adding
the necessary administrative users for the database and initial IMS Server
configuration

Installing and initially configuring the IMS Server
Installing and configuring AccessStudio
Using AccessStudio to create AccessProfiles

Configuring policies to enable single sign-on capabilities for the cardio
healthcare company employees

6. Installing and configuring AccessAgent on a client workstation

7. Users creating their IBM Security Access Manager for Enterprise Single

Sign-On accounts and initiating the single sign-on process for the configured
applications

5.2.1 Creating administrative users

To prepare for our base component installation and configuration, two
administrative users must be defined in the central user repository:

>

Database administrator

The IMS Server performs all database operations on behalf of the user
defined as the database administrator.

Active Directory lookup user

IBM Security Access Manager for Enterprise Single Sign-On uses the lookup
user to retrieve user attributes from the Active Directory enterprise repository.
The user defined as the lookup user must not be the primary user account for
any employee, because password change or account lockout can cause
problems with authentication for all users. A preferred practice is to create a
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system account specifically to act as the lookup user. IBM Security Access
Manager for Enterprise Single Sign-On uses the lookup user to search for
users in the directory and to retrieve user attributes from the Active Directory
enterprise repository.

Important: If the corporate security policy requires that the password of
the lookup user must be changed at predefined intervals, the IMS
administrator must be aware of this policy and set the new password in the
IMS Server configuration.

5.2.2 Deploying the IMS Server Virtual Appliance

Because the cardio healthcare company invested in a scalable and redundant
ESXi environment, the company chooses to install the IMS Server Virtual
Appliance rather than manually install software on a newly provisioned Windows
server. For platform requirements, see the IBM Security Access Manager for
Enterprise Single Sign-On Planning and Deployment Guide Version 8.2,
SC23-9952-03.

Follow these steps to deploy the IMS Server Virtual Appliance:

1. The VMware vSphere Client is used to log in to the ESXi server. Start the
VMware vSphere Client and use the dialog shown in Figure 5-1 to log in. You
need to specify an IP address or the name of the ESXi server in your
environment, in this case, 192.168.25.136. Click Login.

(%) VMware vSphere Client lﬂ
vmware

VMware vSphere™

(Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address [ Mame: ]192. 168.28.136 _:_J

User name: ]

Password: ]

™ Use Windows session credentials

Login | Close ‘ Help

Figure 5-1 VMware vSphere Client login
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2. After logging in to the ESXi server, click File — Deploy OVF Template, as
shown in Figure 5-2.

@ 192.168.28.136 - vSphere Client

File | Edit View Inventory Administration Plug-ins Help

New Y htory b [ Inventory
| Deploy OVF Template...
Export 2
Report L@l localhost Jocaldomain VMware ESXi, 4.1.0, 348481
Browse VA Marketplace... i | Summary | Virtual Machines | Reso
Print Maps L
3 What is a Host?
Exit

A host is a computer that uses virtualization
| as ESX or ESX, to run virtual machines. Ho

Figure 5-2 Deploy OVF Template

3. In this dialog, you need to select the extracted IBM Security Access Manager
for Enterprise Single Sign-On Virtual Appliance. Click Browse and navigate
to the appropriate file location to choose the ovf file. Then, click Next, as
shown in Figure 5-3.

Source
Select the source location,

Source

OVF Template Details
Mame and Location
Disk Format

Ready to Complete
Deploy from a file or URL

IMS VA 8.2.0.0.502\SAMESS0O _IMS VA _8.2.0.0.502.ovijd Browse... I

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help | <Back | MNext = I Cancel |

Zi

¥,

Figure 5-3 Deploy OVF Template

4. Click Next after verifying the details, as shown in Figure 5-4 on page 114.
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OVF Template Details
Verify OVF template details,

Source

OVF Template Details
Mame and Location

Disk Format

Ready to Complete

Product:

Download size:

Size on disk:

Description:

ISAMESSO_IMS_VA_8.2.0.0.502

11.5GB

16.1 GB (thin provisioned)
24.0 GB (thick provisioned)

This virtual appliance contains the generally available version of
I8M WebSphere Application Server Network Deployment 7.0.0.17
and SUSE Linux Enterprise Server (SLES) 11 32bit. Induded in the
package are configuration screens for the SLES operating system
and for IBM WebSphere Application Server Network Deployment
7.0.0.17

Help |

< Back | MNext > I

Cancel |

Zi|

(") Deploy OVE Template lglﬂu“

)

Figure 5-4 Verify OFV template details

5. Select a name for the Virtual Appliance and click Next. The cardio healthcare
company keeps the default name ISAMESSO _IMS VA 8.2.0.0502 as shown in
Figure 5-5 on page 115.

Naming: Be sure to use a unique name for every virtual appliance.
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Name and Location
Spedfy a name and location for the deployed template

Source Mame:

OVF Template Details l—' SAMESSO IMS VA 8.2.0.0.502)

Name and Location

Disk Format The name can contain up to 80 characters and it must be unigue within the inventory folder.

Ready to Complete

Help | < Back | Mext = I Cancel |

Zi|

)

Figure 5-5 Select OVF template name

6. Select between a thin-provisioned format or a thick-provisioned format, and
click Next, as shown in Figure 5-6 on page 116. Select Thick provisioned
format to allocate all storage on the ESX server immediately, and click Next.
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Deploy OVF Template =l “
Disk Format
In which format do you want to store the virtual disks?

source Information about the selected datastore:
OVF Template Details

Mame and Location HEE al e

Disk Format Capacdity: 75.0GB

Ready to Complete eSS

Select a format in which to store the virtual machines virtual disks:
" Thin provisioned format
The storage is allocated on demand as data is written to the virtual disks. This is
supported only on VMFS3 and newer datastores. Other types of datastores might
create thick disks,

Estimated disk usage: 16.1 GB

' Thick provisioned format
All storage is allocated immediately.
Estimated disk usage: 24.0 GB

Help |

< Back | MNext > I Cancel |

Z,
Figure 5-6 Select OVF template disk format

Verify the settings and click Finish (Figure 5-7 on page 117).
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(") Deploy OVE Template” lglﬂu“

Ready to Complete
Are these the options you want to use?

Source When you dick Finish, the deployment task will be started.
OVF Template Details D i
Mame and Location seoyment selmgs:
Disk Format OVF file: H:\WM\ISAM E-S50 v8.2 VA download [SAMESSO_IMS_VA_8.2.0.0. 502\[SAMESSO_IV
e Download size: 11.5GB
Bemhito compicte Size on disk: 16.1G8
Name: ISAMESSO_IMS_VA_8,2.0.0.502_tst
Host/Cluster: locahost. localdomain
Datastore: datastore1
Disk Format: Thick Provisioning

Metwork Mapping: VM Network™ to "vM Network™

{2

Help | < Back | Finish I Cancel |

Zi|

i B

Figure 5-7 Verify settings and finish OVF template import

8. The import of the Virtual Appliance into VMware ESXi starts, as shown in
Figure 5-8. This process can take a few minutes to complete.

F N
(2 Deploying ISAMESSO_IMS_VA_8.2.0.0.502_tst (5 [oi= [se e

Deploying ISAMESS0_IM5_VA_8.2.0.0.502_tst

Deploying disk 1 of 4 from HAVM\SAM E-S50 v8.2 VA
download\|SAMESSO_IMS_VA_8.2.0.0.502\SAMESSO_IMS_VA_8.2.0

.0.502\SAMESSO_IMS_VA_8.2.0.0.502-disk 1.vmdk

b

Figure 5-8 Deploying OVF template

5.2.3 Starting the Virtual Appliance

After a successful import, you can start and configure the virtual appliance:

1. Start the Virtual Appliance in the VMware vSphere Client. The Linux platform

on which the Virtual Appliance is built starts, as shown in Figure 5-9 on
page 118.
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aome

SUSE. Linux
Entarprise Server

SUSE Linux Enterprise Server 11 SP1 - 2.6.32.36-0.5

Failsafe -- SUSE Linux Enterprise Server 11 SP1 - 2.6.32.36-0.5

Floppy

Boot Options vga=0x314

F1 Help F2 Language F4 Keyboard
English (US) English-US

Figure 5-9 Starting the Virtual Appliance for the first time

2. Select the language, and click Next (Figure 5-10 on page 119). The cardio
healthcare company keeps the default settings.
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Figure 5-10 Select language settings

3. Accept the Linux Distribution Statement, and click | understand
(Figure 5-11).

(W und=

Figure 5-11 Accept Linux Distribution Statement

4. Read the software license agreement, and click Next (Figure 5-12 on
page 120).
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Figure 5-12 Software license agreement

5. Read and understand the VMware license agreement, and click | understand
as shown in Figure 5-13.

(I unde

Figure 5-13 Read and understand the VMware license agreement

6. Read and accept the International Program License Agreement, and click |
understand (Figure 5-14 on page 121).
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Figure 5-14 International Program License Agreement

. Click accept to accept the license agreements for Novell SLES, VMware
Tools, and WebSphere Application Server Hypervisor Edition, as shown in
Figure 5-15.

Figure 5-15 License agreements for Novell, VMware, and WebSphere

. Choose the network protocol. The cardio healthcare company selects static
network protocol for static IP addresses (Figure 5-16).

Figure 5-16 Select static network protocol

Chapter 5. Base installation and configuration 121



Note: During the deployment and activation of the virtual appliance, if you
do not accept any of the license agreements, the virtual appliance shuts
down. If you restart the virtual appliance, the language settings and license
agreements previously configured and accepted are not displayed.

9. Enter the network parameters, and click OK. The cardio healthcare
organization uses the parameters that are shown in Figure 5-17:

IP Address 192.168.28.135

Net Mask 255.255.255.0
Gateway Address  192.168.28.1

DNS 192.168.28.130
Host Name imsva

Domain cardio.example.com

Figure 5-17 Enter the network parameters

10. Verify the network parameters, and click Yes (Figure 5-18).

Figure 5-18 Verify network parameters

11.Enter a root password, and click OK, as shown in Figure 5-19 on page 123. In
the next window, confirm the password.
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Figure 5-19 Set a root password

12.Define a default virtual image user ID. The company uses the predefined
value virtuser (Figure 5-20). Click OK.

Figure 5-20 Define a virtual image user ID

13.Define a password for virtuser, and click OK (Figure 5-21). In the next window,
confirm the password.

Figure 5-21 Define a password for the virtual image user ID

14.Next, define the timezone settings and click F10 to continue. We keep the
default settings (Figure 5-22 on page 124).

Chapter 5. Base installation and configuration 123



Clock and Time Zone )
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Central and South America Greenland (k)
Etc Greenland (Scoresbysund)
Europe Greenland (Thule)
(Greenwich
Indian Ocean
Mexico IET
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Rusaia MSTMDT
1333} Nawajo
Nz
NZ-CHAT
PETEPDT
1cT
Iniversal
18
WET
=30
Tulu ;
Date and Time (WTP iz configured)
[z] Hardware Clock Set To UTC 2012-02-03 - 04:22:43
[Change. .. ]
[Cancel] [ OK 1]

excc 0«00}
Figure 5-22 Define time zone settings

15.Choose between the IBM Security Access Manager for Enterprise Single
Sign-On Standard license type and the Suite license type. The cardio
healthcare organization purchased the Suite license type, which includes
features, such as password reset. Check Suite and click Next, as shown in
Figure 5-23.

Figure 5-23 Select the IMS Server license type

16.Accept the terms of the license agreement for the IBM Security Access
Manager for Enterprise Single Sign-On IMS Server License Agreement
(Figure 5-24 on page 125).
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Figure 5-24 IBM SAM ESSO IMS Server License Agreement

17.Press the Space bar to install Tivoli Common Reporting (TCR) for IMS, as
shown in Figure 5-25, and click Next.

Figure 5-25 Install Tivoli Common Reporting (TCR) for IMS

18.The cardio healthcare organization decided to use Tivoli Common Reporting.
Click Yes to confirm the installation (Figure 5-26). Tivoli Common Reporting is
installed as a separate product. However, it is included in the IBM Security
Access Manager for Enterprise Single Sign-On virtual appliance.

Figure 5-26 Confirm Tivoli Common Reporting installation
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19.Finally, accept the Tivoli Common Reporting license agreement, as shown in
Figure 5-27.

Figure 5-27 Accept Tivoli Common Reporting license agreement

20.The virtual appliance configuration starts, as shown in Figure 5-28. Wait
several minutes until the installation completes.

fetivation started,

Preparing to install,., . .

Extracting the JRE fron the installer archive, ..

npacking the JRE

Extracting the installation resources from the installer arch_we. e
Configuring the installer for this systen's environment, .

Launching installer,,.
Preparing SILENT Mode Installation, ..

Tivoll Common Reporting (created with Installénywhere)

Figure 5-28 Tivoli Common Reporting installation

21.Log on to the server as virtuser after the successful installation (Figure 5-29
on page 127).
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__. SUSE Linux Enterprise Server 11 (i586)
,J imsva

Username: “

| @Restar‘c |||E|ShutDown || @Qancel H @Log In l

ISy | engiish (united states) |T| =5 | UsA |T| |.GNOME |7| % | Locat togin |T|

Figure 5-29 IMS Server logon

22.We add the IMS Server manually to the Domain Name System (DNS) on the
Windows Domain controller, as shown in Figure 5-30 on page 128.
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_i._ dnsmgmt - [DNSLESS0'Forward Lookup Zones' . COM. =1al x|

,3,‘ File Action View ‘Window Help | =121

e | AW TR @E|EEHE

.J?J-. DNS cardio.example.com 5 3|

E‘B E350 '—'—'t—,—
B0 Forard oo ores | (O 2l
. g _msdcs,cardio.example.c
H=R [z cardio example. com Mame {uses parent domain name if blank):
: msdcs I v 1, esso.cardio.example.co...

=0 com s, catdio, example. com,
B0 example Fully qualified domain name (FODM): bz 168,268,130

10 cardio I imsva.cardio.example.com.
CI Reverse Lookup Zones
E--@ Event: Viewer IP address:

44| DNS Events 192 162 28 13§

[~ Create associated pointer (PTR) record

[ allow any authenticated User to update DS records with the
SAME OWNEN NAME

Add Host Cancel

4] 1

|
Figure 5-30 Add IMS Server to the DNS

5.2.4 Configuring the database server

The virtual appliance ships without a bundled database. Configuration scripts are
included to provision a database on either DB2, Oracle, or MS SQL server. The
cardio healthcare company has a DB2 environment that runs on Windows
servers and uses the preconfigured SQL scripts to configure DB2 silently. The
organization used the database user db2admin to configure DB2. Follow these
steps:

1. Set the DB2 command-line environment.
db2cmd

2. Create the database for the virtual appliance on the DB2 server. It is
important to use an 8 KB pagesize and UTF-8.

DB2 CREATE DATABASE imsvadb AUTOMATIC STORAGE YES ON 'C:\' DBPATH
ON 'C:\"' ALIAS imsvadb USING CODESET UTF-8 TERRITORY US COLLATE
USING SYSTEM PAGESIZE 8192

3. Connect to the newly created database.
db2 CONNECT TO imsvadb user db2admin
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The scripts to configure the database are on the virtual appliance in the following
directory:

/opt/IBM/ISAM_E-SSO/IMS_Server/com.ibm.tamesso.ims-deThi.build.boot/src
/database/data/sql/db2/create-schema

Change to this directory within the db2 runtime environment, and run the scripts
in the related subdirectories to configure the database:

1.

Run the script init.sql:
db2 -tf "create-schema\init.sql"
Run the script 1og.sql:
db2 -tf "create-schema\log.sql"

Run the script initPL.sql. The delimiter is “I” for DB2 and “/” for Oracle. Run
the following command to pass the delimiter:

db2 -td! "create-schema\initPL.sql"

Run the script boot.sql. This script is in a different subdirectory.

db2 -tf "initialize-prod\boot.sql"

Run the script create-schema\view.sql:

db2 -tf "create-schema\view.sql"
Database configuration: The database also can be configured later
during the initial browser-based IMS Server configuration, as shown in step

4 on page 131. We suggest though to use this script-based version if you
prefer to configure the database by using the command line.

5.2.5 Initial IMS Server configuration

In this section, we configure the IMS Server for initial use.

The initial configuration consists of the following tasks:

>

Create the IMS Server database schema (done in the last section by
command-line, or optionally done as the first step during the initial IMS Server
configuration here).

Provide the database configuration information.
Specify the fully qualified domain name of the IMS Server.

Specify the domain of the enterprise directory to which to connect, and enter
the lookup-user name and password.
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130

Decide whether to synchronize the enterprise directory password and IBM

Security Access Manager for Enterprise Single Sign-On password (this option
is available only for Active Directory).

» Optional: Define the parameters to enable AccessAssistant and Web
Workplace password reset if you want to use those features.

» Restart WebSphere Application Server.

» Assign an enterprise directory user to act as the IMS administrator.

Follow these steps to configure the IMS Server:

1. First, start the IBM Security Access Manager for Enterprise Single Sign-On

configuration wizard by opening the URL http://Tocalhost:9043/front on
the IMS Server that is shown in Figure 5-31.

Untrusted ¢

Eile Edit View History Bookmarks Tools Help

L v B # | nmpssnocainostooazmont CRE B @,
[E Most Visited ¥ E}Nuvellv P Getting Started |£|Latest Headlines ¥ BMuziHa Firefox™
A\ Untrusted Connection ] = v
§ = This Connection is Untrusted
| A ‘ “You have asked Firefox to connect securely to localhoest:9043, but we can't confirm that your

connection is secure.

Naormally, when you try to connect securely, sites will present trusted identification to prove that you are
going to the right place. However, this site's identity can't be verified

What Should | Do?

Ifyou usually connect to this site without problems, this error could mean that someone is frying to
impersonate the site, and you shouldnt continue.

Get me out of herel

Technical Details

| Understand the Risks

[<]

Done

Figure 5-31 Connect to the IMS Server

2. If a certificate warning displays, expand the section | Understand the Risks

and click Add Exception, as shown in Figure 5-32 on page 131.

Certificates: The certificates that ship with the product can be replaced by
a company’s own trusted certificates.
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| Understand the Risks

If you understand what's going on. wou can tell Firefox to start trusting this site's identification. Even if
you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

| Add Exception... |

Figure 5-32 Security exception warning

3. Click Confirm Security Exception to store the certificate (Figure 5-33).

c “You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to
do this.

Server

Location: | https:/ocalnost:043/ront | [get Certificate

Certificate Status

This site attempts to identify itself with invalid information. |' View |

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft.
Unknown Identity

Certificate is not trusted, because it hasnt been verified by a recognized
authority.

| Permanently store this exception

Igonﬁrm Security Exception! ! @Cancel |

Figure 5-33 Confirm the security exception

4. The IBM Security Access Manager for Enterprise Single Sign-On
Configuration wizard starts. We configured the DB2 database schema earlier
and can skip the creation of the IMS Server database schema. Clear the
check box, and click Next, as shown in Figure 5-34 on page 132.
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) ISAMIESSO IMS Server- Mozilla Firefox =

File Edit Wiew History Bookmarks Tools Help

& v & Y [[OTEEIIE: nttos:ocalnost S043/mont/faces/apprindex. <htmi?_flo

[ Most visited™  FNovell @ Getting Started 5] Latest Headlines™ | [ Mozilla Firefox >

[~ a

O 1SAM ESSO IMS Server | +

IBM Security Access Manager for Enterprise Single Sign-on

Language: | English (United States) &
ISANM ESSO: Configuration Wizard

Create IMS Database Schema
Select the checkbox to use the wizard to create the IMS Server darabase schema

[[] Create IMS Server database schema.

Cancel Back IMext

Done

Figure 5-34 Skip IMS database schema creation

5. Choose the database type DB2 Server, and click Next (Figure 5-35 on
page 133).
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ISAMESSO IMS Server- Mozilla Firefox

Eile Edit View History Bookmarks Tools Help
<« v & ) [OTEETER https: mocainost:cosasmontfaces/appivizardssconfigur v | [#v Y

[ Most Visited™  [SNovell @ Getting Started  [5) Latest Headlines~  [)Mozilla Firefox v

0O 1sAM ESSO IMS Server | o v

IBM Security Acoess Manager for Enterprise Single Sign-on

Language: | English (United States) & |

ISAM ESSO: Configuration Wizard

Choose Database Type

Choose the database type IMS Server is using.

® pB2 Server

© Microsott SQL Server

' Oracle Server

Cancel Back Mext

Done H

Figure 5-35 Choose database type DB2 Server

Enter the database parameters, as shown in Figure 5-36 on page 134, and
click Next:

Host Name Fully qualified domain name. The cardio healthcare
organization defined esso.cardio.example.com as the
DB2 server.

Port Database port. The default port is 50000.

Database Name This name is the database that we specified in the

previous paragraph. The cardio healthcare company
used imsvadb.

User Name The database user specified in the previous
paragraph. The default is db2admin.

User Password Password of db2 admin user.
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=) ISAM ESSO IMS'Sernver - Mozilla Firefox = (O
Eile Edit View History Bookmarks Tools Help
O 15AM ESS0 IMS Server | L £

IBM Security Access Manager for Enterprise Single Sign-on

Language: | English (United States) & |

ISAM ESSO: Configuration Wizard

Database Configuration - DB2

Provide the database configuration information

Make sure you comply with these database requirements and setiings before you proceed.
=« Database type is standard.
« Default bufferpool and table space page size is set to 8K
« Code set is UTF-8.

Host Name:

[esso.cardio.exampla com l

Port:
(50000 |

Database Name:
[imsvadh ]

User Name:
[cib2acimin |

User Password:

[ieee=: |

Cancel Back Tlext

Figure 5-36 Database configuration

7. Enter the fully qualified domain name of the IMS Server, as shown in
Figure 5-37 on page 135. The cardio healthcare company created
imsva.cardio.example.com.
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) ISAM ESSO IMS Server- Mozilla Firefox

Eile Edit View History Bookmarks Tools Help

O 1SAM ESSO IMS Server | #

IBM Security Access Manager for Enterprise Single Sign-on

ISAM ESSO: Configuration Wizard

Enter IMS Server Fully Qualified Domain Name.

Name of the load balancer, it you are using a load balancer.

Language: | English (United States) & |

Specify the Fully Qualified Domain Mame that AccessAgent connects to the IMS Server. Specify the Fully Qualified Domain

Fully Qualified Domain Name [imsva cardio example.com

Cancel

Back Hlext

Figure 5-37 Enter the IMS Server fully qualified domain name

8. For the enterprise directory configuration repository listing, the cardio

healthcare company decided to add its Enterprise Active Directory as the
repository. Click Add new repository (Figure 5-38 on page 136).
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=) ISAM ESSO IMS Server- Mozilla Firefox = O &3

Eile Edit View History Bookmarks Tools Help

O 15AM ESS0 IMS Server | 4+ v

IBM Security Access Manager for Enterprise Single Sign-on

Language: | English (United States) & |

ISAM ESSO: Configuration Wizard

Enterprise Directory Configuration: Repository Listing

List of repositories in the enterprise directory

Host:Fort Server Type

Add new repository

When there are no repositaries configured, sign ups are not verified against a repositary.

Back | Skip enterprise directory configuration

Figure 5-38 Add an Active Directory repository

9. Keep the default setting Active Directory as the enterprise directory type, as
shown in Figure 5-39 on page 137.
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ISAM|ESS O IMS Server - Mozilla|Firefox

Eile Edit View History Bookmarks Tools Help
O 1SAM ESSO IMS Server | &

IBM Security Access Manager for Enterprise Single Sign-on

Language: | English (United States) & |

ISAM ESSO: Configuration Wizard

Enterprise Directory Configuration: Enterprise Directory Type
Select enterprise directory type

Select emerprise directory type: | Active Directory | & |

Back Dlext

Figure 5-39 Select enterprise directory type Active Directory

10.The organization decided to use password synchronization and changed the
default value from No to Yes to enable password synchronization (Figure 5-40
on page 138). This step synchronizes the IBM Security Access Manager for
Enterprise Single Sign-On user accounts with their Active Directory accounts.
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138

ISAMIESSO IMS S

Eile Edit View History Bookmarks Tools Help
O 15AM ESS0 IMS Server

| 4
IBM Security Access Manager for Enterprise Single Sign-on

Language: Engllsh(unnedstales) C
ISAM ESSO: Configuration Wizard

Enterprise Directory Configuration: Use Password Synchronization
Use Active Directory password synchronization.

Enable password synchronization: | Yes £

Back Dlext

Figure 5-40 Enable password synchronization with Active Directory

11.Specify the parameters for the new repository, as shown in Figure 5-41 on
page 139:

Domain Controller FQDN

Fully qualified domain name (FQDN) of the Active
Directory (AD) domain controller. The cardio

healthcare company used esso.cardio.example.com
for this name.

Domain DNS name Domain DNS name. The cardio healthcare company

used cardio.example.com for this name.
Domain NetBIOS name

Domain NetBIOS name. The cardio healthcare

environment used CARDIO.
Port

The cardio healthcare company used port 389.
Bind user name and password

Define the user name and password of an Active
Directory account that has privileges to look up users
in the Active Directory used as IBM Security Access
Manager for Enterprise Single Sign-On users. The
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cardio healthcare company defined the user account
Tookup.

ISAMIESSO IMS'S

Eile Edit View History Bookmarks Tools Help

O I1sAM ESSO IMS Server | + £

IBM Security Access Manager for Enterprise Single Sign-on

Language: | Engish (United States) 2 |
ISAM ESSO: Configuration Wizard

Add New Repository: Repository Description

Use this form to add or edit repositary.

Advanced

Domain corntraller FQDN': T ——
| esso.cardio.example .com |

Domain DNS name*:
| cardio.example .com

A 5 .
Domain NetBIOS name*: [carDiD |

Port* |7389 |

Bind user name*:
[qukup| ]

Password*
|sssssass

Fields marked with * are required

Back Iext

Figure 5-41 Specify repository parameters

12.The cardio healthcare company does not use Secure Sockets Layer (SSL) for
Active Directory communication in its test environment. As a result, we need
to install the IBM Tivoli Identity Manager Adapter for Active Directory for web
services to be able to reset passwords. Click Yes for AccessAssistant/Web
Workplace password reset. Specify the following parameters, as shown in
Figure 5-42 on page 140:

Host The host where the Active Directory adapter for web
services is installed. This host must be a Windows
system. The cardio healthcare company installed
Active Directory on the esso.cardio.example.com
domain controller.

Use SSL The cardio healthcare company does not use SSL in
their test environment. Select No.
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Port We use the default port 45990. You can, however,
configure this port by using the Tivoli Identity Manager
Adapter command-line user interface.

Bind user name The default user name is agent.

Simple authentication is enabled
Select No.

ISAM|ESSO/INS Servers Mozilla Firefox

File Edit View History Bookmarks Tools Help
O 15AM ESS0 IMS Semver | & "
rasswora r—
|sssssssssssnnssnss [~
Base distinguished name*:
K|+
‘ @ |de=cardio,dc=example,dc=com J
Faillover domain controllers:
‘ Domain controller FQDN*: Fort*:
Enable AccessAssistant/Web Workplace password reset ? i Yes £ |
|

TIM AD Adapter details M

Use S5L*: [ M |2
e —
Bind user name*: |D|

i

The bind user name must exists on the directary server and must have
password reset privieges

Simple authentication is enabled*

| mo |g |

Fields marked with * are required

Back | Mext
Figure 5-42 Specify connection details for the Tivoli Identity Manager Adapter

Important: The correct choice is Active Directory adapter for web
services and not Active Directory adapter. These selections are different
adapter options.

13.Click Next to continue (Figure 5-43 on page 141).
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) ISAMIESSO IMS Server- Mozilla Firefox -
File Edit Miew History Bookmarks Tools Help

O 15AM ESSO IMS Server | Ll

|BM Security Access Manager for Enterprise Single Sign-on

Language: | English (United States) & |

ISAM ESS0: Configuration Wizard

Enterprise Directory Configuration: Repository Listing

List of repositories in the enterprise directory.

Enable password synchronization: | Yes 2

Host:Part Server Type
Edit Delete

Add new repository

When there are no repositaries configured, sign ups are not verified against a repository

esso.cardio example com:389 Active Directory

Figure 5-43 Click Next on a successful configuration

14.Confirm the settings and click Save to start the IMS configuration, as shown
in Figure 5-44 on page 142. This process takes around a minute.
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=) ISAM ESSO IMS Server- Mozilla Firefox = O &3

Eile Edit View History Bookmarks Tools Help

O 15AM ESS0 IMS Server | 4+ v

IBM Security Access Manager for Enterprise Single Sign-on

Language: | English (United States) & |

ISAM ESSO: Configuration Wizard

Confirm settings

The following settings are applied. Confirm the settings before proceeding to the next step. If the settings are correct, click
ave.

a/ Fully Qualified Domain MName of IMS Server u
= Fully Qualified Domain Name : imsva.cardio example.com
J IMS Database properties
= Darabase Host : esso.cardio example.com
* Database Fort 150000
* Database Name : imsvadb

w" Erterprise directory repository list

= esso cardio.example.com 389

Cancel Back Save

Figure 5-44  Finish IMS configuration wizard

15.After a successful installation, the following window opens, as shown in
Figure 5-45 on page 143.
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) ISAMIESSO IMS Server- Mozilla Firefox -
File Edit Miew History Bookmarks Tools Help

O 15AM ESSO IMS Server | Ll

|BM Security Access Manager for Enterprise Single Sign-on

Language: | English (United States) & |

ISAM ESS0: Configuration Wizard

IMS configured

IMS configured successfully

To apply the changes
+ Restart WebSphere for the changes to take effect

Figure 5-45 Successful IMS configuration

16.Stop and start the WebSphere Application Server after this configuration to

apply the changes. The icons are already on the desktop of the virtual
appliance (Figure 5-46).

Figure 5-46 Start and stop the WebSphere Application Server

17.Verify the successful WebSphere start or check for errors in the lodfile, as
shown in Figure 5-47 on page 144.
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=] Terminal e ElEX
File Edit ‘“iew Terminal Help

ADMUD116I: Tool information is being logged in file
/opt/IBM[WebSphere/Pr‘of1les[De‘FaultAppSr‘vOl/logs/serverl/startServer

log

ADMUO128I: Starting tool with the DefaultAppSrv0ol profile

ADMU3100I: Reading configuration for server: serverl

ADMU3200I: Server launched. Waiting for initialization status.

Figure 5-47 Verify WebSphere start

5.2.6 Provisioning an IMS administrator and verifying the installation

Follow these steps:

1. After restarting WebSphere, log on to the IMS Server as virtuser at
http://imsva:9043/webconf, as shown in Figure 5-48.

@ ISAM ESSO IMS Configuration Utility - Mozilla Firefox - 0O x
Eile Edit Miew History Bookmarks Tools Help

= € [ JEER nttps /msva:s043mwebcontt 0™ @
r-@ ISAM ESS0 IMS Configuration Utility1 % v

IBM Security Access Manager for Enterprise Single Sign-on

Logon

Erter your user name and password to log on.

Language:
| English (United States)

| <>

User name:

| virtuser |

Password:

Legon

Figure 5-48 Log on to the IMS Server as virtuser

2. On the Welcome window, click Provision IMS administrator (Figure 5-49 on
page 145).
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ISAM ESS O IMS Configuration Utility - Mozilla Firefox

File  Edit “iew History Bookmarks Tools Help

'ﬁl b @ Q https:!!imsva:QUziBMebconf!facesfapp!main.xhtml

< @

0 ISAM ESSO IMS Configuration Utility | Ll

IBM Security Access Manager for Enterprise Single Sign-on

Welcome
Configuration Wizards

Frovision IMS administrator

Basic settings

Authertication services
Enterprize directories
Biometric support
ActiveCode deployment

Advanced settings

AccessAdmin

IMS Server

Data source
Message connectars
IMS Bridges

User aLthentication

Utilities
Upload System Data
Export IMS Configuration

Import IMS Configuration
Code Translation

Figure 5-49 Click Provision IMS administrator

3. The cardio healthcare organization created the Windows user imsadmin

before. The company provisions this user to be the IMS administrator now by
typing imsadmin, as shown in Figure 5-50 on page 146.
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@ b @ @ l[ https:/fimsva:2043/webconffaces/app/main. xhtml V‘ I-"V '-@g
I ) 1SAM ESSO IMS Configuration Utility | i v
|1BM Security Access Manager for Enterprise Single Sign-on
Welcome Frovision an IMS Server Administrator
Configuration Wizards
Provision IMS administrator Cchoose credentials
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Authertication services
Erterprise directories User name:
Biometric support - -
ActiveCode deployment |imsadmin |
Advanced setings Password:
AccessAdmin [eessnces |
IMS Server
Cata source Domain:
Message connectars ~
IMS Bridges | cARDIO <)
User aLthentication
Mext
Utilities
Upload System Data
Export IMS Configuration
Import IMS Configuration
Code Translation
[

Figure 5-50 Provision new IMS administrator user imsadmin
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4. Click Finish on the next page (Figure 5-51 on page 147).
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IMS Server

Data source
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User aLthentication
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Utilities

Upload System Data
Export IMS Configuration
Import IMS Configuration
Code Translation

Figure 5-51 Finish IMS administrator provisioning

5. The user imsadmin is provisioned as IMS administrator (Figure 5-52 on
page 148).
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Welcome Frovision an IMS Server Administrator
Configuration Wizards

Provision IMS administrator Finished

Basic settings

e = imsadmin has been provisioned as an IMS Administrator successfully.
Authertication services

Enterprize directories
Biometric support .
ActiveCode deployment

Advanced settings

AccessAdmin

IMS Server

Data source
Message connectars
IMS Bridges

User aLthentication

Utilities
Upload System Data
Export IMS Configuration

Import IMS Configuration
Code Translation

Figure 5-52 Successful IMS administrator provisioning

5.2.7 Configuring user and machine policy templates

Now that we finished the IMS Server base configuration, it is time to configure
the user policy template and the machine policy template for personal desktops.

Ideally, the machine policy templates and user policy templates are configured at
this time. However, we describe these tasks in Chapter 7, “Strong authentication
using RFID” on page 227. We show how you can configure the policies for a
personal and a shared desktop at the same time, together with the radio
frequency identification (RFID) settings, in one workflow.

Technically, you can install AccessAgents and roll out users first, without the user
and machine policy templates in place. If you configure the default machine
policy template after you roll out AccessAgent on some workstations, you must
apply the machine policies first to the existing machines and then restart the
machines.
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Machine policy templates: Policies are assigned automatically to new
machines and users only, but not to existing machines and users. We suggest
that you create the policy templates before adding users and machines to the
IMS Server (through users that sign up or the deployment of AccessAgent
software).

Manage policies on a policy template level, and not on a machine or user level
directly. Create a machine policy and apply the policies to existing machines. If
you need to change policies later, change the policies through the machine
policy templates again. Do not change policies on machines directly to keep
the policies in control.Keep only as few machine policy templates as needed.
Do not change values on a single user or machine. Control the policies
instead directly on the template level. Change the template, or create a
template if needed, and assign it to the correct machines or users.

If you change policies on the machine or user level directly, it can be difficult to
track the changes. Also, those values are overwritten when assigning a
template to machines.

You can assign the policies in the AccessAdmin. Search for machines by
clicking Machines — Search. Type a search string. Select the “found”
machines to which you want to assign a machine policy template. Select from
a list of existing machine policy templates. Select Assign.

5.2.8 Deploying AccessAgent

The next step in our basic deployment is to install AccessAgent on all
workstations that require single sign-on. First, we configure the software package

p
a

arameters. Then, we show a manual GUI-based installation. Then, we show an
utomated installation of AccessAgent.

Configuring user, machine, and system policies: In a typical deployment,
you now use the AccessAdmin interface to configure the user, machine, and
system policies before you install AccessAgent. However, in this book, we
describe these steps in 5.4.1, “Managing policies” on page 196.

AccessAgent performs the following primary functions:

>

It monitors for applications that are configured for single sign-on and acts on
them.

It communicates with the IMS Server to obtain configuration data and retrieve
user Wallets.
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» It allows users to access their Wallets and manage their credentials.

The cardio healthcare company reviews several AccessAgent setup parameters.
They can be edited by modifying the SetupH1p.ini file in the AccessAgent Config
installation directory, before running the AccessAgent installer. The SetupH1p.ini
file contains three categories of parameters:

» Options available only at setup time

» Options that are available at setup and AccessAgent run time that map to
multiple registry values each

» Options that are available at setup and AccessAgent run time that map to one
registry value each

The options that map to registry values can be modified after the AccessAgent
setup, but the options that are only available at setup time cannot be set or
changed after the AccessAgent installation. If those options are required
post-installation, you must first uninstall AccessAgent, and then reinstall with the
setup time only parameters set as needed. Carefully review each option and
determine whether it is necessary to modify the values based on your
deployment.

For the IBM Security Access Manager for Enterprise Single Sign-On Java
Observer module to trigger for Java applications, you must, for instance, specify
the paths to the Java virtual machine (JVM) directories installed on the
workstation. Instructions for modifying this option are listed in “Modifying the
SetupHIp.ini file” on page 150",

In the following sections, we examine both the manual GUI-based and the
automated silent installation. For both situations, we need to configure the
SetupHlp.ini file. We first look at modifying the options in the SetupH1p.ini file
to assist in streamlining the deployment of AccessAgent to multiple workstations
that use Windows supported software distribution tools.

Then, we demonstrate both installations, because the cardio healthcare
company uses both methods concurrently.

Modifying the SetupHIp.ini file
The cardio healthcare company must modify the SetupH1p.ini file with the
following options:

1. Copy the entire AccessAgent installation directory to your workstation.

' You can also set the paths to the JVMs after your initial installation by using C:\Program
Files\Encentuate\JavaSupport\JSupportInstaller.bat. See “Chapter 5. AccessAgent setup”,
section “Setting automatic sign-on for Java applications” in the IBM Security Access Manager for
Enterprise Single Sign-On Planning and Deployment Guide Version 8.2, SC23-9952-03.
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2.

3.

5.

Locate the SetupH1p.ini file in the Config directory inside the AccessAgent
installation directory. Double-click SetupH1p.ini to edit it with a text editor.

Modify the address to the IMS Server. Locate the line:
ImsServerName=<ISAM ESSO IMS Server>

Change the value of <ISAM ESSO IMS Server>to the fully qualified host name
of the IMS Server:

ImsServerName=imsva.cardio.example.com

Because the cardio healthcare company plans to support Java applications in
the future, we add the JVM directories. Locate the line:

;JVMInstallationDirectories=<JVM Directory 1>|<JVM Directory 2>|<JVM
Directory 3>

Change the value to include paths to all installed JVMs. It is important to
make sure that you remove the semi-colon (;) symbol from the start of the line
and to separate each of the directories with the vertical bar (|) symbol:

JVMInstallationDirectories=C:\Program
Files\Java\jrel.6.0 01|C:\Program Files\Java\jrel.5.0 03

Save and close SetupHlp.ini.

Optional configuration parameters in the SetupHlIp.ini file

To better understand optional configuration options for the SetupH1p.ini file, the
cardio healthcare company looks closely at some additional and important
parameters:

| 2

FirstSyncMaxRetries

System data, such as machine policies and AccessProfiles, are downloaded
and stored as a machine Wallet during the initial start after the AccessAgent
installation (default location: machine.wlt and machine.wlt.bak in
C:\Program Files\IBM\ISAM ESSO\AA\Cryptoboxes\Wallets).

If the download was unsuccessful with Version 8.1 at start-up, the
synchronizer retried every 20 seconds for three times. Afterward, the
synchronizer retries at the periodic synchronization interval as defined
globally on the IMS Server (typically, 30 minutes).

Use the new configuration parameter FirstSyncMaxRetries to change the
number of attempts to retry if the first synchronization fails during installation.
The default value is 3. Set this value to a higher number if the IMS Server can
be reached only after a virtual private network (VPN) connection to the
company’s intranet was established. This connection can take more than

1 minute.
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Machine Policies setup: For some machine policies to be effective, they
must be set before start-up. Or, the default installer is used, and two
start-ups might be required instead.

» FirstSyncRetryIntervalMins

FirstSyncRetryIntervalMins defines the time interval between each retry
attempt by minutes during the installation.

» RemoveWallet

This parameter defines whether to remove the Wallet during AccessAgent
uninstallation (1 YESIO NO). Setting this value to 1 removes the Wallet during
uninstallation. This parameter can be useful for reinstallations when Wallet
files can block a new installation.

» DisableWin7CAD

This parameter determines whether to disable Ctrl+Alt+Del in Windows Vista
and Windows 7.

» AAlInstallDir

This parameter specifies the AccessAgent installation base directory. The
default value for V8.2 is:

AAInstall1Dir=C:\Program Files\IBM\ISAM ESSO\AA\

Manual installation of AccessAgent
First, the cardio healthcare company examines the manual installation method
for AccessAgent:

1. From the AccessAgent installation directory, double-click the Setup.exe to
begin the AccessAgent installation.

Version: At the time of writing this book, the AccessAgent version is
8.2.0.0501.
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2. At the InstallShield Wizard window, select the installation language and click
OK, as shown in Figure 5-53.

ISAM ESSO AccessAgent - InstallShield Wiza rd ll

Select the language for the installation from the choices below.

English [United States]

Ok I Cancel |

Figure 5-53 AccessAgent - Installation wizard

3. Currently, 19 languages are supported. Each language has a different .msi file
in the installation directory. We show in the next paragraph how to install
AccessAgent silently, by using a specific language setting. We select English
[United States], as shown in Figure 5-54, and click Next.

Arabic

Chineze [Simplified]
Chineze [Traditional]
Czech

D anish

Finrish

French [Standard]
German

Hebrew
Hungarian

Italian

Japanesze

Karean

Polizh

Portuguese [Brazilian]
Russian

Spanish
Figure 5-54 Support languages for AccessAgent

4. At the Welcome window, click Next (Figure 5-55 on page 154).
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i';a ISAM ESSD AccessAgent - Installshield Wizard ll

T Welcome to the InstallShield Wizard for ISAM
’ ESSO AccessAgent.

The InstallshieldiR) Wizard will install ISAM ESSO Accessagent
on your computer, To continue, click Next,

WARNING: This program is protected by copyright law and
international treaties,

InistallShield

Cancel

= Back

Figure 5-55 Welcome window

5. Select the product for which you have a license and click Next. The cardio
healthcare organization purchased the IBM Security Access Manager for
Enterprise Single Sign-On Suite, as shown in Figure 5-56.

{5 ISAM ESS0 AccessAgent - InstallShield Wizard 10l =l

Product License Yalidation

Select the product For which you have a license:

{~ IBM Security Access Manager For Enterprise Single Sign-On Standard

This package offers single sign-on in a personal desktop, centralized logging,
customizable reporting, and password self-service through the login screen.

{+ IBM Security Access Manager For Enterprise Single Sign-On Suite

This package offers strong authentication, session management, context
management, custom tracking, password self-service, AccessAgent plug-ins, Web
‘Waorkplace, and user provisioning integration in addition to the Standard package.

For more information, see the Planning and Deployment Guide.

InistallShield

Cancel

< Back

Figure 5-56 Product License Validation

6. Read the license agreement, and if you accept the terms, select | accept the
terms in the license agreement, and click Next, as shown in Figure 5-57 on
page 155.

154 IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide



i'é‘- ISAM ESSO AccessAgent - InstallShield ¥Wizard [

Software License Agreement

Please read the following license agreement carefully,

International Program License Agreement
Part 1 - General Terms

BY DOWMNLOADING, INSTALLING, COPYING, ACCESIING, CLICEING
CN AN M"ACCEPT™ EBUTTON, ©OF OTHERWISE UIING THE PROGRLHM,
LICENSEE AGREES TO THE TERMZ OF THIS AGREEMENT. IF ¥OU
ARE ACCEPTING THEZE TERM3 ON EEHALF OF LICEN3EE, YOU
REPRESENT AND WARRANT THAT YOU HAVE FULL AUTHORITY TO
BIND LICENSEE TO THESE TERM3. IF YOU DO NOT AGREE TO
THESE TERM3,

@ T accept the terms in the license agreement.!

" I do not accept the terms in the license agresment.

|

InistallShield
Print | < Back | Mext = I Cancel

Figure 5-57 License Agreement

7. Keep the default installation directory, and click Next (Figure 5-58).

i'é‘- Install ISAM ESSO AccessAgent

ISAM ESSO AccessAgent

x|

Chooze a location to install 1S4k ESS0 Accessfgent.

C:\Program Filesh\EMASAM ESSONAAY Browse. . |

"Installation directory

InistallShield

Cancel

Figure 5-58 Choose the installation directory

8. Click Install to begin the installation (Figure 5-59 on page 156).
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i'é‘- Install ISAM ESSO AccessAgent X

ISAM ESSO AccessAgent

Click Install to begin the installation.

IF wou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

InistallShield
Install Cancel

Figure 5-59 AccessAgent Review window

9. AccessAgent installation begins. After the installation completes, the
successful installation window opens. Click Finish, as shown in Figure 5-60.

i ISAM ESSO AccessAgent 2]

ISAM ESSO AccessAgent

1S54k ESS0 Accessfgent is configured on your computer successfully.

InistallShield

= Back Gancel

Figure 5-60 AccessAgent installation finished
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IMS Server connection: If, during software installation testing, you are
prompted to enter the IMS Server connection information, the IMS Server
address that was entered in SetupHlp.ini is probably incorrect. This
message can also appear if the IMS Server was unreachable by the client
at installation time.

10.You are now asked to restart the system. Click Yes to restart now
(Figure 5-61). You can also configure Setuphlp.ini to hide this prompt and
not force the user to restart immediately.

{5 ISAM ESS0 AccessAgent Installer formal |

‘fou must restart yvour system For the configuration

! changes made ko ISAM ESSO AccessAgent ko take
effect, Click Yes to restart now or Mo if you plan to
restart later,

Figure 5-61 Restart after AccessAgent installation

Important: Sometimes, two restarts can be necessary, because after the
first restart, AccessAgent synchronizes with the IMS Server and retrieves
the machine policies. Certain machine policies require a restart before they
can take effect.

AccessAgent installation is complete.

Silent installation of AccessAgent

The cardio healthcare company examines the silent installation method for
AccessAgent. Instead of executing the setup.exe file, the Microsoft Windows
Installer needs to run the ISAM ESSO AccessAgent.msi file directly.

Currently, AccessAgent can be installed in 19 languages. A complete list is in the
product documentation. The cardio healthcare organization decided to support
English as the corporate language. We show how to install AccessAgent silently.

The Microsoft Windows installer is executed by starting msiexec.exe. We pass
the following switches to the command line:
1. /i <patch to the MSI file>

2. TRANSFORMS=<Microsoft Locale ID>.mst for the language setting in decimal
form, for example, 1033, for English United States.
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3. /norestart is optional, if the AccessAgent installer must not automatically
restart after installation.

4. /qn sets the user interface level to n- no user interface for silent installation
without user interaction.

5. /1 <logfile> sets the path to the AccessAgent installation logfile. Optional:
The loglevel can be set to a higher value for debugging, for example, /1v for
verbose logging. See more details by running:

msiexec /?

6. PATCH="<path to AccessAgent patch>.msp" is optional, if an AccessAgent
patch must be installed directly with the AccessAgent installer.

Software distribution mechanism: All directory paths might need to be set
as absolute if a software distribution mechanism was used, for example:

/i "c:\swd\ISAMESSO\ISAM ESSO AccessAgent.msi"

The cardio healthcare organization installs AccessAgent silently with this
command:

msiexec.exe /i "ISAM ESSO AccessAgent.msi" TRANSFORMS="1033.mst"
/norestart /gn /1 AA82.7og

5.2.9 Interacting with AccessAgent

After we install AccessAgent, we show the basic functions. In this section, we
describe how you sign up for an IBM Security Access Manager for Enterprise
Single Sign-On account and modify how you log on to Windows.

The Windows Logon window is different, as shown in Figure 5-62 on page 159.
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Welcome :: ISAM ESSO AccessAgent )

IBM Security Access Manager for Enterprise Single Sign-On

Welcome This computer is protected by 154 ESS0
Accessfigent.
E\: Log On If pou are here for the first time, click 'Sian up' to get
: started.
o 3ignUp

L,j&;’ Reset Password

i G0 ko Windows tolo, ..

To log on, click 'Log on'.

@ | Mobody logged on

Figure 5-62 AccessAgent Logon window

Several options changed from the default Windows logon window. You can now
select the following options:

»

Log On

Selecting this option logs you on by using your IBM Security Access Manager
for Enterprise Single Sign-On password. If you are not yet signed up, you are
prompted to sign up. This option, which can be changed, is the default
behavior.

Sign Up

Signing up creates your IBM Security Access Manager for Enterprise Single
Sign-On account and password. It prompts you to provide an answer to a
challenge question of your choice.

Reset Password

Reset your IBM Security Access Manager for Enterprise Single Sign-On
password. How the password gets reset depends on the configuration in
AccessAdmin. Options include responding to a challenge question, entering
an authorization code that is provided by the help desk, or both.

Go to Windows to log on

If you do not want to log in to IBM Security Access Manager for Enterprise
Single Sign-On, you can bypass it and log on to Windows. If you choose this
logon, AccessAgent does not know who you are, and single sign-on
functionality is disabled until you log in to AccessAgent.

The cardio healthcare company plans to educate its users on the steps to expect.
In the following steps, we sign up as a user to use IBM Security Access Manager
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for Enterprise Single Sign-On and modify the action to take when the credentials
are injected into the Windows Logon window:

1. Click Sign Up, and enter your domain User name and Password
(Figure 5-63). We use the user name Administrator and the Windows

Domain is cardio.

Log On :: ISAM ESSO AccessAgent

IBM Security Access Manager for Enterprise Single Sign-On

Welcome Enter your user name and password to log on.
&1‘ Log On Uszer name:
| Sign Up |Administratm
(o) Password:
@n.'\&'_ Reset Password
i Ioooooooo
i G0 ko Windows tolo, .. Domair:
|caRDIO =l
[ lj JC) Nobody logged an

Figure 5-63 Sign up a new user

If you clicked Log On in the previous step, but the User name is not registered
on the IMS Server yet, you are asked to sign up. Click Yes, as shown in
Figure 5-64.

Log On :: ISAM ESSO AccessAgent

IBM Security Access Manager for Enterprise Single Sign-On

Welcome *r'ou have not signed up to use Accessdgent. Do
you want ko sign up now’?

& Log On

| Sign Up

'5;@ Reset Password

i G0 ko Windows tolo, ..

es Mo

| IQ |{} Mobody logged on
Figure 5-64 Sign up new user
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2. Next, you are asked to enter your secret answer to a question of your choice.
Select a question and enter an answer that you are not going to forget. Click
Finish (Figure 5-65).

Questions: You can customize the questions presented for the secret in
AccessAdmin — System Policies — Sign up Policies. You can also
specify that a secret is not required at sign-up.

Sign Up :: ISAM ESS0 AccessAgent

IBM Security Access Manager for Enterprise Single Sign-On 5

Select a question and enter a gecret answer that you
Welcome will not forget. |f you forget your pazsword, uge this
zecret answer to retrieve your 'Wallet contents.

8._ Log &n

L. SignUp Question:

A r ra
Wwhat's wour Favorite fruit?
‘what's your mother's maiden name?
who's pour favorite author? LI

g’ Reset Password

i G0 ko Windows tolo, ..

Answer [dizplayed in clear):

Ired
<Back |[ Finsh |

’] D Mobody logged on

Figure 5-65 Question and secret answer

3. Next, you are prompted for your Windows credentials. We typed User name
Administrator (Figure 5-66) and selected logon domain cardio.

Log On to Windows

’ Microsaft

¥ Windows Sen

F o Erterprise Edition

Capyright © 1885-2003 Microsoft Corporation

User name: I Administrator
Password: I
logonto;  [carDIo |

™ Log on using dial-up connection

oK I Cancel | St Down...l Options << |

Figure 5-66 Store the Wallet on the workstation after the logoff

4. After the logon, you are prompted whether you want to store the password for

the Windows logon into the Wallet, as shown in Figure 5-67 on page 162.
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ISAM ESSD AccessAgent [ x|

7 Do you wank the password you entered For “Administrator” to be stored and entered when you
log on ko "windows Logon"?

fes Mo | Mewver |

Figure 5-67 Store the password for the Windows logon in the Wallet

5. From now on, the user name and password are injected automatically into the
Windows user name and password fields at logon. However, you are still
required to click OK to continue the logon process. In the next steps, we
change the click action so that it is automatic (Auto-logon). For now, click YES
to save the password in the Wallet.

6. Observe the AccessAgent icon in the system tray, as shown in Figure 5-68.

959 PM
Saturday

ISAM ESS0 Accessfgent
A O

Figure 5-68 AccessAgent tray icon

7. Right-click the AccessAgent tray icon, and then select Manage Wallet, as
shown in Figure 5-69.

v Enable automatic sign-on
Disable automatic sign-on

Log off AccessAgent
Lock this computer

Change password. ..
Manage Wallet. ..

AccesshAgent...
About ISAM ESSO AccessAgent. ..

Figure 5-69 AccessAgent tray menu

8. Alternatively, you can double-click the Access Agent tray icon to see the
session info:

— AccessAgent software version.
— IMS Server location.

— Last sync time of AccessAgent with the IMS Server. This information is
useful for the internal support personnel if the user experiences
synchronization issues with AccessAgent.
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Now, select Manage Wallet, as shown in Figure 5-70.

&8 Session Information :: ISAM ESSD Acces:

IBM Security Access Manager for Enterprise Single Sign-On

Administrator Software Version:
8.2.0.0501

&, Log off AccessAgent :
IS Server location:

3 Lock this compuker @ B
— =R imsva.cardio. example. com

i ch d Connected to IMS Server.
S Last spnc time is 2/4/2012, 959 PM
Ij Manage Wallet. .,

Windows user name:
D telp CARDID b Admiristrator

v;.' Session Informati...

Logged on with:
Passward

[ @ }O Logged on
Figure 5-70 AccessAgent session information

9. Click the drop-down list under Password Entry and select Automatic logon.
Then, click Close (Figure 5-71 on page 164). Also, this behavior can be set
globally in the AccessAdmin for the authentication service.
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& wallet Manager : I5AM ESS0 AccessAgent . —10] =|

File Wiew Actions

Credential Search
|Passw0rds | Cther Credentials | =
Authentication Service | Type | User Mame | Password Entr |
cardio. example. com Enterprise Administrakor

Delete | Mew. .. Edit Password... | Application Setbings, .. |

Refresh | Close |

Figure 5-71 Change logon action for the Windows authentication service

10.Log off Windows and log back in with the same user. Notice that
AccessAdmin automatically logs you in.

Automatic logon: You can achieve the same application behavior without
user interaction by configuring the profile for automatic logon in
AccessStudio, the application, and the authentication service.

5.2.10 Installing AccessStudio

AccessStudio is used by administrators only to create AccessProfiles that
contain instructions for handling automation for a specific application, such as a
Lotus Notes email client or an SAP GUI client. After a profile is created, it can be
uploaded to the IMS Server to publish the data for use in the corporate
environment.

The installation of AccessStudio is a short process. Follow these steps:
1. Locate the AccessStudio installation binaries and double-click setup.exe.
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2. Select the Installation language, as you did for AccessAgent, and click Next.

3. Select the product for which you have a license and click Next. For the
AccessAgent plug-ins, the cardio healthcare organization has a license for the
IBM Security Access Manager for Enterprise Single Sign-On Suite. Select
IBM Security Access Manager for Enterprise Single Sign-On Suite, and
click Next to install the suite, as shown in Figure 5-72.

{5 1SAM ESS0 AccessStudio - InstallShield Wizard = ] £

Product License Yalidation

Select the product For which you have a license:

{~ IBM Security Access Manager For Enterprise Single Sign-On Standard

This package offers single sign-on in a personal desktop, centralized logging,
customizable reporting, and password self-service through the login screen.

{+ IBM Security Access Manager For Enterprise Single Sign-On Suite:

This package offers strong authentication, session management, context
management, custom tracking, password self-service, AccessAgent plug-ins, Web
‘Waorkplace, and user provisioning integration in addition to the Standard package.

For more information, see the Planning and Deployment Guide.

InistallShield

< Back I Mext = I Cancel

Figure 5-72 AccessStudio Product License Validation

4. You are presented with the License Agreement window. If you agree to the
terms, select | accept the terms in the license agreement and click Next.
The installation of AccessStudio begins (Figure 5-73 on page 166).
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i'g' ISAM ESS0 AccessStudio - InstallShield Wizard = ||:||1|

Software License Agreement

Please read the following license agreement carefully,

International Program License Agreement ﬂ
Part 1 - General Terms

BY DOWMNLOADING, INSTALLING, COPYING, ACCESIING, CLICEING
CN AN M"ACCEPT™ EBUTTON, ©OF OTHERWISE UIING THE PROGRLHM,
LICENSEE AGREES TO THE TERMZ OF THIS AGREEMENT. IF ¥OU

ARE ACCEPTING THEZE TERM3 ON EEHALF OF LICEN3EE, YOU
REPRESENT AND WARRANT THAT YOU HAVE FULL AUTHORITY TO

BIND LICENSEE TO THESE TERM3. IF YOU DO NOT AGREE TO

THESE TERM3, LI

@ T accept the terms in the license agreement.!

" I do not accept the terms in the license agresment.

InistallShield
Print | < Back | Mext = I Cancel

Figure 5-73 AccessStudio License Agreement

5. Select the destination folder and click Next, as shown in Figure 5-74. On the
next window, verify the information and click Next again to start the
installation.

i'g' ISAM ESS0 AccessStudio - InstallShield Wizard ll

Destination Folder

Click Mext to install to this Folder, or click Change to install to a different Folder,

/_/ Install ISA4M ESS0 AccessStudio to:

C:\Program FilesiIBMIISAM ESSOVAMECSS AccessStudiol,

InistallShield

Cancel

< Back

Figure 5-74 AccessAgent Destination Folder

6. After the installation wizard completes, click Finish.

7. You can now start the AccessStudio by clicking Start — Programs — ISAM
ESSO AccessStudio —» AccessStudio, as shown in Figure 5-75 on
page 167.
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U TEMT DG,
@ IBM WebSphere

) IBMHTTP Server 47.0
3
) 15AMESSO Accesshden

&2 windows Catalog
‘“ ‘Windows Update
|0) Accesshgent_x&6

bl ¥ v v o

Documents 3 @ Uninstal ISAM ESS0 AccessStudio
Settings 3
earch 3

elp and Support

1=
=
=

Log OFf Administrator. ..
Shut Down,..

[dgtat | B E@mM%BE 2 |
Figure 5-75 Start AccessStudio

BEloevSE

8. In AccessStudio, open File — Import data from IMS (or from the local
AccessAgent, in our case). In Figure 5-76, you see the AccessProfiles that
ship with IBM Security Access Manager for Enterprise Single Sign-On.

@ 15AM ESSOD AccessStudio [Mode: Edit] [Local AccessAgent Data] - [AccessProfiles]

File  Wew Test Tools Help

[Frew~ | BE X P B

AccessProfiles a

|3 550_site_gina_winlogan
5550_site_web_auta_learn AcceszzProfile Type: Advanced
550_site_web_ims_admin
s 550_site_web_ims_app

|3 s50_site_wnd_explorer z50_site_gina_winlogon
|y 550_site_wnd_firefoc
5 ss0_site_wnd_iexplore * Signatures identifying web-page or exe where

* &ccessProfile 1d

5 550_site_wnd_rdp_with_options
|3 550_site_wnd_rdpé_with_options

Figure 5-76 AccessProfiles that ship with the product

5.3 Configuring AccessProfile

After we install and configure the base components, we must configure IBM
Security Access Manager for Enterprise Single Sign-On so that users can use
the single sign-on functionality for their applications. The cardio healthcare
company users use three primary applications that we configure for single
sign-on:

» Lotus Notes (email)
» SAP client
» VMware View Client
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We use the following high-level steps, which are the same steps for any
enterprise application, to configure the applications for single sign-on:

1. Configure an authentication service if an authentication service does not
exist.

2. Configure an AccessProfile if an AccessProfile does not exist.
3. Move the application profile to the enterprise authentication services.

4. If you use more than one user template, define which applications are
assigned to each user template.

Understanding the relationships among AccessProfiles, applications, and
authentication services is important. AccessProfiles consist of an authentication
service and the logical reference to an application. The application is a logical
reference to an .exe file or a website. An authentication service defines how user
credentials are submitted to the application. Multiple applications can use the
same authentication service. For more information, see IBM Security Access
Manager for Enterprise Single Sign-On AccessStudio Guide Version 8.2,
SC23-9956-03.

Authentication services can be configured as either an enterprise authentication
service or a personal authentication service. Administrators can change a
service to be personal or enterprise through AccessAdmin.

Enterprise authentication services allow greater administrative control over the
user interaction with the service. Users are not allowed to delete an enterprise
service account from their Wallet, and they cannot set Never as an option for the
password entry.

Auditing: Audit logs are stored and generated on the IMS Server only for
enterprise authentication services. They are not generated for personal
authentication services.

Personal authentication services allow the user more control over how the user
wants AccessAgent to interact with the authentication service. Users can have
an unlimited number of accounts per service; there is no ability for administrators
to grant or deny access to specific users. The administrator can disallow all
personal authentication services, but not specific personal authentication
services.

Corporate-related authentication services: For all corporate-related
authentication services, we advise setting them to enterprise authentication
services because of the enhanced administrative control and the audit logging.
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In the following sections, we configure three applications for single sign-on. Each
application involves a different level of effort.

5.3.1 IBM Lotus Notes application

The cardio healthcare company uses Lotus Notes for its corporate email
application. In AccessStudio, open File — Import data from IMS (or from the
local AccessAgent, in our case). As shown in Figure 5-77, IBM Security Access
Manager for Enterprise Single Sign-On ships with only a few AccessProfiles. IBM
Security Access Manager for Enterprise Single Sign-On does not ship with an
authentication profile and application profile pre-configured for Lotus Notes.

@ 15AM ESSO AccessStudio [Mode: Edit] [IMS:imsva.cardio.example.com*] - [AccessProfiles]

File  Wew Test Tools Help

| | Mew - @ |:_|__ F N

“»ss0_site_wnd_rdp_with_options

;' and (Ecompany nar

i AccessProfiles B || General Properties | Statesl

|3 s50_site_gina_winlogon

|- 550_site_web_auto_learn AccessProfile Type: Advanced

s ss0_site_web_jms_admin

[ sso_site_web_ims_app * AccessProfile [d

|4 sso_site_wnd_explarer s30_site_wind_rdp_with_options

|55 550_site_wnd_firefoc

[ ss0_site_wnd_iexplore * Signatures identifying web-page or exe where this AccessProfile is to be loaded
E

|

5 550_site_wnd_rdpé_with_options Add...

Edit...

.ﬂ Remove |

Diirectly referred Authentication Services

dir_cardio.example.com [cardio. example. com)

Figure 5-77 Default IBM Security Access Manager for Enterprise Single Sign-On profiles

However, many application profiles are available and supported by IBM. You can
download the latest profiles from the IBM support portal website. There is a
supported AccessProfile for Lotus Notes available from that website, so there is
no need to use AccessStudio to create an AccessProfile for this application.

The latest profile for Lotus Notes can be downloaded from the following website:

https://www.ibm.com/support/docview.wss?uid=swg24029132

This Enterprise Software Profile Bundle release contains AccessProfiles and the
relevant documentation for the following enterprise applications:

» IBM Cognos® 8 Business Intelligence
» IBM FileNet

» |IBM Lotus Notes

» |IBM Lotus Sametime® Connect
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» IBM Personal Communications
» SAP GUI for Windows
» Oracle E-Business Suite

We use the Lotus Notes profile as an enterprise authentication service. We

configure additional policy settings for the Lotus Notes authentication service as
described in the following steps.

Follow these steps to configure email settings:

1. Log in to AccessAdmin as an administrative user by using the URL

https://imsva/admin/faces/auth/login.xhtml where imsva is the IMS
Server name.

2. On the left panel under System, click Authentication service policies

(Figure 5-78). Lotus Notes is in the Enterprise authentication services
section.

) 1SAM ESSO AccessAdmin - Mozilla Firefox

File Edit ‘“iew History Bookmarks Tools Help

@ - c A {5 I-OM hktps: ffimswafadmingfaces)appfauthServices. xhtrml
| O 15AMESS0 Accessadmin [ =

IBM Security Access Manager for Enterprise Single Sign-on

imsadmin | Enterprise authentication senvices
Lo off - Authentication service Authentication mode(s)
Setup assistant ™ BaseConnector Passward
Search users
[ cardio example com Pazsward
Search

My users
All Administrators ™ Lotus Mates Pazzward

All helpdesk users
All revoked users

- Lotus Sametime Password
User Policy Templates
New tempiste I” oracke E-Business Suite Pazsward
Template assignments
. ™ 58P GUI random password endine Pazsward
Machines
Search 3 ¥
Maove to personal authentication services
Machine Policy Templates
Newy template Personal authentication services
Template sssignments
System I authentication service Authentication mode(s)
stem policie:
| ication service polici | [T accessassistart Password
PRNCETON pOICiEs
Audit logs —
Srane AlwaysDenyConnector Pagsword
About AccessAdmin [ auth_SaP_Labels Pagzwvord
Fesdhack
Help [ Cognos Pazzword

Figure 5-78 Authentication service policies
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Ensure that the default sign-on action for Lotus Notes is set to Automatic
Logon and that it is set to close the application when the user logs off

AccessAgent. Under System, click Application policies. Select Lotus Notes
(Figure 5-79).

¥2) ISAM ESSD AccessAdmin - Mozilla Firefox
File Edit ‘“iew History Bookmarks Tools Help

@ i c }K N mhttps:,l’)’imsva,l’admin,l’Faces,l’app,l’appIications.xhtm\ ﬁ"_‘r - ..‘l.
J_a ISAM ESSO AccessAdmin |T|

IBM Security Access Manager for Enterprise Single Sign-on

imsadmin

Applications
Administrator =
app_for_profilel COYnos Explorer
Log off
filenet Firefox IMZ Server

Setup assistant

Irternet Explorer Lotus Motes Oracle E-Business Sute
Search users

Search PCONM Remate Desktop Connection sameTime
by users
Al Administrators SAP windovys Logon

Al helpdesk users
Al revoked users

User Policy Templates

ey template
Template assignments

Machines

Search

Machine Policy Templates
ey template

Template assignments
System
System policies

=) £ policies

autherticafion £
Application policies

About AccessAdmin

Feedhack
Help

Figure 5-79 In Application policies, select Lotus Notes
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4. In the drop-down (Default single sign-on using the automatic sign-on mode
password entry option for the application), select Automatic logon
(Figure 5-80).

Application policies
Lotus Motes

Back to Applications

+ Application Policies

Require re-authentication before performing single sign-on wsing the automatic sign-on mode 7
[re =]

Default single sign-on using the sutomatic sign-on mode password entry option for the application

Figure 5-80 Set Automatic logon as the default action for all users

5. Inthe drop-down (Action for the application, when user logs off AccessAgent),
select Close the application (Figure 5-81).

Application policies
Lotus Motes

Back to Applications

+ Application Policies

Require re-authentication before performing single sign-on wsing the automatic sign-on mode 7
[re =]
Default single sign-on using the sutomatic sign-on mode password entry option for the application

I Automatic logon LI

Action for the applicstion, when user logs off AccessAgent

=

Log off the application

Close the, application

Figure 5-81 When a user logs off AccessAgent, Lotus Notes needs to close

6. Click Update to apply the changes.

After we change these options, the IBM Security Access Manager for Enterprise
Single Sign-On AccessAgents must synchronize with the IMS Server to receive
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the changes. Then, AccessAgents act when a user starts and logs in to Lotus
Notes. The next steps illustrate this process:

1. After the user logs in to Windows and starts Lotus Notes, the password dialog
box opens as usual (Figure 5-82).

Lotus Notes

User name: IAdministrator.-"Administrator

Password: Il

At location: I Online

Forgat pour password?

Figure 5-82 Lotus Notes Password prompt

2. To show that IBM Security Access Manager for Enterprise Single Sign-On
does not attempt to save incorrect credentials, the user enters an incorrect
password (Figure 5-83). Because the manually entered password is incorrect,
AccessAgent takes no action.

Lotus Motes

User name: IAdministrator.-"Administrator

Pazzword: I

At |location I Online

Forgot your password?

IBM Lotus Notes ) X|

' ‘Wrong Password, (Passwords are case sensitive - be sure to use correct upper and lower case,)
LAY

Figure 5-83 Due to a manually entered incorrect password, no action is taken

Important: The default AccessProfile for Lotus Notes is already configured
to detect when an incorrect password is entered. When creating new
AccessProfiles, this functionality must be configured manually.
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3. The user now enters the correct password, AccessAgent detects it, and
AccessAgent prompts the user to save the credentials in the Wallet
(Figure 5-84).

ISAM ESSO AccessAgent

@ Do you wank the password you entered For "Administratorfadministrator” to be stored and

entered when you log on ko "Lotus Notes"?

Figure 5-84 AccessAgent prompts user to save user’s Lotus Notes credentials

4. The user is now authenticated and logged in to Lotus Notes (Figure 5-85).

@ Home - 1BM Lotus Notes 100 x|

File Edit Wiew Create Actions Text Tools Help

[$HEoRS-B9® ¢ -biUAZL - VBEEEE S AESC=R LD

aq e

].} Home

@ Lotus Notes 85  Home

Click here for Home Page options w

&L sl o

|

A £ hdail | Mew J‘

Calendar | Mew ]‘

‘ H Contacts Mew ]‘

4
|I ToDo | Mew J‘

‘ [I% Motebook | Mew ]‘

C][ ‘]["_"3 ‘] il [Unhne A]m
Figure 5-85 User is authenticated and logged in to Lotus Notes
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5. To see that the credentials are saved to the Wallet, right-click the
AccessAgent icon in the system tray, and select Manage Wallet
(Figure 5-86).

v Enable automatic sign-on
Disable automatic sign-on

Log off AccessAgent
Lock this computer

Change password. ..
Manage Wallet. ..

AccesshAgent...
About ISAM ESSO AccessAgent. ..

Figure 5-86 Manage Wallet

6. The user now has Lotus Notes credentials saved in the Wallet. It is an
enterprise authentication service, and the default logon action is set to
Automatic Logon (Figure 5-87).

f8 wallet Manager :: ISAM ES50 AccessAgent g o =]

File Wiew Actions

Credential Search
IPasswords | Other Credentials | redential Searc I

Authentication Service I Type | User Mame: I Password Entr

Enterprise Adrministrator Ll
Lotus Makes Enterprise Adrninistrakor ) Administrator Aukarnatic lagon

Delete e, Edit Password, .., | Application Settings. . |

Refresh | Close |

Figure 5-87 Wallet contains the Lotus Notes authentication service and credentials
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From this point forward, when the user opens Lotus Notes, IBM Security Access
Manager for Enterprise Single Sign-On automatically injects and submits the
user credentials.

If the credentials are not submitted automatically: If IBM Security Access
Manager for Enterprise Single Sign-On does not submit the credentials
automatically, you might either check for different profiles online or adjust the
profile itself. Navigate to the action in AccessStudio that submits the
credentials and change it to automatically submit the credentials.

The Lotus Notes configuration is complete. Next, we examine the SAP
application.

5.3.2 SAP application

The cardio healthcare company relies on SAP applications to maintain patient
records and to administer the billing process. Most of the employees need to
interact with various SAP platforms on a daily basis. This interaction is a cause
for concern, because the SAP applications all have complex password
requirements, and the account credentials are not synchronized across the SAP
systems. The SAP application is one of the primary candidates for the single
sign-on project.

In the following sections, we examine these details:

Single sign-on considerations
System name display requirements
Implementation process overview
How the AccessProfile works
Single sign-on considerations

vyvyVvyyvyy

Single sign-on considerations

With any application, it is essential to understand the requirements for that
application at the outset. Consider the following factors when planning to use
IBM Security Access Manager for Enterprise Single Sign-On to provide single
sign-on to SAP applications:

» How many different SAP systems are used, and what are the names of those
systems?

» What languages are used to access the SAP systems?

» How do users access the SAP systems? Do they use the SAP Windows
client, a web browser, or both?
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» If the users use the SAP Windows client, what versions of the client do they
use?

» Are SAP application shortcuts used?

» If the users use a web browser, what URLs are used to access the SAP
systems?

» How many fields do users enter when logging on to SAP applications? Is it
just the user name and password, or does the user also need to enter the
client name and language?

» How do we want to display the names of the SAP systems in the IBM Security
Access Manager for Enterprise Single Sign-On Wallet manager?

» Is there any synchronization of the passwords between different SAP
systems? (That is, if the user changes the password on one SAP system,
does this change affect on any other SAP system?)

When determining the answers to these questions, ensure that you consider all
likely groups of users. The answers to these questions affect how to best
implement IBM Security Access Manager for Enterprise Single Sign-On.

System name display requirements

When the SAP Windows client is started, a list of systems is displayed. The
system names that are initially displayed are the values of the Description fields
for the various systems.

Where are my attributes: The Description, Server, Database, System, Attribute,
and other attributes for the various systems are stored in the saplogon.ini file
that is installed with the SAP Windows client on the Windows system.

The user might select, for example, a system whose description is A1 : ABCD -
Production. The SAP Windows client then establishes a connection with the
appropriate system based on information from saplogon.ini.

Alternatively, the user might access the same SAP system through a web
browser by specifying this URL:

https://sysabcd.cardio.example.com/

You must decide how to display the system names in the IBM Security Access
Manager for Enterprise Single Sign-On Wallet manager (the authentication
service name). It is important that you focus on this requirement to determine the
best way to display these names. It is especially important if both web browsers
and SAP Windows clients are used by the same users to access the same
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systems, particularly where the respective names bear little resemblance to each
other.

We suggest these approaches:

» Where the SAP system is accessed solely through the web browser, the
authentication service name can correspond to the fully qualified domain
name of the SAP system URL (such as sysabcd.cardio.example.com).

» Where the SAP system is accessed solely through the SAP Windows client,
the authentication service name can correspond to the description field from
saplogon.ini (such as Al : ABCD - Production).

» Where the SAP system is accessed either through the web browser or
through the SAP Windows client, the authentication service name must
include both the description and the URL (such as A1 : ABCD - Production -
sysabcd.cardio.example.com).

Next, we describe how to meet these display name requirements.

Implementation process overview

We provide an overview of the steps involved in implementing IBM Security
Access Manager for Enterprise Single Sign-On for SAP applications:

1. Determine the SAP application single sign-on considerations.

2. The standard IBM Security Access Manager for Enterprise Single Sign-On
AccessProfile for SAP applications can be obtained by downloading the latest
IBM Security Access Manager for Enterprise Single Sign-On Software Profile
Bundle from the IBM support site (component ID 5724N70IF)2.

3. Deploy the IBM Security Access Manager for Enterprise Single Sign-On
AccessProfile for SAP applications to the IMS Server.

4. Make the necessary client workstation configuration changes (as described in
the release notes for the IBM Security Access Manager for Enterprise Single
Sign-On SAP profile, which is included in the bundle).

5. Create the required authentication services.
6. Test and tailor the AccessProfiles, as required.

How the AccessProfile works

In this section, we describe the IBM Security Access Manager for Enterprise
Single Sign-On application profile.

2 The direct link to this resource is https://www.ibm.com/support/docview.wss?uid=swg24029132.
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Application process control

The SAP GUI window is the window where SAP logon credentials are entered,
and therefore, the window from which the AccessProfile must capture and inject
credentials. Without IBM Security Access Manager for Enterprise Single Sign-On
deployed on an SAP client system, the SAP GUI window opens as part of the
SAP Logon executable process and not as a separate application or process.
Only one instance of the SAP Logon application process exists, but multiple SAP
GUI windows can exist. IBM Security Access Manager for Enterprise Single
Sign-On AccessProfiles are initiated when executable processes are started, and
not when windows are rendered. So, an AccessProfile cannot cater to a process
model where an unknown number of windows exist with each window that
requires credential capture and injection.

To handle this process model, the SAP AccessProfile ensures that each SAP
GUI window is owned by a separate application process. The SAP Logon
application process destroys the SAP GUI window when it opens. The SAP
Logon application process then creates an instance of the SAP GUI application
process and therefore a new instance of the SAP GUI window.

The SAP AccessProfile consists of two parts. The first part, profile_SAP_LOGON, is
associated with the sapTogon.exe application. The second part, profile_SAP_GUI, is
associated with the sapgui . exe application.

SAP client system configuration information is shared between the two parts of
the SAP AccessProfile. This configuration is based on the SAP configuration that
is stored in the saplogon.ini file, which is read by the profile_SAP_LOGON part
of the SAP AccessProfile.

Number of capture or injection fields

Typically, four entry fields appear on the SAP GUI logon window:
Client field

User name field

>
» Password field
» Language field

v

The standard release of the AccessProfile for SAP supports the capture of all
four window fields. However, the client and language fields are optional. The user
name and password credentials are still captured even if those fields are left
blank by the user. Other custom AccessProfiles for SAP can support fewer than
four fields, such as the user name and password fields only.

Single sign-on to SAP applications by using SAP Logon

Two SAP profiles are supported with IBM Security Access Manager for
Enterprise Single Sign-On.
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We look closely at these SAP profiles:
» SAP Logon AccessProfile (profile_SAP_LOGON)

The profile_SAP_LOGON is instantiated when the saplogon.exe application
process is started. The profile_SAP_LOGON remains in the state_setup state
until the SAP Logon application main window opens (Figure 5-88).

Variable Logon... I O | | El M | ‘ ¥

(] Favorites Name

‘ Log On

3

System Description | SID | Group/Server |InstNo. |Message Server |Rou..|
3 Shortcuts [} DEM Demo Server DEM  demoserver ao
(3 Connections

Figure 5-88 SAP Logon Main Window (source: SAP AG)

When the window opens, the profile_SAP_LOGON transitions to the
state_start_sapgui state. During that transition, the profile parses the
saplogon.ini file for SAP server connection configuration information and
stores that information in a global array.

The profile_SAP_LOGON waits for you to click Log On or the appearance of
the main SAP GUI logon window, at which point the profile_SAP_LOGON
transitions to the state_close_launched_window state.

The profile_SAP_LOGON profile then destroys the main SAP GUI logon
window, because that window is not associated with a separate application
process. The destruction of that window occurs through the Close A Window
action on all triggers, leading to a transition to the state_relaunch state. After
a short delay, the profile_SAP_LOGON initiates a script that invokes the SAP
GUI application process as a separate instance during the state transition to
the state_launched state. In turn, the profile_SAP_GUI is instantiated for that
instance of the SAP GUI application process.

» SAP GUI AccessProfile (profile_SAP_GUI)

The profile_SAP_GUI is instantiated when the sapgui.exe (or a similar)
application process is started. The profile_SAP_GUI remains in the
state_setup state until the SAP GUI main window opens.

When that window opens, the profile_SAP_GUI transitions to the
SAP_GUI_Logon_Window_Displayed state. During that state transition, a
script is run to copy the globally stored SAP configuration information into
local storage.

Immediately, a transition to the Was_Stored_Cred_Injected state occurs,
during which an injection of the first screen entity is attempted after first
fetching credentials from the Wallet. The particular entity injected depends on
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the number of screen fields supported by the profile (see “Number of capture
or injection fields” on page 179).

Depending on whether the injection was successful, the built-in
NO_ACCOUNT_DATA_FOUND flag is set or cleared. The profile flow follows one of
two paths, which join again at the Creds_Injected state. The following state
transition path is followed if credentials were found in the Wallet:
Was_Stored_Cred_Injected — Stored_User_Injected —
Stored_Password_Injected — Stored_Language_Injected —
Creds_Injected.

If no credentials were found in the Wallet, the state transition path is
Was_Stored_Cred_Injected —» Was_Capture_Cancelled —
Captured_Client_Injected — Captured_User_Injected —
Captured_Password_Injected — Captured_Language_Injected —
Creds_Injected.

The profile_SAP_GUI uses the Show a dialog to capture logon credentials
action to capture the required entry fields (Figure 5-89).

6 Client Number: ’|—
User name (case-insensitive): ’—

Password (case-sensitive): ’—

Language: ’—

QK Cancel |

Figure 5-89 Capture Logon Credentials dialog (source: SAP AG)

From the Creds_Injected state, the profile handles the possible error
messages that can occur during the logon attempt with the user-entered
screen entry field contents.

Several other windows might open when in this state. First, the Information
window can open. When this window opens, the profile waits for the
information window to be cancelled before proceeding.

The other window that can open is the password change dialog, which is
started by using clicking New Password or when the existing password
expires. When this dialog opens, the profile uses the Show a dialog to capture
change password credentials action to capture the new password

(Figure 5-90 on page 182). The profile caters for errors that occur during the
password change.
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Figure 5-90 Change password dialog

Successful logon to the selected SAP system occurs when the main SAP GUI
window opens. This window is called the SAP Easy Access window. When
this window opens, the profile transitions from the Creds_Injected state to the
LoggedOn state. This profile never returns to the start_state state.

Single Sign-On to SAP applications by using the SAP Shortcut
In this section, we look at three use cases:

» Launching Shortcut from SAP Logon (profile_SAP_LOGON)

The profile_SAP_LOGON is instantiated when the saplogon.exe application
process is started. The profile_SAP_LOGON remains in the state_setup state
until the SAP Logon application main window (Figure 5-88 on page 180)
opens. When the window opens, the profile waits for the user to launch a
shortcut from the Shortcuts tab. After a shortcut is launched, the profile
transitions to the state_after_logon_sap_shortcut state, during which it
executes a script that reads information from the sapshortcut.ini file. The
profile then transitions back to the state_launched state. It closes the SAP
Shortcut window while launching a new separate process that initiates the
shortcut so that the profile_SAP_GUI profile can be instantiated.

» Launching Shortcut from the desktop (profile_SAP_LOGON)

The profile_SAP_LOGON AccessProfile is instantiated when an SAP
Shortcut is launched from the desktop. When the profile detects that a
shortcut is launched, it transitions to the state_initial_SAP_Shortcut state.
The profile closes the shortcut window while launching it in a separate
process, similar to the method described in “Single sign-on to SAP
applications by using SAP Logon” on page 179. The profile then transitions to
the state_launched state to wait for any user action with the SAP Logon
application (that is, connect to other SAP Systems) and handles the user
action as described in the previous sections.

» SAP Shortcut in SAP GUI (profile_SAP_GUI)

When the profile_SAP_GUI AccessProfile is instantiated and detects that an
SAP Shortcut window is launched, it transitions to the state
SAP_Shortcut_Window_Displayed. A script is then executed to determine the
name of the authentication service to use. Eventually, after injecting and
capturing credentials, the profile transitions into the Creds_Injected state. The
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profile is handled the same way that is described in “SAP GUI AccessProfile
(profile_SAP_GUI)” on page 180.

AccessProfile language support

The AccessProfile for SAP applications supports multiple languages, and each
language is handled by the profile. To add additional language support, the
profile must be modified. Specifically, the login error messages are
language-specific. For example, if an incorrect user name and password are
entered, the English language error text displayed is Name or password is
incorrect (repeat logon).In German, it is Name oder Kennwort ist nicht
korrekt (Wiederholen Sie die Anmeldung).

There are equivalent error messages for other languages that the SAP system
supports. The profile_SAP_GUI uses regular expressions to abbreviate the text
required to be entered to these error messages. In the case of the previous
example, this example is the entire regular expression string:

(.*incorrect.*)|(.*nicht korrekt.*)|(.*niet
correct.*) | (.*incorrectos.*)|(.*errati.*)|(.*correto.*)

This expression string handles the error message in English, German, Dutch,
Spanish, Italian, and Portuguese.

Appropriate regular expression strings are used for other error messages.

AccessProfile environment and default settings

There are four key SAP client system environment settings that affect the
AccessProfile for SAP applications. These settings are in the script in the
state_start to state_setup state transition part of the profiles (Figure 5-91 on
page 184):

» Location of the saplogon.ini file
» Name and location of the SAP GUI application executable file (SAPGui .exe)
» Location of sapshortcut.ini file

» Name and location of the SAP Shortcut application executable file
(sapshcut.exe)
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Figure 5-91 State transition from state_start to state_setup state in AccessStudio

In the context of the AccessProfile environment and default settings, we first look
at the default location of system environment settings and then examine how to
edit the AccessProfile to customize system environment settings:

» Default location of system environment settings

The profile assumes that all settings are in their default locations. If they are
not in their default locations, the profile must be modified to use the location.
These locations are the default locations:

— saplogon.ini is in one of the following paths:

¢ Environment variable SAP_LOGON_INI

e %APPDATA%\SAP\Common\saplogon.ini

¢ Registry key at HKLM\SOFTWARE\SAP\SAP Shared\SAPSysdir
* %SYSTEMROOT% directory

For example:
C:\Users\AppData\SAP\Common\saplogon.ini

— SAP GUI application executable file (SAPGui .exe) is expected at this
location:

* Registry key at HKLM\SOFTWARE\SAP\SAP Shared\SAPSysdir
e %PROGRAMFILES%\SAP\FrontEnd\SAPgui\ directory

For example:
C:\Program Files\SAP\FrontEnd\SAPgui\SAPGui.exe
— sapshortcut.ini is expected to be in the same folder as saplogon.ini:

¢ Environment variable SAP_LOGON_INI

e %APPDATA%\SAP\Common\saplogon.ini

* Registry key at HKLM\SOFTWARE\SAP\SAP Shared\SAPSysdir
e %SYSTEMROOT% directory

For example:
C:\Users\AppData\SAP\Common\sapshortcut.ini
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— SAP Shortcut Launcher application executable file (SAPshcut.exe) is
expected at this location:

* Registry key at HKLM\SOFTWARE\SAP\SAP Shared\SAPSysdir
¢ %PROGRAMFILES%\SAP\FrontEnd\SAPgui\ directory

For example:
C:\Program Files\SAP\FrontEnd\SAPgui\SAPshcut.exe
» Editing the AccessProfile to customize system environment settings

In certain client systems, these environment settings can differ from the
default. In this case, the system environment settings can be customized by
editing the AccessProfiles in AccessStudio:

— In AccessStudio, edit the VBScript code in the profile_SAP_LOGON when
the state transitions from state_start to state_setup (Figure 5-92).

— Similarly, in AccessStudio, edit the VBScript code in the profile_SAP_GUI
when the state transitions from state_start to state_setup.
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Figure 5-92 Editing the script in between state_start to state_setup
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Setting up the registry for SAP Logon

To enable the AccessProfile to work correctly (as described in the “Application
process control” on page 179), a registry setting for SAP applications must be
modified. There are three methods to perform this task. The first method is by
using the AccessAgent pre-installation task, where the registry key is set when
installing AccessAgent on the client machine. The second method is by manually
editing the registry key. The third method is by using the AccessProfile to
automatically set it when SAP Logon is launched.

We define the methods in more detail:

» Method 1: Use AccessAgent pre-installation task. Follow these steps:

a.

Edit the Reg\DeploymentOptions.reg file in the AccessAgent installation

directory.

b. Add the following lines to the file:

[HKEY_LOCAL_MACHINE\SOFTWARE\SAP\SAPGUI]
"StartSapLogon"=dword:00000000

» Method 2: Manually edit the registry. Follow these steps:

a.

a oo

e.

Launch Registry Editor:
For Windows 7:
i. Click the Start menu icon in the lower-left corner of your desktop.

ii. Click the search field above the Start menu button and type regedit
into it.

ii. Click Regedit in the search results to launch the Registry Editor.
For Windows XP and Windows Vista:

i. Click the Start menu button, then click Run.

ii. Type regedit into the Open text box.

iii. Click OK in the Run window to launch the Registry Editor.
Navigate to the key HKEY LOCAL_MACHINE\SOFTWARE\SAP\SAPGUI.
Create a DWORD value StartSapLogon (if it does not exist).

Edit the DWORD value StartSapLogon and set it to 0.

Close the Registry Editor.

» Method 3: AccessProfile automatic setting on first launch. Follow these steps:
a. Load the AccessProfile profile_SAP_LOGON in AccessStudio.

b.

Edit the VBScript that is executed in the state transition from state_setup
to state_start_sapgui (Figure 5-93 on page 187).
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c. Change the line in the beginning of the script from

isAutomaticRegistrySetting =

0 to isAutomaticRegistrySetting = 1.
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™

'Create StdRegProv object to handle registry values

Set oReg=GetObject({"winmgmts: {impersonationLevel=

Figure 5-93 AccessStudio editing the script in between state_setup to state_start_sapgui

Capturing credentials when signing in to SAP applications
To capture credentials when first signing in to SAP applications, follow

these steps:

1. Start the SAP Logon application and select the appropriate system on which

to sign on.

2. When the SAP GUI application loads, wait for the IBM Security Access
Manager for Enterprise Single Sign-On credentials capture-prompt to appear

(Figure 5-89 on page 181).

Enter the credentials into the appropriate text fields. Click OK.

IBM Security Access Manager for Enterprise Single Sign-On prompts you to
save the credentials to your Wallet. Click Yes to save.

The user is now logged in to the SAP application and the credentials are now
saved for subsequent single sign-on to this system.
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Generating random password during password change

The AccessProfile for SAP GUI includes the capability to generate a random
password, based on your password policy set in the IMS Server. The
AccessProfile has an enterprise authentication service
auth_SAP_random_password_engine that is uploaded to the IMS Server
together with the AccessProfile. Administrators can set the random password
generator policy for SAP GUI credentials in the IMS Server by selecting
AccessAdmin — System — Authentication service policies - SAP GUI
random password engine.

Only the password policies are applicable (Figure 5-94). All other authentication
policies in the auth_SAP_random_password_engine authentication service do
not apply to the SAP GUI AccessProfile.

Access Manager for Enterprise Single Sign-On

tamessoif Authentication service policies
Log off SAP GUI random password engine

Setup assistant Back te Authentication services

Search users .
+ Password Policies

Search
My users Requir_e r_a—authenticatiun before performing automatic ign-on?
All Administrators Mo |»]
All helpdezk users
All revoked users Iz the pas_.swurd the Windows legon pazsword?
. Mo |
User Policy Templates =
Mew template Minimum password length
Template assignments Winimum:1, Maximum: 99
) 3
Machines
Search Maximum paszword length
Minimum:1, Maximum: %%
Machine Policy Templates 20

Mew templﬂte_ Minimum number of numeric characters
Template agsignments . . -

mum:-0. Maximum:99

System 0

System policies Minimum number of alphabetic characters
Authentication service policies Minimum:0, Maximum:9g

Application pelicies 0

Audit logs

Status

Winimum number of =pecial characters
About AccessAdmin Minimum:0, Maximum:33
Feedback 0
Help Maximum number of numeric characters

nimum:0. Maximum:Ss

Figure 5-94 SAP GUI random password engine authentication service policies
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How does that work? The AccessProfile runs a JScript when the SAP GUI shows
the change password dialog box. This JScript downloads the password policy
from the auth_SAP_random_password_engine authentication service in the IMS
Server and then generates a new random password based on the policy. It then
injects the new random password into the Change password dialog box.

With the current design, users can change (that is, delete and re-enter) a new
password of their choice. If this behavior is undesirable, it is easy to add an
action to click OK after the new password is injected. The Click action button
must be added in the profile_SAP_GUI state transition from
AA_ChangePwd_Shown to Wait_ AAChangePwd_Destroyed.

Authentication service names

The authentication service name is the name that users see in their Wallet. The
ideal configuration depends on whether the SAP applications are accessed
either through a web browser, the SAP Windows client, or both. Let us examine
the different access options:

» Access via web browser only

Create a validating web browser AccessProfile for single sign-on to the SAP
web interface. That is, use the AccessStudio AccessProfile Generator to
create an AccessProfile where the window that appears on successful logon
is identified. This method avoids capturing incorrectly typed credentials.

By default, the authentication service name displayed in the IBM Security
Access Manager for Enterprise Single Sign-On Wallet manager is the host
name that is used to specify the SAP system (such as
sysabcd.cardio.example.com).

If you want a different display name, follow these steps:

a. Use the IBM Security Access Manager for Enterprise Single Sign-On
AccessStudio to create an authentication service with the display name
that you want.

b. Create a server locator for that authentication service that matches the
host name that is used to specify the SAP system (such as
sysabcd.cardio.example.com).

» Access via the Windows SAP client only

By default, the authentication service name displayed in the IBM Security
Access Manager for Enterprise Single Sign-On Wallet manager is the server
name specified in the saplogon.ini file for the specified SAP system.

If you want an authentication service name displayed in the IBM Security
Access Manager for Enterprise Single Sign-On Wallet manager that matches
the description field from saplogon.ini (such as A1 : ABCD - Production
from the previous example), edit the AccessProfile according to the
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instructions in “Change the authentication service naming convention in
AccessProfile” on page 190.

» Access via both web browser and Windows SAP client

By default, the authentication service names displayed in the IBM Security
Access Manager for Enterprise Single Sign-On Wallet manager are the
names we described previously, depending on whether a web browser or the
SAP client is used to access the SAP system. (It is undesirable to have two
different entries in the Wallet for the same SAP system.)

If you want a display name that includes both the description and the URL
(such as Al : ABCD - Production - sysabcd.cardio.example.com), take the
following steps:

a. Use IBM Security Access Manager for Enterprise Single Sign-On
AccessStudio to create an authentication service with the desired display
name (such as A1 : ABCD - Production - sysabcd.cardio.example.com).

b. Create a server locator for that authentication service that matches the
web browser host name used to specify the SAP system (such as
sysabcd.cardio.example.com from the previous example).

c. Create a server locator for that authentication service that matches the
authentication service name generated by the AccessProfile when the
Windows SAP client is used (such as a sapsys2.cardio.example.com
server name).

d. Alternatively, in place of the previous step, modify the AccessProfile as
described in the previous section to create a server locator for that
authentication service that matches the description from saplogon.ini
(such as Al : ABCD - Production).

» Change the authentication service naming convention in AccessProfile

The default naming convention used by the AccessProfile is in the following
form:

[Description] [Application Server / Message Server / Router]

You can change the naming convention used by the AccessProfile, if required.
In profile_SAP_Logon AccessProfile, edit the script that is executed between
state_relaunch state and state_wait_for_launch_again state. At the beginning
of the script, locate the following line:

strAuthService = global_profile_sap_logon_desc & "_" &
strAuthService

The statements to the right side of the equals sign (=) can be replaced with
any combination of the variable names in Table 5-1 on page 191. The
resulting statement must be a valid VBScript syntax.
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You must duplicate the changes to the script that is executed between the
state_setup state and SAP_Shortcut_Window_Displayed state found in
profile_SAP_GUI AccessProfile.

Table 5-1 Available variables for use with authentication service ID naming

Variable name

Description

global_profile_sap_logon_server

The application server

global_profile_sap_logon_router

Router to the application and message server

global_profile_sap_logon_mssysname

Three-character abbreviation of SAP system ID

global_profile_sap_logon_database

SAP database number

global_profile_sap_logon_mssrvname

Host name of the message server

global_profile_sap_logon_mssrvport

The port number of the TCP link

global_profile_sap_logon_desc

Description of an SAP link as it appears in the SAP Logon

global_profile_sap_logon_origin

Type of entry: MS_SEL_GROUPS, MS_SEL_SERVER, or
USEREDIT

Web single sign-on to SAP GUI for HTML

For many SAP system users, the SAP GUI application is the mechanism used to
access their SAP systems. However, certain users in the cardio healthcare
company use the SAP GUI for HTML (SAP WebGUI) interface instead.

Single sign-on to the SAP GUI for HTML is also possible with IBM Security
Access Manager for Enterprise Single Sign-On by using the Basic Authentication
access control mechanism. IBM Security Access Manager for Enterprise Single
Sign-On supports Basic Authentication with two browser profiles: one browser
profile for Internet Explorer and one browser profile for Mozilla Firefox. These
profiles are general web page Basic Authentication credential capture and inject
profiles, and they are not specific to SAP systems.

SAP GUI for HTML

The SAP GUI for the HTML URL is in this form:
http://10.150.22.2:8000/sap/bc/gui/sap/its/webgui

Figure 5-95 on page 192 shows the logon web page.
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Figure 5-95 SAP WebGUI logon web page (source: SAP AG)

Clicking Log On opens the Basic Authentication prompt dialog.
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Web Single Sign-On by using Internet Explorer browser
Figure 5-96 shows the Basic Authentication prompt dialog for Internet Explorer.

Connect to 10.150.22.2 d P

SAP Web Application Server [GC2]

User name: Ig | ;]

Password: |

=
‘ A \

™ Remember my password

OK I Cancel

Figure 5-96 SAP WebGUI Basic Authentication with Microsoft Internet Explorer

The IBM Security Access Manager for Enterprise Single Sign-On profile for
Internet Explorer Basic Authentication is called sso_site_wnd_iexplore and has
these characteristics:

>

Injecting SAP logon credentials by using the Internet Explorer profile

From the state_start state, the profile transitions to state_after_inject via a
Window is activated trigger, which triggers when the Internet Explorer Basic
Authentication prompt dialog is displayed. During this state transition, stored
credentials are injected into the Basic Authentication prompt dialog. There are
multiple instances of this trigger in the Internet Explorer profile to handle the
Basic Authentication prompt dialog presented in different languages.

The following line is the Windows XPath signature for the English language
version of this trigger:

/child::wnd[@title™"Connect to(.*)"]/child::wnd[@class_name="Button"
and @ctrl_id=1]/parent::wnd[@class_name="#32770"]

Click OK to submit the injected credentials to the SAP application for
authentication. There is no validation of the correct logon with the injected
credentials.

Capturing SAP logon credentials by using the Internet Explorer profile

When you click OK in the Basic Authentication prompt dialog, credentials
entered in the Basic Authentication prompt dialog are stored in the IBM
Security Access Manager for Enterprise Single Sign-On Wallet. There is no
validation of the correct logon with the injected credentials.
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The state transition that occurs when you click OK is state_after_inject to
state_after_inject.

Authentication service name for Internet Explorer profile

The authentication service used by the Internet Explorer profile is derived from
the webpage URL to which it is connected. The Connect To dialog contains the
IP address/host name of the page that is connected to in the dialog window title.
The profile uses that part of the URL only for the authentication service name.
For the example shown previously, the authentication service name is
10.150.22.2.

Web Single Sign-On using Firefox browser
Figure 5-97 shows the Basic Authentication prompt dialog for Firefox.

Authentication Required x|

e A user name and password are being requested by http: [f10.150.22.2:8000. The site says: "SAP
‘Web Application Server [GC2]"

User Name: I

Password: I |

OK I Cancel |

Figure 5-97 SAP WebGUI Basic Authentication with Mozilla Firefox

The IBM Security Access Manager for Enterprise Single Sign-On profile for
Mozilla Firefox Basic Authentication is called sso_site_wnd_firefox.

The User Name and Password fields of this dialog are not able to be specified by
using a Windows XPath, so the Firefox profile uses a Show a dialog to capture
logon credentials action to prompt for and capture logon credentials. The Firefox
profile has these characteristics:

» Injecting SAP logon credentials by using the Firefox profile

From the state_start state, the profile transitions to Basic Auth Shown via a
Window is activated trigger, which triggers when the Firefox Basic
Authentication prompt dialog is displayed. During this state transition, stored
credentials are injected into the Basic Authentication prompt dialog. There is
only one instance of this trigger in the Firefox profile to handle the Basic
Authentication prompt dialog that is presented in English.

The following line is the Windows XPath signature for this trigger:

/child::wnd[@title="Authentication Required" and
@class_name="MozillaDialogClass"]
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Click OK to submit the injected credentials to the SAP application for
authentication. There is no validation of the correct logon with the injected
credentials.

» Capturing SAP logon credentials by using the Firefox profile

From the state_start state, the profile transitions to Basic Auth Shown via a
Window is activated trigger, which triggers when the Firefox Basic
Authentication prompt dialog is displayed. Credential injection is attempted,
but if credentials are found in the Wallet, the transition from Basic Auth Shown
state to the Basic Auth Inject User state causes a Show a dialog to capture
logon credentials action to prompt for and capture logon credentials.

When OK on the “IBM Security Access Manager for Enterprise Single
Sign-On AccessAgent” prompt dialog is clicked, the entered credentials are
copied to the Basic Authentication prompt dialog and are stored in the IBM
Security Access Manager for Enterprise Single Sign-On Wallet. There is no
validation of the correct logon with the injected credentials.

The authentication service used by the Firefox profile is derived from the
webpage URL that is connected. The Authentication Required dialog contains
the IP address/host name of the page connected to in the dialog window text.
The profile uses that part of the URL and port component of the URL for the
authentication service name. For the example shown previously, the
authentication service name is 10.150.22.2:8000.

The configuration for the SAP application is complete.

The VMware View Client setup is described in Chapter 8, “Roaming desktop
implementation” on page 259

5.4 Managing the deployed environment

After the installation and configuration of the base components, we look at
managing and administering a deployed IBM Security Access Manager for
Enterprise Single Sign-On environment.

Managing and administering the system involves the following tasks:

» Managing policies
» Managing users
» Logging

In a typical deployment scenario, you want to configure your policy before the
AccessAgent installation, which was covered in 5.2.8, “Deploying AccessAgent”
on page 149.
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Further operational management topics are examined in Chapter 9,
“Implementing operational requirements” on page 271

5.4.1 Managing policies

IBM Security Access Manager for Enterprise Single Sign-On uses policies to
control the behavior of its components. Administrators have full control over

policies, and users assigned to the help desk role have less privileged control
over policies. Refer to Table 5-2.

Table 5-2 Policies and their scopes

Policy type Administrator Help desk Policy scope
permission permission

System policies Full read/write Read only System-wide

Machine policies | Full read/write Read only Machines

User policies Full read/write Full read/write Users

Policies are created and modified to enforce the rules set by the business. Before
production deployment, you must have all of your policies clearly defined as
direct translations of the business security requirements. Modifying policy after
deployment might be unavoidable, but the best effort must be made to define
policies before the deployment to production.

System, machine, and user policies have unique and overlapping policy
parameters. Certain policies, such as AccessAgent lock/unlock, desktop
inactivity, and logon/logoff can be defined in more than one policy type. In a
deployment where many policies are defined, it is possible that several of the
granular policies overlap. In this case, use the managepolicypriority.bat
command-line utility to manage policy priorities. For more information, see the
“Setting policy priorities” section in the IBM Security Access Manager for
Enterprise Single Sign-On Administrator Guide Version 8.2, SC23-9951-03.

5.4.2 Managing users

Administrators have full control over users, and help desk teams have limited
control over users assigned to their particular help desk. The help desk role is
delegated administration based on group membership. You can assign users to
help desks individually or by assigning a user policy to one or more help desks.
Any user that is a member of the user policy is automatically under the delegated
control of the help desks assigned to that policy. When planning for policy design,
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ensure that you clearly define which help desks have control over which groups
of users.

Another aspect of user management is managing the revocation of users or their
Wallets. When a user leaves the company, an administrator can revoke the user
Wallet, the second authentication factor of the user, or the actual user. Revoking
the user permanently disables the user account and prevents any user with the
same name from being created. When a user is revoked, all of its audit data is
retained in the database. Only when a user is deleted is all of its audit data also
deleted from the database. Remember this rule when defining administrative
policy, so that important audit data is not accidentally deleted.

5.4.3 Logging

Three types of logs are available to the IMS Server: user, system, and
administrator. User and administrator logs track user, administrator, and help
desk activity. The user and administrator logs are considered the audit logs, and
are written to the IMS database. Administrators and help desk officers can
access the audit logs for individual users. Only administrators can run full queries
on audit logs, access the help desk logs, and generate reports on help desk and
user activity.

The system logs are message and error logs for the IMS Server, primarily used
for troubleshooting server issues and monitoring the system health. Remember
that when troubleshooting IMS Server issues, always copy the system logs
before restarting the IMS Server. Restarting the IMS Server clears the system
logs.

5.5 Conclusion

IBM Security Access Manager for Enterprise Single Sign-On provides single
sign-on to many client applications without a lengthy and complex
implementation effort. IBM Security Access Manager for Enterprise Single
Sign-On provides users with one password to log on to many applications on
both the company network and the Internet.

AccessAdmin simplifies administration by recognizing and configuring
applications for sign-on automatically with minimal effort by the administrator.
Enterprise users gain single sign-on while connected to or disconnected from the
corporate network.
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Password self-services
implementation

In this chapter, we describe more details about the technical implementation of
the IBM Security Access Manager for Enterprise Single Sign-On environment.

First, we introduce the password self-service feature. After describing the
technical prerequisites, we explain how to configure the password self-service.
Finally, we describe how to manage and maintain the deployed solution.
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6.1 Business requirements

If users at the cardio healthcare company forget their Microsoft Windows
password, they must contact the IT support desk to have the support desk
personnel reset their password on their behalf after performing the necessary
security checks. IBM Security Access Manager for Enterprise Single Sign-On
overcomes this problem by providing the password self-service function of the
product. Users that have a connection to the IMS Server can reset their own
passwords by themselves.

6.2 Password self-service architecture

The IBM Security Access Manager for Enterprise Single Sign-On password
self-service enables users to reset their primary authentication (IBM Security
Access Manager for Enterprise Single Sign-On password or desktop password)
from any workstation based on a challenge-response process. All questions are
customizable and configurable. When the IBM Security Access Manager for
Enterprise Single Sign-On password self-service is configured (no additional
components must be installed), there is no need to call technical support and no
waiting for an administrator to reset the password. Instead, the users provide
secondary secrets that they set up during the sign-up phase of AccessAgent.

No additional components must be installed to use the password self-service
function. Therefore, the architecture of the solution appears nearly the same as
the basic architecture in 5.1.2, “Deployment architecture” on page 109, that uses
AccessAgent on the Windows workstations.

Let us now look into the configuration details for the cardio healthcare company
deployment, in particular, two common workflows for password self-services. The
steps described in this chapter build on the base installation of IBM Security
Access Manager for Enterprise Single Sign-On that was explained in Chapter 5,
“Base installation and configuration” on page 107.

6.3 Implementing password self-service

When using the IBM Security Access Manager for Enterprise Single Sign-On
password self-service, different workflows can occur. The workflow differs
depending on whether the IMS Server is available when executing the password
self-service request. When the password self-service feature is disabled but the
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user still wants to reset the password, another workflow is triggered. Before
enabling the password self-service functionality, we must set up the self-service
secret questions.

6.3.1 Setting up the self-service questions

When the user wants to use the password self-service function, a series of
questions must be answered in preparation. The questions are predefined and
managed by the administrator by using the AccessAdmin console.

A list of predefined questions are part of the standard installation of the IMS
Server:

» What's your favorite color?

What'’s your favorite fruit?

What’s your mother’s maiden name?
Who’s your favorite author?

Who’s your favorite composer?

Who's your favorite person from history?

vVvyyvyyvyy

Configuring challenge-response questions

Challenge-response questions are prepared by the administrator. When the
cardio healthcare company determines the set of questions, they must configure
them into IBM Security Access Manager for Enterprise Single Sign-On.

The cardio healthcare company wants to include the following question in the
Sign-up policies:

What’s your favorite sport?

Follow these steps to configure system questions in the AccessAdmin console:
1. Open a web browser and enter the following web address:
https://esso.cardio.example.com/admin

This address directs the user to the IMS Server start page, as shown in
Figure 6-1 on page 202. This page prompts for user name and password to
access AccessAdmin. Provide the administrative user name in the User name
text box and password in Password text box, and then click Logon to log in to
AccessAdmin.
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Logon
Erter your user name and password to log on.
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Figure 6-1 AccessAdmin Logon page

2. On the successful logon, you are presented with the AccessAdmin portal, as
depicted in Figure 6-2 on page 203.
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Figure 6-2 AccessAdmin portal page

3. Self-service-related configuration items are under System policies; therefore,
click System policies (under System on the left side of the window). The
System policies are listed, as shown in Figure 6-3 on page 204.
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Auclit logs

Status

Figure 6-3 AccessAdmin System policies

4. Click the triangle beside Sign Up Policies to expand the list. The default
secret questions are listed, as shown in Figure 6-4.

+ Sign Up Policies
Guestion zet for secret
Remove | YWhat's your favorite colar?
Remove | YWhat's vour favorite fruit?
Remove | Yhat's vour mother's maiden name?
Remove | YWho's your favorite author?

Remove | YWho's your favarite composer?

Remaove | Ywhao's your favorite person from history?

Figure 6-4 Default AccessAdmin self-service questions
5. In the text box, enter the following new question and then click Add, as shown
in Figure 6-5 on page 205:

What’s your favorite sport?
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+ Sign Up Policies
Guestion zet for secret
Remove | YWhat's your favorite colar?
Remove | YWhat's vour favorite fruit?
Remove | Yhat's vour mother's maiden name?
Remove | YWho's your favorite author?
Remove | YWho's your favarite composer?

Remaove | Ywhao's your favorite person from history?

I.l'hat's your favorite sport? Add |

Figure 6-5 AccessAdmin self-service question configuration

The new question is added to the current Question set for secret, as shown in
Figure 6-6.

+ Sign Up Policies
Guestion zet for secret
Remove | YWhat's your favorite colar?
Remove | YWhat's vour favorite fruit?
Remove | Yhat's vour mother's maiden name?
Remove | YWho's your favorite author?
Remove | YWho's your favarite composer?
Remaove | Ywhao's your favorite person from history?

Remove | Yhat's vour favorite sport?

Figure 6-6 AccessAdmin self-service question configuration 2

6. If not already done, set “Prompt user to register additional secrets for
self-service during sign-up?” to Yes, as shown in Figure 6-7 on page 206.
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+ Sign Up Policies
Guestion zet for secret
Remove | YWhat's your favorite colar?
Remove | YWhat's vour favorite fruit?
Remove | Yhat's vour mother's maiden name?
Remove | YWho's your favorite author?
Remove | YWho's your favarite composer?
Remaove | Ywhao's your favorite person from history?

Remove | Yhat's vour favorite sport?

I Acded

Minimum length of an acceptable secret answer.

|3

Prompt user to register additional secrets for self-service during sign-up?

=

ﬁspecifying secret

I Secret required, and user must specify during sign-up LI

Update Reset

Figure 6-7 AccessAgent Sign-up Policy

7. If necessary, you can add more questions. After the self-service questions are
configured, remember to click Update to apply any changes to the IMS
Server.

After we configure our challenge-response questions, we are ready to enable the
password self-service functionality.

6.3.2 Enabling the password self-service function

The password self-service can be disabled or enabled by system policy by using
the AccessAdmin GUI. Depending on the status of the self-service feature, the

password workflow differs.
Follow these steps to enable the password self-service function:
1. Open a browser window and enter the web address:

https://esso.cardio.example.com/admin

This address directs you to the IMS Server start page, as shown in Figure 6-8
on page 207. It prompts for user name and password to access
AccessAdmin. Provide the administrative user name in the User name text
box and the password in the Password text box, and then click Logon to log in
to AccessAdmin.
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IBM Security Access Manager for Enterprise Single Sign-on

Logon

Language:

Erter your user name and password to log on.

| Engiish (United States)

User name:

Pazsword:

Domairn:

I cardio

Logon

Figure 6-8 AccessAdmin start page

2. On the successful logon, the AccessAdmin portal opens (Figure 6-9).

IBM Security Access Manager for Enterprise Single Sign-on

Administrator
Adminiztrator

Log off

Setup assistant

Search users

Search

My uzers

All Administrators
Al helpdesk users
All revoked users

User Policy Templates
Mewy template

Template assignments
Machines

Search

Machine Policy Templates

Mewy template
Template assignments

System

System policies
Authentication service policies
Application policies

Auclit logs

Status

Search for users

Search for:

Ia

Search by

Erterp 3

User principle name
Mobile ActiveCode phone number
Mobile ActiveCode e-mail address LI

Search

Figure 6-9 AccessAdmin portal
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3. Self-service-related configuration items are under System policies; therefore,
click System policies (under System on the lower left side of the window).
The list of System policies is displayed; see Figure 6-10.

IBM Security Access Manager for Enterprise Single Sign-on

Administyator System policies
Log off > Password Policies
Setup assistant [ Self-service Policies

SEalChlUSers b Wallet Policies

Search

My uzers ) .

Al Administrators P Sign Up Policies

Al helpdesk users

RS eRER b ActiveCode Policies

User Policy Templates

> AccessAssistant and Web Workplace Policies
Mewy template

Template azsignments .
> AccessAgent Policies

Machines

Search I Configurable Text Policies
MachinglRolicyllemplates > AccessAudit Policies

Mewy template

Template assignments

System

System policies
Authentication service policies
Application policies

Auclit logs

Status

Figure 6-10 AccessAdmin system policies

4. Click Self-service Policies to expand the list. The panel expands and offers
three choices, as shown in Figure 6-11 on page 209.
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System policies

I Password Policies
+ Self-service Policies
I Self-service Password Reset Policies
I Self-service Authorization Code Generation Policies
[ Self-service Registration and Bypass of Second Factor Policies
I Wallet Policies
[ Sign Up Policies
b ActiveCode Policies
> AccessAssistant and Web Workplace Policies
> AccessAgent Policies
[ Configurable Text Policies

b Accessiudit Policies

Figure 6-11 Self-service policies

Click Self-service Password Reset Policies to expand the section.

Ensure that “Enable self-service password reset?” is set to Yes. Ensure that

“Maximum number of secret questions a user should register to enable

self-service.” is set to 3. Ensure that “The number of secret questions a user
needs to answer to use self-service” is setto 2, as shown in Figure 6-12. The
sample values that ship with the default installation of the IMS Server are also

shown in Figure 6-12.

+ Self-service Policies

+ Self-service Password Reset Policies

Enahle self-service password reset?

=

e
e

IB
Update Reset

Maimum number of secret guestions a user should register to enable self-zervice.

The number of secret questions a user needs to answer to use self-zervice.

The maximum number of invalid login sttempts allowed before self-service locks out.

Figure 6-12 Self-service password reset policies definition
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7. Now, the password self-service functionality is active. Click Update to apply
the changes to the IMS Server.

6.3.3 User enrollment interview

Before the user can use the password self-service when necessary, the user
must provide the correct answers to the questions that are asked. The questions
in the enrollment interview are used to create the reset quiz that users take if they
ever need to reset the IBM Security Access Manager for Enterprise Single
Sign-On password. The answers provided in the interview are the answers that
are used to verify the user’s identity.

The easiest way to complete the enrollment interview is during the sign-up phase
for a new user.

An example of the enroliment interview is demonstrated in the following steps:

1. On a Windows workstation with AccessAgent installed, go to the logon
window, as shown in Figure 6-13.

Welcome :: ISAM ESSO AccessAgent )

IBM Security Access Manager for Enterprise Single Sign-On

Welcome Thiz computer iz protected by [SAM ESSO
Accessfigent.
E\: Log On If pou are here for the first time, click 'Sian up' to get
: started.
o 3ignUp

.(;‘.%“.: Reset Passward To log on, click 'Log on',

i G0 ko Windows tolo, ..

[ @ | Mobody logged on
Figure 6-13 AccessAgent logon dialog

2. Click Sign Up to start the enroliment of a new user, and enter the User name
and Password of the cardio domain of the enterprise directory (Figure 6-14 on
page 211). Then, click Next.
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Sign Up :: ISAM ESS0 AccessAgent

IBM Security Access Manager for Enterprise Single Sign-On

‘Welcome to Accessfgent!

Welcome -
Enter_ your ﬁ_om‘_am uzer name and password for
&1‘ e identity verification.
Uszer name
Sign U, =
_':' A Idr|0hn
'@}Q.'@'_J Reset Password
z Passward
B o to windaws tala... I........
Domair:
Icardio j
[ lj JC) Nobody logged an

Figure 6-14 AccessAgent user enroliment

Enter the Password for the new IBM Security Access Manager for Enterprise
Single Sign-On user (Figure 6-15).

Sign Up :: ISAM ESS0 AccessAgent

IBM Security Access Manager for Enterprise Single Sign-On

Welcome
& Log &n
| SignUp
'5;@ Reset Password

i G0 ko Windows tolo, ..

Create a |SAM ESSO pazsword. For subsequent
log ong, uge "drjohn" as user name along with this
pazzword.

Mew pazsword:

Confirm password:

“r'our password must meet these requirements: ;I
1. At least B characters long.

2. Mot mare than 20 characters long. LI
< Back | Mest > I
[ lj JC) Nobody logged on

Figure 6-15 IBM Security Access Manager for Enterprise Single Sign-On password

The list of predefined secret questions that the administrator previously
defined is displayed, as shown in Figure 6-16 on page 212.

The cardio healthcare company selected “What®s your favorite sport?” as
the first question. We provide our answer in the Answer text box, and then

click Next.
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Sign Up :: ISAM ESS0 AccessAgent )

IBM Security Access Manager for Enterprise Single Sign-On

]

Select a question and enter a gecret answer that you
Welcome will not forget. |f you forget your pazsword, uge this
zecret answer to retrieve your 'Wallet contents.

E\: Log &n

| signUp

Huestion:
What's wour favorite color?
“w'hat's your favarite fruit?

'(:;.}@'"J Reset Password

|

D e e o
i G0 ko Windows tolo, .. W'hat i your'moth_gr 3 n?:aldzin i

Answer [dizplayed in clear]:

ISDCCE[

< Back | Mest » I
[ @ JC) Nobody logged on
Figure 6-16 AccessAgent first secret question

5. Answer the second question. In the company testing phase, we decide to
answer “What’s your favorite color?” (Figure 6-17).

Sign Up :: ISAM ESS0 AccessAgent )

IBM Security Access Manager for Enterprise Single Sign-On

Select a question and enter pour answer,

Welcome
8 Log On Question: 2
o ‘wihat's wour favarite color?
.. Sign Up Wwhat's wour favorite fruit'_?
— ‘Wwhat's your mother's maiden name?
'@3@'_ Reset Password who's pour favorite author?
Wwho's your favorite compoger? LI
i G0 ko Windows tolo, .. e i
Iblue

™ Register more questions

< Back | Mest > I

[ @ JC) Nobody logged an
Figure 6-17 AccessAgent second secret question

6. If you want to register more questions (to make it more secure), you can
select “Register more questions”. The cardio healthcare company wants to
use two questions as a minimum; therefore, we do not select this option.

7. Finally, click Next to finish the enrollment interview.

AccessAgent continues, and after a few seconds, the Windows desktop is
displayed (Figure 6-18 on page 213). Look for the IBM Security Access
Manager for Enterprise Single Sign-On icon in the lower-right corner.
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@ Manage Your Server g My Computer
ﬂ Command Prompt @_gnr\trn_l'Panel

L % Administrative Tools
P oo :
&A{ Windows Explorer

Printers and Faxes
ﬁ Matepad @ Help and Support
a Snaglt & p e

77 Run...

All Programs  »

V2] Log off Shut Down

Ristart | (B & @ | AePREETO S 207
Figure 6-18 Windows desktop after Login

6.3.4 Executing a password reset

Several workflows can occur during a password self-service situation. If the user
uses a user name and password for primary authentication, the following
workflows for password reset occur:

» Online access to the IMS Server exists, and password self-service is enabled.
» No access exists to the IMS Server, or password self-service is disabled.

Let us take a closer look at both of these workflows.

Online access to the IMS Server exists and password
self-service enabled

If AccessAgent can contact the IMS Server and the password self-service
function is enabled, the user can process a password reset without contacting
the help desk staff by providing the self-service credentials. Because the IMS
Server can be contacted by AccessAgent, a password reset also updates the
Wallet in the IMS Server.
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To reset the password, follow these steps:

1. Go to the Windows workstation logon GUI and click Reset Password, as
shown in Figure 6-19.

Welcome :: ISAM ESSO AccessAgent |

IBM Security Access Manager for Enterprise Single Sign-On

Welcome Thiz computer iz protected by [SAM ESSO
Accessfigent.
& Log On If pou are here for the first time, click 'Sian up' to get
: started.
o 3ignUp

.e;a;:: Reset Passward To log on, click 'Log on',

i G0 ko Windows tolo, ..

[ @ JC) Nobody logged an
Figure 6-19 AccessAgent logon GUI

2. In the Reset Password dialog, as shown in Figure 6-20, enter the user name.
During the testing phase, the cardio healthcare company uses drjohn, so we
type drjohn. Then, click Next.

Reset Password :: ISAM ESS0 AccessAgent |

IBM Security Access Manager for Enterprise Single Sign-On E

Welcome To reset the password for your Wallet, enter your user

name.

& Log &n

| Sign Up Lser name:

o Idriohn

i Reset Password

i Go bo Windows ta lo... Dramain:
Icardio j

| @ }O Mobody logged on

Figure 6-20 AccessAgent reset password

3. The user is then presented with a list of questions that were selected in 6.3.3,
“User enrollment interview” on page 210. Select the first question and enter
the answer, which, presumably, only the user knows (Figure 6-21 on
page 215).

IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide



Reset Password :: ISAM ESS0 AccessAgent

IBM Security Access Manager for Enterprise Single Sign-On

Welcome

8: Log &n

[ SignUp

S’;‘é’ Reset Password

i G0 ko Windows tolo, ..

Select a question and enter pour answer,

Question: 1

your favarite colar?

Wwhat's wour favorite sport?

Answer: [~ Hide
|biie]

< Back | Mest > I

lj |O Mobody logged on

Figure 6-21 AccessAgent first secret answer

4. Click Next and answer the second question (Figure 6-22).

Reset Password :: ISAM ESS0 AccessAgent

IBM Security Access Manager for Enterprise Single Sign-On £

Welcome

8: Log &n
| Sign Up
g.@ Reset Password

i G0 ko Windows tolo, ..

Select a question and enter pour answer,

Question: 2

your favorite sport?

Answer: [~ Hide

|soccer|

< Back | Mest > I

lj |O Mobody logged on

Figure 6-22 AccessAgent password reset second question

5. Click Next, and if everything works fine, that is, if the answers are correct, the
password change dialog is presented, as shown in Figure 6-23 on page 216.
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Reset Password :: ISAM ESS0 AccessAgent j

IBM Security Access Manager for Enterprise Single Sign-On

Welcome Finally, choose a new password.

E\: linen Mew pazsword:
| Sign Up

'J;ﬁ” Reset Password

Confirm password:

i G0 to Windows talo. . “Y'our password must meet these requirements: ;I
1. At least B characters long.
I

2. Mot mare than 20 characters long.
<Back |[ Finsh |

[ @ JC) Nobody logged an
Figure 6-23 AccessAgent self-service password change

6. Click Finish. AccessAgent acknowledges the password reset, as shown in
Figure 6-24.

Reset Password :: ISAM ESS0 AccessAgent j

IBM Security Access Manager for Enterprise Single Sign-On

Welcome “Y'our password haz been successfully reset.
g L o Mow you can click on “Log on'' to log on
= 0d Acceszhgent using the new password,

| Sign Up
(]
i Reset Password

i G0 ko Windows tolo, ..

Cloze

[ @ JC) Nobody logged an
Figure 6-24 AccessAgent successful password reset

No access to the IMS Server or password self-service disabled

If AccessAgent cannot contact the IMS Server to process a password
self-service request, the user must contact the help desk to get an authorization
code. There is no difference whether the password self-service is enabled or not.
In offline mode, AccessAgent can access only local computer resources, in our
case, the locally cached Identity Wallet of the user. If the IMS Server can be
contacted by AccessAgent, as discussed in our scenario, a password reset
updates both the Wallet on the IMS Server and the local Wallet.
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If the connection to the IMS Server stops and there is no access, the involved
parties, the user and the help desk, must work together to reset the user’s
password. In the following example, we show an offline password-reset workflow
that involves both sides, the user activities and help desk activities.

User activities
The user activities consist of this workflow:

1. Go to the Windows workstation logon GUI and click Reset Password, as
shown in Figure 6-25.

Welcome :: ISAM ESSO AccessAgent |

IBM Security Access Manager for Enterprise Single Sign-On

Welcome Thiz computer iz protected by [SAM ESSO
Accessfigent.
& Log On If pou are here for the first time, click 'Sian up' to get
: started.
o 3ignUp

B;g: Reset Passward To log on, click 'Log on',

i G0 ko Windows tolo, ..

[ @ JC) Nobody logged an
Figure 6-25 AccessAgent Logon GUI

2. Remember that a cached Wallet must exist. Click Reset Password and type
the user name, as shown in Figure 6-26.

Reset Password :: ISAM ESS0 AccessAgent |

IBM Security Access Manager for Enterprise Single Sign-On

Welcome To reset the password for your Wallet, enter your user
name.

& Log &n

| Sign Up Lser name:

o Idriohn

i Reset Password

i Go bo Windows ta lo... Dramain:
Icardio j

| @ }O Mobody logged on

Figure 6-26 AccessAgent reset password
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3. Click Next. If AccessAgent has no connection to the IMS Server, the
message shown in Figure 6-27 is displayed and must be acknowledged; click

Cannot Reset Password :: ISAM ESSO AccessAgent y i ll
Accessagent is currently unable to connect to the IMS Server, Password reset will only affect the Wallet stored on this computer,

Figure 6-27 AccessAgent password reset with no IMS Server connection

4. AccessAgent creates a request code that must be passed to the help desk to
create a password reset authorization code. The user calls its help desk and
tells them the request code, which in this case is 3RAH3HEX, as shown in
Figure 6-28.

Reset Password :: ISAM ESS0 AccessAgent L

IBM Security Access Manager for Enterprise Single Sign-On

Welcome Get an authorization code from pour Helpdesk.
“r'our Helpdesk needs the request code displayed
& Log On below befare izsuing an authorization code.
| Sign Up
Fequest code:; 3RAH3HEX

'5}@’ Reset Password
Authaorization code:
i G0 ko Windows tolo, .. Il

< Back | et I

| ’E |O Mobody logged on
Figure 6-28 AccessAgent password reset request code

5. After the user receives the authorization code from the help desk, the user
enters it in the appropriate text field, as shown in Figure 6-29 on page 219.
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Reset Password :: ISAM ESS0 AccessAgent

IBM Security Access Manager for Enterprise Single Sign-On

Welcome
& Log &n
o 3ignUp
'5;@ Reset Password

i G0 ko Windows tolo, ..

Get an authorization code from pour Helpdesk.
“r'our Helpdesk needs the request code displayed
below before izzuing an authaorization code.

Fequest code:; 3RAH3HEX
Autharization code:
ARCIEZIAHC-K AR A

< Back | Mest > I

lj |{} Mobody logged on

Figure 6-29 AccessAgent password reset authorization code

Click Next. Answer the secret question. In our case, the system asks for our

favorite sport, which is soccer. We type soccer. See Figure 6-30.

Reset Password :: ISAM ESS0 AccessAgent

IBM Security Access Manager for Enterprise Single Sign-On

Welcome
& Log &n
o 3ignUp
'5;@ Reset Password

i G0 ko Windows tolo, ..

“Y'ou need to enter the secret you gave when
you signed up,

Secret Question:
‘Wwhat's wour favorite sport?

Answer: ¥ Hide

< Back | Mest > I

lj |{} Mobody logged on

Figure 6-30 AccessAgent password self-service secret

Click Next and, if everything is correctly, you can specify a new password, as

shown in Figure 6-31 on page 220. Because your AccessAgent has no
connection to the IMS Server, this password is temporary.
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Reset Password :: ISAM ESS0 AccessAgent

IBM Security Access Manager for Enterprise Single Sign-On

Finally, create a temporary password.

Welcome
&’ Log on Temporary password:
] §|gn UD I.........
= Confirm password:
},}‘\g Reset Password I"""'"l
i‘ SR T *Y'our password must meet these requirements; ;I
1. At least B characters long.
2. Mot mare than 20 characters long. _I
v
<Back |[ Finsh |
| ’E |O Mobody logged on

Figure 6-31 AccessAgent password self-service new password

8. Click Finish to submit your new password. If your password is valid for a short
time only (approximately one day to one month), AccessAgent states how
long the temporary password is valid. See Figure 6-32.

Create Temporary Password Successful :: ISAM ESSO AccessAgent ﬂ

‘four password has been set successfully, You can use your temporary password o log on to AccessAgent on this computer only. This password will be valid for 1 day(s)

Figure 6-32 AccessAgent temporary password

9. Click OK. AccessAgent immediately starts your desktop, as you can see in
Figure 6-33 on page 221.

220 IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide



drjohn
ﬁ-ﬁvt‘hmputﬁn
ﬂ Command Prompt (2 ool pore

. % Administrative Taols
K D) ( Windows Explorer

Printers and Faxes
ﬁ Notepad @ Help and Support
S

77 Run...

AII.’E(_ogr.?\ms *

V2] g ot [8) shutpown

st |G € © | BLOREEO A zorm
Figure 6-33 Windows desktop after password reset

Help desk activities

To support a user in resetting a Wallet password, the help desk staff must create

an authorization code by using the AccessAdmin web GUI.

Follow these steps to create an authorization code:

1. Open a web browser and enter this URL:
https://esso.cardio.example.com/admin

If the IMS Server is installed, this address directs you to the IMS Server start
page, as shown in Figure 6-34 on page 222. This page prompts you for the
user name and password to access AccessAdmin. Provide the help desk
username in the User name text box and the password in the Password text

box, and then click Logon to log in to AccessAdmin. In our test case, jeff is
the help desk user name.
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IBM Security Access Manager for Enterprise Single Sign-on

Logon

Language:

Erter your user name and password to log on.

| Engiish (United States)

User name:

Pazsword:

Domairn:

I cardio

Logon

Figure 6-34 IMS Server web GUI

2. On the successful logon, you are presented with the AccessAdmin portal, as
depicted in Figure 6-35.

IBM Security Access Manager for Enterprise Single Sign-on

jeff
Helpdesk
Log off

Search users

Search

My uzers

All Administrators
Al helpdesk users
All revoked users

User Policy Templates
Template assignments
Machines

Search

Machine Policy Templates

Template assignments

System

System policies
Authentication service policies
Application policies

Status

About Accessadmin

Feedback
Help

Search for users

Search for:

Ia

Search by

Ertel name
User principle name
Mobile ActiveCode phone number
Mobile ActiveCode e-mail address LI

Search

Figure 6-35 AccessAdmin portal page
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3. To proceed with any user-related administration activities, enter the user’s

name drjohn in the text box, as shown in Figure 6-36.

jeff

Log off

Search users

Search

My uzers

All Administrators

Al helpdesk users
All revoked users

User Policy Templates
Template assignments
Machines

Search

Machine Policy Templates

Template assignments

System

System policies
Authentication service policies
Application policies

Status

About Accessadmin

Feedback
Help

IBM Security Access Manager for Enterprise Single Sign-on

Search for users

Search for:

Idrjohn|

Search by

Ent: ame
User principle name
Mobile ActiveCode phone number
Mobile ActiveCode e-mail address LI

Search

Figure 6-36 AccessAdmin User administration activities

4. Click Search to see the user information for itsouser2, which is shown in
Figure 6-37 on page 224.
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cardio.example.com'drjohn
Audit logs Authertication services

User Profile

First Hame:
Last name:
—-NOT FOUMD--

E-mail address:
driohni@cardio example.com

Enterprise user name
cardio.example comdrobn
User principle name
driohnif@cardio example.com

Mobile ActiveCode phone number
Courtry code Area code Phone number

Mobile ActiveCode e-mail address
--MOT FOUMD--

Mobile ActiveCode preference 1
I --MOT FOUMD-- Vl

Mobile ActiveCode preference 2
—-NOT FOUMD-- =

Mobile ActiveCode preference 3
I --MOT FOUMD-- Vl

Figure 6-37 AccessAdmin user information

5. Click Helpdesk Authorization (Figure 6-38).

Helpdesk Authorization ¥

Issue authorization code for:
@& pazsword reset, unlock account, temporary online access, or registration of second factors.

[ Temporary offline access to Yallet,

Authorization request code: I

Authaorization code expires in 1 day LI

Issue authorization code |

Figure 6-38 AccessAdmin Helpdesk Authorization

6. To create an authorization code for a password reset, select an expiration
time (between one day and one month) and enter the request code that
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appears on the AccessAgent GUI on the user’s desktop. In the testing phase
for the cardio healthcare company, the authorization request code is
3RAH3HEX. Finally, click Issue authorization code (see Figure 6-39, and also
Figure 6-28 on page 218).

Helpdesk Authorization ¥

Issue authorization code for:
' pazsword reset, unlock account, temporary online access, or registration of second factors.

[ Temporary offline access to Yallet,

Authorization request code: I3RAH3HE}{|

Authaorization code expires in 1 day LI

Issue authorization code |

Figure 6-39 AccessAdmin authorization request

After several seconds, an authorization code is issued by the IMS Server (see
Figure 6-40). This authorization code must be transferred to the user. The
user needs the code to continue the password-reset self-service workflow.

Helpdesk Authorization ¥

Authorization code: 4XC3Z-ZJAHC-KALKAL
Issue authorization code for:

@& pazsword reset, unlock account, temporary online access, or registration of second factors.

[ Temporary offline access to Yallet,

Authorization request code: I

Authaorization code expires in 1 day LI

Issue authorization code |

Figure 6-40 AccessAdmin-issued authorization code

6.4 Conclusion

The password self-service functionality enables users to reset their primary logon
passwords without needing to call the help desk or find a special kiosk that is set
up for that purpose, except when their workstation is not connected to the central
IMS Server. The one-time enroliment is the only hurdle for the users before they
can reap the benefits of this function, which is why you must educate users
before deploying the solution within the enterprise.
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Security administrators responsible for deploying the password self-service must
take adequate time to formulate the questions before the initial deployment of the
solution. Corporate security officers, human resources, and the CIO’s office are
several of the stakeholders that must review the questions.

When an organization, such as the cardio healthcare company, addressed these
questions, the mechanics of deploying the solution discussed in this chapter
allow for a smooth deployment of the function.
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Strong authentication using
RFID

The cardio healthcare company wants to offer a secure way of fast user switching
to its medical staff. As we explained in 4.1.2, “Security and usability issues within
the current infrastructure” on page 95, the medical staff, which uses the shared
terminal for clients spread throughout the hospitals, needs a faster and more
convenient way of logging on to the system. The medical staff often need to
update a patient record with a few short comments before attending to the next
patient, but they need to enter brief comments frequently each day.

The medical staff need to enter their user name and (complex) password
numerous times per day to access their Virtual Desktop environment, which
leads to frustration. The company committed to address this issue; however, it is
not willing to compromise security. The cardio healthcare company opted to
deploy radio frequency identification (RFID) badge readers to all shared terminal
clients. This function enables the medical staff to link their RFID access badge to
their single sign-on user name and password. The policy is designed to prompt
the medical staff to present their RFID badge and their password one time each
day. For the remainder of their shift, they can present their RFID badge to the
reader and they are automatically logged on to their single sign-on Wallet.

© Copyright IBM Corp. 2012. All rights reserved. 227



Finger biometrics option: Another alternative that is available to the cardio
healthcare company, and any organization that does not have a physical
access system to use for strong user authentication, is finger biometrics.
While it is designed to support enterprise-wide use, IBM Security Access
Manager for Enterprise Single Sign-On finger biometrics-enabled
authentication can be deployed to specific users and specific workstations (or
other devices) only. In healthcare, for example, clinicians find this method of
authentication convenient. They do not need to type a password repeatedly or
handle a smart card or other second-factor token as they move between
workstations.

Because a fingerprint cannot be “borrowed”, this approach also provides a
higher level of certainty (and auditability for compliance purposes) that the
person that accesses a patient record or prescribes a drug is correctly
identified. IBM Security Access Manager for Enterprise Single Sign-On
together with the BIO-key Biometric Service Provider finger biometric
authentication option can support a wide range of fingerprint readers from all
major manufacturers. This solution includes specialized readers for use with
latex gloves.

For more information about this option, see “Configuring authentication to use
fingerprint recognition” on page 425.

In this chapter, we describe the technical implementation of strong authentication
with IBM Security Access Manager for Enterprise Single Sign-On.

228 IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide



7.1 Configuring machine and user policy templates

In this section, we describe how to configure the machine policy templates and
the user policy template for the cardio healthcare company in a single
configuration workflow.

7.1.1 Basic configuration by using the Setup assistant

First, we describe the basic configuration by using the Setup assistant. This
configuration includes the selection of the workstation types that are used by the
cardio healthcare company. Follow these steps:

1. Log on to the AccessAdmin interface in a web browser, as shown in
Figure 7-1. The URL is https://imsva/admin/faces/auth/login.xhtml and
imsva is the IMS Server, in our example.

) 15AM ESSO AccessAdmin - Mozilla Firefox i =]

File  Edit Miew History Bookmarks Tools  Help

@ - c 4 i Iuomhttps:,l’,l’imsva,l’admin,ffaces,l’auth,l’login.xhtml YT I-‘l'|GoogIe ).'
J' () 154M ESSO AccessAdmin | -

IBM Security Access Manager for Enterprise Single Sign-on

Logon

Erter your uzer name and password to log on.

Language:

| Engiish (United States) =1

Uzer name:

|

Pazsword:

|

Domain:

| caroio =]
Logon

Figure 7-1 Log on to the AccessAdmin interface

2. Click Setup assistant and then click Begin, as shown in Figure 7-2 on
page 230.
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IBM Security Access Manager for Enterprise Single Sign-on

Administrator ISAM ESSC: Accesstdmin setup

Log oft Set up AccessAdmin

Setup assistant Usze thiz assistant to guide vou through the AccessAdmin setup process. Anytime, vou can irterrupt this process and finish later.
Search users

Search

My uzers

Al Acministrators
Al helpdesk users
All revoked users

User Policy Templates

Mewy template
Template assignments
Detault uzer template
Machines

Search

Machine Policy Templates

Mew template

Template azsignments

System Begin
System policies

Authentication service policies

Figure 7-2 Start the Setup assistant

3. With Automatic sign-up, the users sign up automatically when they use
AccessAgent for the first time. The self-service features offer functions, such
as the self-service password reset. The cardio healthcare company decided
to support both features for its users. Check Enable automatic sign up and
click Enable self-services features, as shown in Figure 7-3 on page 231.
Click Next.
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1S40 ESSO: AccessAdmin setup

System settings
Choose initial system seftings

¥ Enable automatic sign up
Mark thiz option to sign up users automstically when using AccessAgent for the first time.

[¥ Enable self-service features
Mark thiz option to enable user self-zervice festures.

Cancel Mext

Figure 7-3 Enable system settings

4. Choose radio frequency identification cards (RFID cards) as the
second-factor authentication for IBM Security Access Manager for Enterprise
Single Sign-On, in addition to the Windows logon, as shown in Figure 7-4.
Check RFID card, and click Next.

1S40 ESSO: AccessAdmin setup

Choose second factors
Choose which second factor methods users can uze with IS4M ESS0.

¥ RFID card

[T active RFID badge

[ Fincierprint

" RFID card or fingerprint
[T Smart card

[ Hyhrid Smart card

Cancel Back Mext

Figure 7-4 Selection of second-factor method
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5. The cardio healthcare organization decided to implement personal
workstations for healthcare personnel in the back office and shared
workstations in the medical care units. We can configure both workstation
sharing options in the same configuration process. Check Support shared
workstations, click Support personal workstations, and click Next, as
shown in Figure 7-5.

1S40 ESSO: AccessAdmin setup

Choose workstation sharing options
Choose howe uzers can access and use workstations.

I Support shared workstations
Mark thiz option if your workstations are shared among several users and reguire fast user-switching.

I Support personal workstations
Mark thiz option if each workstation is assigned to one user anly.

Cancel Back Mext

Figure 7-5 Select workstation sharing options

6. In Figure 7-6 on page 233, check Use a shared desktop only, and click Next.
This function allows fast user switching by using the same underlying
Windows account for different users; this concept is called a shared desktop.
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1S40 ESSO: AccessAdmin setup

Choose desktop types

Choose how users can access their work on computer desktops.

¥ use a shared desktop
Mark thiz option to provide a generic desktop that iz accessible to all users,

[ Support private desktops
Mark thiz option to provide users with customized desktops and to support the abilty for multiple users to use a workstation
concurrently .

[ Support roaming desktops

Mark thiz option to provide users with customized desktops and to support the abilty for users to access their desktops from
any workstation. Each roaming desktop is hosted on a Citrix or Terminal Server.

Cancel Back Mext

Figure 7-6 Choose desktop types

Workstation types:

» Personal workstation: The workstation is not shared with any other
users.

» Shared workstation: A workstation is shared among users:

— Shared desktop: A desktop scheme where multiple users share a
generic Windows desktop.

— Private desktop: Under this desktop scheme, users have their own
Windows desktops in a workstation.

— Roaming desktop: Under this desktop scheme, a user can
disconnect from a desktop or application session at one client, log
on to another client, and continue a desktop or application session
at that new client.

7. In the next window (Figure 7-7 on page 234), do not select Enable
AccessAgent for Citrix or Terminal Server. Click Next.
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1S40 ESSO: AccessAdmin setup

AccessAgent on CitrixiTerminal Server
Specify whether Accessfgent iz enabled for & Citrix or Terminal Server including thin clients.

[T Enable Accessidgent for Citrix or Terminal Server.

Cancel Back Mext

Figure 7-7 Enable Citrix or Terminal Server support

8. Now, you can choose a name for the user template, as shown in Figure 7-8 on
page 235. The cardio healthcare company decided to name the user template
“shared desktop user template” to emphasize the configuration for shared
desktops. For Template name, type shared desktop user template. Click
Next.

There is only one user template needed for the cardio healthcare company for
both shared and personal desktops currently. We show you later in this
chapter how to configure the user template and the machine policy templates.
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1SAM ESSO: AccessAdmin setup: shared desklop user template

Choose aname

Choose a name for this user policy template.

Template name: |[shared desktop user template

Cancel

Back Mext

Figure 7-8 Choose a name for the user policy template

9. Check both Password and RFID and password to use for the Windows
logon and click Next to enable RFID cards as the authentication factor for

logon as shown in Figure 7-9.

1SAM ESSD: AccessAdmin setup: shared user template

Choose authentication policies

¥ Password

[¥ RFID and password

Cancel

Users can use combinations of these authentication factors for logon

Back Mext

Figure 7-9 Choose support authentication factors for logon
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10.The cardio healthcare company defined a policy that users can log on with
their RFID card. They must log on with their password on a workstation
initially but then can rely on their RFID card to log on during the remainder of
the day. Type 480 to define 480 minutes (8 hours) and click Next, as shown in
Figure 7-10.

1SAM ESSD: AccessAdmin setup: shared user template

Choose RFID-only logon settings

Choose how users can perform RFID-only logons.

Mumber of minutes since the last successful logon using bath RFID Cards and passwords, during which users can log on to
wearkstations with only RFID Cards: [480

Cancel Back Mext

Figure 7-10 Define the time period for the RFID only logon

7.1.2 Configuring the personal workstation and RFID

Now, we look at the configuration details of the personal workstation machine
policy template. We are still in the same configuration workflow.

In the following window, we see the two machine policy templates for personal
and shared workstations that we defined. Before we click Next to finish the
configuration process, we configure the details for the two machine policy
templates.

First, we configure the machine policy template for personal workstations:

1. Click Configure next to the first line to configure Personal workstation, RFID,
as shown in Figure 7-11 on page 237.
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1S40 ESSO: AccessAdmin setup

Configure policy templates

Biased on your choices, we have selected the policy templates that best match your setup. Configure each one before proceeding to
the next step.

Palicy template

=

. Personal workstation, RFID
_\\y Configure

This policy template supports logaing on to personal workstations wsing RFID cards.

. Shared wor l shared desktop, RFID
_\\y Configure

This policy template supports logaing on to shared workstations in shared desktop mode using RFID cards.

g of
Cancel

Figure 7-11 Configure policy templates

Back Mext

2. We can change the machine policy template name, as shown in Figure 7-12.
Keep the name Personal workstation, RFID, and click Next.

1S40 ESSD: SAccessAdmin setup: Personal workstation, RFID

Choose aname

Choose & name for this policy template.

Template name: |Personal workstation, RFID

Cancel

Back Mext

Figure 7-12 Choose policy template name
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3. Check RFID card only to be the second-factor method for the personal
workstation machine policy template, and click Next (Figure 7-13).

1S40 ESSD: SAccessAdmin setup: Personal workstation, RFID

Choose second factors
Choosze the second factor methods allowed to the users

 Nare
& RFIC card only

Cancel Back Mext

Figure 7-13 Allow RFID card only as second-factor method

4. IBM Security Access Manager for Enterprise Single Sign-On allows a
transparent screen lock option. This option locks the screen and blocks user
access, but it shows running applications as though the screen is not locked.
The cardio healthcare company does not need this feature currently. Check
Normal screen lock, and click Next, as shown in Figure 7-14 on page 239.
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1S40 ESSD: SAccessAdmin setup: Personal workstation, RFID

Choose screen lock type
Choose the type of screen lock used on workstations

¥ Hormal screen lock

‘When the screen is locked, the desktop tems are not displayed on the screen.

[ Transparent screen lock (only for Windows XP)
‘When the screen is locked, the desktop tems are displayed but users cannot access the desktop tems.

Cancel Back Mext

Figure 7-14 Choose a screen lock type

5. The cardio healthcare company decided to allow the RFID-only logon and
RFID-only unlock to the personal workstations, therefore, the user does not
need to provide a password. Check both RFID-only logon and RFID-only
unlock, and click Next (Figure 7-15).

1S40 ESSD: SAccessAdmin setup: Personal workstation, RFID

Choose RFID-only logoniunlock settings

Choose howy users can perform RFID-only logons or unlocks

I RFID-only logon

Users can logon to workstations with only RFIDs within & configurable delay since the last successful logon using both an
RFID and password.

I RFID-only unlock

Mumber of seconds delay since the woaorkstation was last locked, during which users can unlock workstations with only RFID
cards: [3600

Cancel Back Mext

Figure 7-15 Choose RFID-only logon and RFID-only unlock settings
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6. For personal workstations, the security policy of the company is defined to
lock the screen after 30 minutes of inactivity. Type 30 in the input field, as
shown in Figure 7-16, check Lock computer, and click Next.

1S40 ESSD: SAccessAdmin setup: Personal workstation, RFID

Choose the desktop inactivity settings

Choose what tasks users can perform during desktop inactivity .

Mumber of minutes of desktop inactivity, after which the following activity is performed:ISD

¢~ Do nothing

¢ Log off YWindows

¢~ Log off Wallet

{+ Lock computer

= Log off YWallet and lock computer

Cancel Back Mext

Figure 7-16 Choose the desktop inactivity settings

7. Select to use this machine policy template as the default for machines on
which AccessAgent is newly installed. Check Use this as the default
template for machines and click Next, as shown in Figure 7-17 on
page 241.
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1S40 ESSD: SAccessAdmin setup: Personal workstation, RFID

Choose machines

Choose which machines uses this policy template.

' Use this as the default template for machines.
When nevy machines are added to 1ISAM ESS0, and if they do not match any policy template, this template iz applied.

' use only machines that match these criteria:

@ Match all of these criteria € Match any of these criteria l:,':',ﬂ
| Accessfgent version v I is LI I ;I
=
Cancel Back Mext

Figure 7-17 Define default machine policy template

Applying the policy: The default machine policy template applies
automatically to machines on which AccessAgent is installed in the future. The
default machine policy template does not apply to machines on which
AccessAgent is installed before this configuration. You need to search for
those machines in the AccessAdmin interface and apply the policy to them
manually.

Restart machines: You might need to restart machines after applying specific
machine policies to them.

7.1.3 Configuring shared workstations, shared desktops, and RFID

After we finish the configuration of the machine policy template for personal
workstations, the overview is displayed, as shown in Figure 7-18 on page 242.
We configure the machine policy template for shared workstations:

1. Click Configure next to the second line, Shared workstation, shared desktop
RFID, and click Next.
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1S40 ESSO: AccessAdmin setup

Configure policy templates

Biased on your choices, we have selected the policy templates that best match your setup. Configure each one before proceeding to
the next step.

Palicy template ;I
. Personal workstation, RFID
_\\y Configure . ) . . .

This policy template supports logging on to personal workstations wsing RFID cards,

. Shared wor l shared desktop, RFID
_\\y Configure

This policy template supports logging on to shared workstations in shared desktop mode using RFID cards.

g of
Cancel

Figure 7-18 Configure machine policy templates

Back Mext

2. Define a template name Shared workstation, shared desktop, RFID, and
click Next (Figure 7-19).

1SAM ESSO: AccessAdmin setup: Shared workstation, shared desktop, RFID

Choose aname

Choose & name for this policy template.

Template name: |[Shared workstation, shared desktop, RFID

Cancel Back Mext

Figure 7-19 Define machine policy template name for shared workstations
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3. Check RFID card only as the second-factor method, and click Next
(Figure 7-20).

1SAM ESSO: AccessAdmin setup: Shared workstation, shared desktop, RFID

Choose second factors
Choosze the second factor methods allowed to the users

 Nare
& RFIC card only

Cancel Back Mext

Figure 7-20 Choose RFID as the second-factor method

4. Keep the default screen lock type, Normal screen lock, and click Next, as
shown in Figure 7-21.

1SAM ESSO: AccessAdmin setup: Shared workstation, shared desktop, RFID

Choose screen lock type
Choose the type of screen lock used on workstations

¥ Hormal screen lock
‘When the screen is locked, the desktop tems are not displayed on the screen.

[ Transparent screen lock (only for Windows XP)
‘When the screen is locked, the desktop tems are displayed but users cannot access the desktop tems.

Cancel Back Mext

Figure 7-21 Choose screen lock type

Chapter 7. Strong authentication using RFID 243



5. For faster accessibility, we allow RFID-only logon and RFID-only unlock for
shared workstations, too. Check both options, as shown in Figure 7-22, and
click Next.

1SAM ESSO: AccessAdmin setup: Shared workstation, shared desktop, RFID

Choose RFID-only logoniunlock settings

Choose howy users can perform RFID-only logons or unlocks

I RFID-only logon
Users can logon to workstations with only RFIDs within & configurable delay since the last successful logon using both an
RFID and password.

I RFID-only unlock
Mumber of seconds delay since the woaorkstation was last locked, during which users can unlock workstations with only RFID

cards: [3600
Cancel Back Mext

Figure 7-22 Choose to allow RFID-only logon and unlock

6. For personal workstations, we defined a desktop inactivity time of 30 minutes.
For shared workstations, which are in semi-public areas, the cardio
healthcare company decided to implement an inactivity time of only
5 minutes. Choose to Lock computer after 5 minutes of inactivity, as shown
in Figure 7-23 on page 245, and click Next.
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1SAM ESSO: AccessAdmin setup: Shared workstation, shared desktop, RFID

Choose the desktop inactivity settings

Choose what tasks users can perform during desktop inactivity .

Mumber of minutes of desktop inactivity, after which the following activity is performed:ls

¢~ Do nothing

¢ Log off YWindows

¢~ Log off Wallet

{+ Lock computer

= Log off YWallet and lock computer

Cancel Back Mext

Figure 7-23 Choose desktop inactivity time of 5 minutes for shared workstations

Define a matching criteria to apply the policy template to machines, which are
mostly Windows terminal clients, that enable access to the virtual desktop
environment. The cardio healthcare company defined a naming convention:
The host names of all terminal clients start with W7 (as in Windows Terminal)
as the host name. Follow these steps:

a. Check Use only machines that match these criteria, as shown in
Figure 7-24 on page 246.

b. Select Host name from the pull-down menu.
Select is like to match a substring.

d. Type WT to match the Windows terminal clients whose host names start
with WT.

e. Click Next.
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246

1SAM ESSO: AccessAdmin setup: Shared workstation, shared desktop, RFID

Choose machines

Choose which machines uses this policy template.

" Use this as the default template for machines.
When nevy machines are added to 1ISAM ESS0, and if they do not match any policy template, this template iz applied.

& Use only machines that match these criteria:

@ Match all of these criteria € Match any of these criteria 4 4 x '=|']='

@ |istke =] T =
Accessigent version
IF address
Active Directory groups
Machine tag LI

Cancel Back Mext

Figure 7-24 Define a matching rule for shared workstations

8. We are back to the Configure policy templates overview again. Now that the
configurations for both machine policy templates are complete, click Next
(Figure 7-25).

1S40 ESSO: AccessAdmin setup

Configure policy templates

Biased on your choices, we have selected the policy templates that best match your setup. Configure each one before proceeding to

the next step.
Palicy template ;I
. Personal workstation, RFID
_\\y Configure . ) . . .
This policy template supports logging on to personal workstations wsing RFID cards,
. Shared wor l shared desktop, RFID
_\\y Configure

This policy template supports logaing on to shared workstations in shared desktop mode using RFID cards.

il _'ILI
Cancel Back Mext

Figure 7-25 Policy template configuration overview
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9. Click Next in Figure 7-26 to confirm the settings.

1S40 ESSO: AccessAdmin setup

Confirm settings
The following settings is applied. Confirm the settings before proceeding to the next step. If the seftings are correct, click Save.

| v

"s’{? Enahle automatic sign up
Enable self-zervice features

"s’{? Create a user policy template with the name:
* shared desktop user template

Create machine policy templates with the following names:
* Personal workstation, RFID
* Shared workstation, shared desktop, RFID

2nd factars: b
* RFID card

‘Workstation sharing options:
* Support shared warkstations LI

Cancel Back Mext

Figure 7-26 Confirm machine policy template settings

10.Click Done to finish the workflow, as shown in Figure 7-27.

1S40 ESSO: AccessAdmin setup

AccessAdmin setup complete
AccessAdmin was set up successfully. Execute this wizard assistant to make additional changes.

Summary

Setting Svystem Policies: 7 successes, 0 failures ;I
Setting Policy Management Objects: § successes O failures
Updating Machine Policy Templstes: 2 successes, O failures

Updating Uzer Policy Templates: 1 success, O failures LI

Show details

Done

Figure 7-27 AccessAdmin setup complete
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The basic configuration for the setup assistant is complete. The basic
configurations of the machine policy template for personal desktops, the machine
policy template for shared desktops, shared workstations, and the user policy
template are complete.

7.1.4 Configuring details for the user policy template

Now, we configure the details for the shared desktop user template:

1. In the AccessAdmin GUI, click the newly created shared desktop user
template, as shown in Figure 7-28 on page 249.

2. Expand AccessAgent Policies.
3. Expand RFID policies.

4. Change the value of the field “Confirmation countdown duration in seconds,
for tapping same RFID on desktop” from 5 seconds to 0 seconds to allow
immediate action.

5. Also, change the value of the field “Confirmation countdown duration in
seconds, for tapping different RFID on desktop” from 5 seconds to 0 seconds
to allow immediate action.
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Administston Policy template details

Log off General

Hame:

Setup assistant Ishared desktop user template

Search users

SEarch b Administrative Policies
My uzers
Al Administratars
Al helpesk users I Authentication Policies
Al revoked users
User Policy Templates I AccessAssistant and Web Workplace Policies
Meswy template e
Template assignment I Wallet Policies
shared desktop user |
" | |+ ici
RS ﬁ | ¥ AccessAgent Policies
Search P LockUnlock Policies
Machine Policy Templates > Smart Card Policies
ey template
Template assignments [ Hybrid Smart Card Policies
System < RFID Policies

System policies
Authertication service policies
Application policies I Ma action LI
Audit logs

Status

Actions on tapping same RFID on desktop

Confirmation courtdowen durstion in seconds, for tapping same RFID on desktop

Feedback
Hela Enahle RFID-only unlock?

Noj

Titme expiry, in seconds, for RFID-only unlock
a

Time expiry, in minutes, for RFID-only logon
480

Actions on tapping different RFID on desktop

I Mo action LI

Confirmation courtdoyven durstion in seconds, for tapping different RFID on desktop

[—

Figure 7-28 Start configuring user policy template and change RFID policy values

6. Scroll to the bottom of the page, and click Update to apply the policy
changes, as shown in Figure 7-29 on page 250.
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Confirmation countdowwn duration in seconds, for tapping different RFID on desktop

ID
[ Fingerprint Policies
> Roaming Session Policies

[* Logon/Log off Policies
I Authentication Service Policies

Update | Delete | Reset |

Figure 7-29 Apply policy changes

On the left panel, click search to search for a user, as shown in Figure 7-30.

8. The cardio healthcare company defined a search to use the user policy for all
doctors. Search for dr*. Select Enterprise user name. Click Search, as
shown in Figure 7-30.

ﬂdﬂji_pi}_ﬂrator Search for users

Log off Search for:

Setup assistant - | Idr* |
Search use/ Search by:

S USEr NAme
fly Users

User principle name
Al Administrators Mobile ActiveCode phone number
Al helpdesk users Mobile ActiveCode e-mail address LI
All revoked users

User Policy Templates

Mewy template
Template assignments
shared desktop user template

Figure 7-30 Search for all users who are doctors

9. Click Select all to select all found users. Select the user policy template
shared desktop user template. Click Apply to selected results to deploy
the changed policy values to the selected users, as shown in Figure 7-31 on
page 251.
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Search results

Search results when searching for "dr*" by "Erterprize user name"

I Showe 50 users per page LI

M drbioh

A

I crsmith =

2 uzers found.

< Back Select all

Select none

Apphy user policyitemplate

search.

A uzer policy temie can be applied to the selected users or to all uzers that are returned in the above

I shared desktop user template LI

Apply to selected results | Apply to all results | Reset |

Complete

Apply policies

Show user palicies =

To apply specific policies to the above users, click the button below to view the policies.

Figure 7-31 Apply shared desktop user template to all doctors as selected users

10.We also change the machine policy template for shared workstations. In
AccessAdmin, select Template assignments, as shown in Figure 7-32 on
page 252, then click the policy template name Shared workstation, shared
desktop, RFID. Do not check the radio button, but click the actual policy

name directly.
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Administ sto Machine policy template assignments

Log off Preferred policy templates

Setup assistart Choose which machine policy templates are assigned to machines. Policy templates are sorted
according to priority. Highest priority is on the top of the list. If a machine is not covered by a policy

Search users template, the system uses the default policy template.

Search

My uzers

All Administrators
Al helpdesk users

Al revoked users Palicy template ;I

User Policy Templates | (" Shared workstation, shared desktop, RFID

Mewy template {T  Personal workstation, RFID Default policy template

Template assignments |

shared desktop user template _I
e

Machines

Search Update

Machine Policy Templates Default machine policy template

Template assignments Machines are assigned to this policy template automatically when no ather template has been selected.

System I Perzonal workstation, RFID LI

System policies

Authentication service policies

Application policies Update

Auchit logs

Status

Figure 7-32 Select machine policy template for shared workstations

11.Expand AccessAgent Policies, as shown in Figure 7-33 on page 253.

12.Expand RFID policies.

13.Change the value of the field “Confirmation countdown duration in seconds,
for tapping same RFID on desktop” from 5 seconds to 0 seconds to allow

immediate action.

14.Also change the value of the field “Confirmation countdown duration in
seconds, for tapping different RFID on desktop” from 5 seconds to 0 seconds

to allow immediate action.

Confirmation countdown: This feature offers a grace period during which
an unintended authentication action can be canceled. For instance, if
someone unintentionally taps their badge to a reader, this feature allows

the user time to cancel the following action.
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+ Accessigent Policies

[» Display Policies
> ESS0 GINA Policies
> Desktop Inactivity Policies

I LockUnlock Policies

< RFID Policies

Actions on tapping same RFID on desktop
| Lock computer LI

Confirmation countdowwn duration in seconds, for tapping same RFID on desktop
[—

Enable RFID-only unlock?

I es LI

Time expiry, in seconds, for RFIC-only unlock

ISBDD

Enahble RFID-only logon?

I es LI

Actions on tapping different RFID on desktop

I Switch user ﬂ

Confirmation countdowwn duration in seconds, for tapping different RFID on desktop
[ —
Enable RFID display utility?

NDLI

Figure 7-33 Change RFID policy values

15.Scroll to the bottom of the page, and click Update to apply the policy
changes, as shown in Figure 7-34.

> Emergency Hot Key Policies
I Presence Detector Policies
[ Audit Logging Policies

I Smart Card Policies

[ Hybrid Smart Card Policies
I Metwork Policies

[ Accessibility Policies

Update

Delete | Reset |

Figure 7-34 Apply policy changes for shared workstation machine policy template
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Policy priorities: We configured the same policies on user and machine
scope. If the same policy is defined for two scopes (machine and user, or
system and user, or machine and system), you must set a priority in case the
defined value differs for the two scopes. Look at IBM Security Access
Manager for Enterprise Single Sign-On Policies Definition Guide —
Viewing and setting policy priorities to learn how to use the command-line
tool managePol1Priority.bat or managePolPriority.sh to view and set policy
priorities.

The configuration of the policies is complete.

7.2 Using RFID

After we configure the policies, we describe how to log on to a personal desktop
with an RFID card:

1. After AccessAgent is installed on a personal workstation and the machine
starts, the user sees the IBM Security Access Manager for Enterprise Single
Sign-On welcome window, as shown in Figure 7-35, instead of the Windows
welcome window.

Welcome :: ISAM ESSO AccessAgent )

IBM Security Access Manager for Enterprise Single Sign-On

Welcome Thiz computer iz protected by [SAM ESSO
Accessfigent.

& Lot If you are here for the first time, click 'Sign up' to get

g_\\‘;'f Reset Password st

i Golanirnwe tello s To log on, tap vour RFID card.

If you do not have your RFID card, click 'Log on'.

| @ | Mobody logged on
Figure 7-35 Welcome window

2. The cardio healthcare company employee, Dr Bob, exists in the Active
Directory. He taps his RFID card on the card reader to log on for the first time
after AccessAgent is deployed on his personal workstation. He is prompted
for his Windows User name and Password, as shown in Figure 7-36 on
page 255. Type the user name and password, and click OK.
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Log On :: ISAM ESSO AccessAgent
IBM Security Access Manager for Enterprise Single Sign-On
Welcome Enter pour uger name and pazzword to log on.
& Log On User name:
S’;'\é‘) Reset Password I
Password:
i G0 ko Windows tolo. .. I
Domair:
Icardio j
| lj |{} MNobody logged on

Figure 7-36 Logon window after tapping the RFID card

3. The user is prompted to provide an answer for the first secret question, by
default, “What’s your favorite color?”, as shown in Figure 7-37. Type an

answer and click Next.

Secret questions: For a more detailed description of the role of these
questions, see 6.3.1, “Setting up the self-service questions” on page 201.

Sign Up :: ISAM ESS0 AccessAgent

IBM Security Access Manager for Enterprise Single Sign-On

zecret answer to retrieve your 'Wallet contents.
& Log &n

S’;'\é‘) Reset Password

i G0 ko Windows tolo. ..

Wwhat's your mother's maiden name?
‘who's pour favorite authaor? LI

Answer [dizplayed in clear]:

Select a question and enter a gecret answer that you
Welcome will not forget. |f you forget your pazsword, uge this

< Back | (=R I

]

[ lj JC) Nobody logged on

Figure 7-37 Type the answer for the first secret question

4. Then, the user is prompted to provide an answer for the second secret
question, as shown in Figure 7-38 on page 256, “What’s your favorite fruit?”

Type an answer, and click Next.
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Sign Up :: ISAM ESS0 AccessAgent

IBM Security Access Manager for Enterprise Single Sign-On

Welcome Select a question and enter pour answer,

g:.-l- Log On Question: 2

. ‘what's wour Favarite fruit?

S}'&" Reset Password Wwhat's your mother's maiden name?
‘who's pour favorite author?

i G0 ko Windows tolo. .. Wwho's pour favorite compoger?
Wwho's pour favorite person from history?

Answer: ™ Hide

™ Register more questions

< Back | (= I

| IQ |O Mobody logged on
Figure 7-38 Define an answer for the second secret question

5. You can define your own set of questions at the sign up in the AccessAdmin
under System policies — Sign Up Policies, as shown in Figure 7-39 on

page 257.
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Administrator
Adminiztrator

Log off

Setup assistant

Search users

Search

My uzers

All Administrators
Al helpdesk users
All revoked users

User Policy Templates

Mewy template
Template assignments
shared desktop user template

Machines

Search

Machine Policy Templfies

Mewy template
Template assignme

TR ST SETY
Application policies
Audit logs

Status

About Accessadmin

Feedback
Help

System policies

I Password Policies

I Self-service Policies

I Wallet Policies

+ Sign Up Policies

Guestion zet for zecret

ﬁ Remove | YWhat's your favorite colar?

Remove | YWhat's vour favorite fruit?

Remove | YWhat's vour mother's maiden name?
Remove | YWho's your favaorite author?
Remove | YWho's your favarite composer?

Remaove | Ywho's your favorite person from history?
I Acled

Minimum length of an acceptable secret answer.
|3
Prompt user to register additional secrets for self-service during sign-up?

IYESLI

Option for specifying secret

I Secret required, and user must specify during sign-up LI

Update Reset

Figure 7-39 Configure Sign Up Policies

6. Now, the Windows logon window is shown (Figure 7-40). The AccessProfile
for Windows logon automatically injects the credentials that the user provided
in step 2 on page 254. Click OK to continue.

/7 Windows Server2003

Capyright © 1885-2003 Microsoft Corporation

Log On to Windows §

. Enterprise Edition

User name: I drbob
Password: Iluuuu
Logonta:  |CARDIO

1

™ Log on using dial-

=

up conneckion

Cancel | St Down...l Options << |

Figure 7-40 AccessProfile injects the Windows credentials automatically
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7. Right-click the IBM Security Access Manager for Enterprise Single
Sign-On AccessAgent icon in the icon tray. Select Manage Wallet to open
the Wallet Manager, as shown in Figure 7-41. The Wallet Manager includes a
line with the authentication service cardio.example.com. This line is the
directory that we configured previously. You can either change the password
entry from Always to Automatic logon here for Dr Bob only, or change the
default value in the AccessStudio.

8 wallet Manager :: ISAM ESS0 AccessAgent y

File Wiew Actions

|Passw0rds | Cther Credentials |

Authentication Service | Type I Lser Marne: I Password Entr
cardio.example,com Enterprise drbob Always

Credential

Figure 7-41 Wallet Manager includes Windows credentials for Dr Bob

In the future, AccessAgent always logs on Dr Bob automatically to his personal
desktop when he taps his RFID card on his computer. Dr Bob must also provide
his user name and password at the first logon of the day.

The setup and use of strong authentication with IBM Security Access Manager
for Enterprise Single Sign-On, combined with RFID cards as a second-factor
authentication method, are complete.

We describe the use of shared desktops in combination with virtual desktops in
the next chapter.
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Roaming desktop
implementation

In this chapter, we describe a roaming desktop environment. Users at the cardio
healthcare company can access their own virtual desktops and the applications
that run on those virtual desktops seamlessly from any shared machine.

We integrate IBM Security Access Manager for Enterprise Single Sign-On with
VMware Virtual Desktop Infrastructure (VDI) to achieve an integrated end-to-end
experience from a user perspective.

We show how to configure the required VMware VDI and IBM Security Access
Manager for Enterprise Single Sign-On parameters so that the users that
authenticate at a shared workstation (either by entering a password or tapping
their RFID badge) can start their business applications in a remote virtual
desktop and still have their authentication credentials injected for them. (This
approach can also be implemented with finger biometrics.)

The IBM Security Access Manager for Enterprise Single Sign-On Wallet that
runs in the Virtual Desktop environment can automatically be synchronized with
the Wallet that runs on the shared workstation over a secure virtual channel.

© Copyright IBM Corp. 2012. All rights reserved. 259



8.1 Cardio healthcare requirements

The medical staff at the hospitals of the cardio healthcare company want to
spend nearly all of their time in providing care to their patients. The company
wants to reduce the time required of its people to authenticate to IT systems.

Because of the confidential nature of the electronic medical records that the
clinicians must update in between caring for their patients, the authentication
process needs to be secure. Only correctly authenticated users can be
considered for authorized access to this data.

For these reasons, the cardio healthcare company wants to enable its staff to use
their individual RFID access badges for logging on to IT systems. The RFID
badge must enable the users to use a single sign-on to systems and
applications.

From a security perspective, the cardio healthcare company requires that the
login process is secure, and that authentication activity for each user is logged for
audit and compliance purposes. The integration with IBM Security Access
Manager for Enterprise Single Sign-On can meet all of these requirements.

The cardio healthcare company lists the following functional requirements:

» When a user logs on to a shared workstation in a semi-public area by using
either a password or an RFID badge (as configured in Chapter 7, “Strong
authentication using RFID” on page 227), a connection to this user’s Virtual
Desktop is automatically started. The process of logging on the user to this
Virtual Desktop must occur through secure and tamperproof methods.

» A userthatis logged on to a Virtual Desktop must be able to use the
applications already configured in Chapter 5, “Base installation and
configuration” on page 107 without having to provide authentication
credentials. This function must work the same as if those applications run on
the shared workstation from where they connect.

» When a user logs off from a shared workstation, the roaming virtual desktop
and its applications must continue to run on the Virtualinfrastructure.

» Shared workstation inactivity policies must be as strict as possible to prevent
other people from accessing a lingering Virtual Desktop session. Inactive
sessions need to terminate automatically.
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8.2 Overview of the roaming desktop features

IBM Security Access Manager for Enterprise Single Sign-On allows a seamless
integration into a VMware Virtual Desktop Infrastructure, supporting the required
security context for user logon. In this section, we show the component
architecture of the solution and explain the logon workflow. First, we explain how
the logon workflow works without IBM Security Access Manager for Enterprise
Single Sign-On integration. The next section then covers the cardio healthcare
company implementation and the configuration details that are required to set it

up.

8.2.1 Component architecture overview

The diagram in Figure 8-1 on page 262 shows the targeted solution component
architecture. The medical staff members use distributed workstations to
automatically log on using their RFID badges and connect to their virtual
desktops that are hosted on a VMware ESXi Server.
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Dr Bob Dr Smith

Figure 8-1 Component architecture

262 IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide



Before we describe the implementation for the cardio healthcare company in 8.3,
“Cardio healthcare implementation” on page 265, we look at the manual logon
process for the VMware virtual desktop.

8.2.2 Logging on manually to the VMware virtual desktop

When a user logs on to a Windows terminal that supports roaming desktops, the
user can start the VMware View Client. Double-click the icon on the physical
desktop to get access to a roaming desktop, as shown in Figure 8-2. This task
starts a three-step logon process:

Figure 8-2 VMware View Client icon on the desktop

1. The cardio healthcare user then sees the first VMware Virtual Desktop
Infrastructure logon window. The user is prompted for the VMware View
Connection Server host name or IP address. The connection server is a
broker to the virtual desktops. The cardio healthcare company uses
cardioVCS as host name for the VMware View Connection Server, as shown
in Figure 8-3. Click the host name, and click Connect.

2 ¥Mware View Client =10 x|

Ch vmware eapceir

. VMware View” 4.5

Enter the host name or IP address of the View Connection Server.

Connection Server: I cardioVCs j

Support Information
Connect I Exit | Help | Options >3 |

Figure 8-3 First VMware Virtual Desktop Infrastructure logon window

2. The second VMware Virtual Desktop Infrastructure logon window asks for
user credentials and the Windows domain. Enter the user name and
password. Select a domain. In the example in Figure 8-4 on page 264, we
type user name drbob, type the password, and select the domain CARDIO.
When finished, click Login.
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2 ¥Mware View Client

vmware eipcelE

VMware View™ 4.5

Enter your user name and password,

User name:; I drbob

Password: I

Domain: |carpio =l
Support Information

Login I Cancel | Help |

Figure 8-4 Second VMware Virtual Desktop Infrastructure logon window

3. The third VMware Virtual Desktop Infrastructure logon window prompts the
user to select from a list of virtual desktops. In the example shown in
Figure 8-5, we select Dr. Bob’s virtual desktop VD-drbob. Change the Display
type from the default value Window - small to Full Screen. Click Connect to
log on to the virtual desktop.

H- ¥Mware View Client

vmware eapceir

J VMware View™ 4.5

Support Information Display: IFuII Screen - l

Conneck | Exit | Help |

Figure 8-5 Third VMware Virtual Desktop Infrastructure logon window

This three-step logon approach can be optimized by prompting for the user
credentials. IBM Security Access Manager for Enterprise Single Sign-On injects
the user name and password on behalf of the user and in the correct security
context in the product. The VMware View client supports a command-line tool to
pass the other missing parameters directly to the client. The cardio healthcare
company uses the following command line for this function:

"C:\Program Files\VMware\VMware View\Client\bin\wswc.exe" -serverURL
cardioVCS -domainName cardio -desktoplLayout fullscreen -desktopName
VD-drbob
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In this example, wswc. exe is the command-line version of the VMware View Client
and the input parameters are defined:

serverURL Is the URL to the VMware View connection server, as
shown in Figure 8-3 on page 263. In this example, it is
cardioVCS.

domainName Is the Windows domain name. The cardio healthcare

company uses the domain name cardio.

desktopLayout Specifies in which mode the virtual desktop must start.
Supported values are fullscreen, multimonitor,
windowLarge, or windowSmall. In this example, we use
fullscreen for a seamless desktop integration.

desktopName Is the virtual desktop that must automatically be started.
In our example, this value is VD-drbob. This parameter
depends on the user who is logged on to the physical
client.

8.3 Cardio healthcare implementation

The VMware Virtual Desktop Infrastructure (VDI) uses the golden master image
that includes the preinstalled AccessAgent.

Golden master image: All virtual desktops can be derived from one golden
master image, which is relevant for volatile images that are provisioned and
de-provisioned on demand.

VMware View clones this golden master image, and users log on to these clones.
It is important that AccessAgent is installed successfully on the master image
and that the certificate is installed by setting the IMS Server location; click

Start —» All Programs — ISAM ESSO AccessAgent — Set IMS Server
Location.

VMware Virtual Desktop Infrastructure supports two types of virtual desktops:

» A volatile image is provisioned and de-provisioned on demand, every time
that a user must connect to a virtual desktop. The cardio healthcare company
does not use this model, because the company wants to allow users to run
applications continuously in their virtual environment, even after the users log
off.

» A persistent image is provisioned for a specific user and stays resident in the
background on the VMware ESX server even if the user disconnects. This
scenario allows the cardio healthcare employees to keep their personal virtual
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desktop and their applications up and running, regardless from which
Windows terminal client they access their virtual desktop. This approach
saves time, because the employees do not need to start their applications
every time they log on.

The cardio healthcare company uses a global naming convention for its
computers. The Windows terminals (shared physical machines), from which
users log on to their virtual desktops, have host names that start with WT, for
example, WT1234. The virtual desktops, to which employees connect from the
different terminals, start with VD and include the Windows user ID in their host
name, for example VD-drbob.

The organization automates the user logon to the virtual desktops within the IBM
Security Access Manager for Enterprise Single Sign-On user policy for all users.
In the following steps, we show the configuration for the automatic start of the
personal (persistent) virtual desktop for the currently logged on user. The script is
only executed if the user logs on to a Windows terminal client that serves as the
VMware Virtual Desktop Infrastructure client for the user (host name starts with
VD-). Follow these steps:

1. Log on to AccessAdmin, for example, by using:
https://imsva/admin/faces/auth/login.xhtml

2. Under User Policy Templates on the left pane, select the Default user
template (see Figure 8-6 on page 267).

3. Expand AccessAgent Policies, and expand Logon/Logoff Policies (see
Figure 8-6 on page 267).
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Administiator Policy template details
Log aff General
Hame:

Setup assistant |Defau|t user template

Search users

sarch b Administrative Policies

My uzers
All Administrators
All helpdesk users I Authentication Policies
All revoked users
User Policy Templates I Accesshssistant and Web Workplace Policies
ey template _

emblate assidnment I» Wallet Policies
Default user template

= —

Machines \* | Accessigent Policies
Search P LockUnlock Policies
Machine Policy Templates I Smart Card Policies
Mewy template
Template assignments [» Hybrid Smart Card Policies
System b RFID Policies
System policies
Authertication zervice policies [ Fingerprint Policies
Application policies
aldiblogs I Roaming Session Policies
Status - 4
About Accessadmin [> LogoniLog off Policies |
Feedback
Help I Authentication Service Policies

Update | Delete | Reset |

Figure 8-6 Selecting AccessAgent Logon/Logoff Policies

As shown in Figure 8-7 on page 268, change “Enable logon script during

user logon?” to Yes. Change the Logon script type to VBScript. And, add the

following VBScript code in the Logon script code box:

Set WshNetwork = WScript.CreateObject ("WScript.Network")

If Left(WshNetwork.ComputerName, 2)="WT" Then
strVD = "VD-" & (wshNetwork.UserName)
strexec = """c:\Program Files\VMware\VMware"
strExec = strExec & " View\Client\bin\wswc.exe
strExec = strExec & " -serverURL cardioVCS"
strExec = strExec & " -domainName cardio"
strExec = strExec & " -desktoplLayout fullscreen"
strExec = strExec & " -desktopName " & strVD
set objShell = createobject("Wscript.Shell")
objShell.Run strExec

End If

Chapter 8. Roaming desktop implementation

267



+ Logon/Log off Policies

Enable logon script during user logon?
I es LI
Logon script type

| vBScript |

Logon script code

Set Wishietwork = WScript CresteObject("WScript Network™)

If LeftiWishietwork Computerfame, 23=""T" Then
strvD = "WD-" & (weshietwork UzerMame)
strExec "cProgram Filestharetiiare"
atrExec = strExec & " WiewClientbinbwawc axe
strExec = strExec & " -serverURL cardio'/C3"
strExec = strExec & " -domainklame cardio”
strExec = strExec & " -desktopLayout fullzcreen”
strExec = strExec & " -desktopiame " & strvD
'mzgBox strExec
et ohjShell = cresteobject("Wscript Shell")

objShell Run strExec
End If

Figure 8-7 Enable and configure the Logon policy

5. Scroll to the end of the page, and click Update.

Readability: The variable strExec in the VBScript is broken into several
lines in this example for better readability.

An alternative approach is to start the VMware View Client only if the client
binaries (wswc.exe) are on the client.

8.3.1 Usage scenarios

In this section, we describe the usage scenarios for users that use the same
shared workstation to access their personal virtual desktops.

Logon scenario

This scenario describes the logon process to a VMware virtual desktop through a
shared workstation. For a graphical representation, see Figure 8-1 on page 262.
Follow these steps:

1. Terminal client 1 starts, for example, in the morning. The generic terminal
client user defined for shared desktops is logged on automatically.

2. IBM Security Access Manager for Enterprise Single Sign-On automatically
locks the screen.

3. Dr. Bob logs on to terminal client 1 by tapping his card on the RFID card
reader.
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Dr. Bob is logged on to Windows as the generic terminal client user, but he is
logged on to his personal Wallet.

Password: If this use is the first logon of the day, Dr. Bob also must provide
his password for AccessAgent at the Windows logon.

The cardio healthcare company defined a logon script in the IBM Security
Access Manager for Enterprise Single Sign-On user policy template for
shared users. This policy also applies to Dr. Bob. The Visual Basic script
automatically starts the VMware View Client from the command line by using
WSWC.exe.

The command line provides the parameters for the VMware connection
server to avoid VMware View Client prompting the user for this parameter.

The VMware View GUI prompts for the user name and password. An
AccessProfile for wswc. exe automatically injects the credentials for Dr. Bob.

Dr. Bob’s virtual desktop that runs on the ESX server starts in fullscreen
mode.

Whenever Dr. Bob taps his RFID access badge at any shared physical
workstation in one of the hospitals, he is automatically logged on to that
workstation. And, he is seamlessly routed through his own Virtual Desktop that
runs on a remote server that contains all of his applications. He can start these
applications by using the IBM Security Access Manager for Enterprise Single
Sign-On technology as though the applications run on the physical workstation
where he logged on.

Lock screen scenario

In this scenario, we describe the steps when a cardio healthcare user locks the
screen of a shared workstation. Follow these steps:

1.

Dr. Bob taps his RFID card on terminal client 1, on which he connects to his
virtual desktop.

The user policy template for Dr. Bob defined a screen lock script, which
terminates the VMware View Client.

The cardio healthcare company defined a screen lock script in the IBM
Security Access Manager for Enterprise Single Sign-On user policy template
for shared users. This policy also applies to Dr. Bob. The Visual Basic script
terminates the VMware View client session for Dr. Bob.

4. AccessAgent locks the screen.

5. The virtual desktop continues to run on the ESX server.
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Unlock screen scenario

In this scenario, we describe the steps when a user unlocks the screen of a
shared workstation:

1. Dr. Bob taps his RFID card on terminal client 1, on which he connects to his
virtual desktop.

2. The same logon workflow, as described in “Logon scenario” on page 268,
applies.

Another user in the running terminal client scenario

In this scenario, we describe the workflow when a second user (Dr. Smith) logs
on to a shared workstation while a user (Dr. Bob) is already logged on:

1. Dr. Smith logs on to terminal client 1 by tapping her card on the RFID card
reader.

The AccessAgent logoff script for Dr. Bob terminates VMware View Client.
Dr. Bob is logged off from the workstation.
Dr. Smith is logged on instantly.

o~ 0N

The same logon workflow, as described in “Logon scenario” on page 268,
applies for Dr. Smith.

8.4 Conclusion

270

IBM Security Access Manager for Enterprise Single Sign-On offers a fully
automated logon and logoff with the VMware Virtual Desktop Infrastructure
virtual desktops. If a user logs in to a Windows machine, AccessAgent executes
the user logon policy automatically. The VMware View client is started by the
policy only if the user logged in to a shared workstation (often in the semi-public
areas of the hospitals) that functions as a client to the user’s personal virtual
desktop. When the cardio healthcare company user logs off from the physical
machine, the virtual desktop stays in its current state. When the user then
connects to another terminal client, the user connects to that same personal
virtual desktop again. This concept is the roaming desktop.
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Implementing operational
requirements

In most organizations, operational activities start immediately after the
deployment of new technology, such as IBM Security Access Manager for
Enterprise Single Sign-On. In this chapter, we describe the required operational
activities of the cardio healthcare company environment.

We describe how to update the IBM Security Access Manager for Enterprise
Single Sign-On infrastructure with fix packs. We explain how managing the audit
logs in the database can help improve system performance.

We explain the backup and restore procedures for IBM Security Access Manager
for Enterprise Single Sign-On components.

We describe how to use the IBM Security Access Manager for Enterprise Single
Sign-On reporting feature (Tivoli Common Reporting) to fulfill the compliance
needs of the cardio healthcare company.
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9.1 Fixes

Fix packs are the periodic bundling of interim fixes and other resolved Authorized
Program Analysis Reports (APARs). These fix packs provide changes to the
software that can resolve known problems, add new functions, and help the
software operate efficiently. Administrators must regularly ensure that fix packs
are deployed to keep the system up-to-date. Administrators must be proactive
and plan for, test, and implement fix packs as they are released. They must not
wait until a known issue arises. We illustrate the steps.

APAR: An Authorized Program Analysis Report (APAR) is a formal report to
IBM development of a problem caused by a suspected defect in a current
release of an IBM program. If IBM development is able to confirm the
existence of the defect, IBM updates the APAR with any known work-around.
IBM might indicate which future release, if any, of the IBM program they intend
to target for a formal fix to the defect and whether a Program Temporary Fix
(PTF) is planned. The APAR is published so that it is visible to supported
clients.

9.1.1 Finding fix levels

Administrators can follow these steps to identify the fix levels of AccessAgent and
the IMS Server:

» AccessAgent

The AccessAgent version and the fix level can be located by opening
AccessAgent after a successful logon, as shown in Figure 9-1.

{8 session Information : 1SAM ESSO Acces: sAge

IBM Security Access Manager for Enterprise Single Sign-On

drbob Software Yersion:
.2.0.0501

&. Log off AccessAgent :
IS Server location:

"3 Lack this compuker #
= = ezz0.cardio. example.com

Connected ta IMS Server.

Ga ch d
o S B Last sync time is 2/15/2012, 5:25 PM

|j Manage Wallet. ., -
Windows user name:

C8 set self-service secrets  CARDID \ Administiator

" e Logged on with:

) Session Informati...  Password

| @ }O Logged on
Figure 9-1 AccessAgent version
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» IMS Server

To locate the IMS Server version, you need to log in to AccessAdmin with
administrative privileges, and click Status in the System category, as shown

in Figure 9-2.

Administrator
Log off

Setup azsiztant

Search users

Search

My uzers

Al Administrators

All helpdesk users

Al revoked users

User Policy Templates
Mewy template

Tetmplate azsignments
Machines

Search

Machine Policy Templat

Merwy template
Template assignments

System

System policies
Authenticatio
Application

About AccessAdmin

etvice policies
icies

Feedback
Help

IBM Security Access Manager for Enterprise Single Sign-on

IMS Server status

Feb 16 2012 1:55.25 PM
IMS Server on esso Up since Feb 13, 2012 45210 PM

IMS Server version

5200502

IMS Server system logs

Feb 16, 2012 1:55:19 PM null null
INFC: Cannot resolve policy 'pid_migration_stage'. Default value used.
Feb 16, 2012 1:55:20 PM null null
INFC: Login successfull
Feh 16, 2012 1:55:20 PM nul null
INFCx: Login YWeb Session
31515401 9c77co2 e4bB0da305241 fHd13132941851 99971921 68a255130

Figure 9-2 IMS Server version

9.1.2 Obtaining fixes

Administrators can determine the available fixes for IBM Security Access
Manager for Enterprise Single Sign-On by checking the product support website:

1. Go to the IBM Software Support website for IBM Security Access Manager for

Enterprise Single Sign-On:
http://www.ibm.com/software/sysmgmt/products/support/index.html

Select IBM Security Access Manager for Enterprise Single Sign-On from the
Support for specific Tivoli products drop-down list. A list of the most recent
fixes shows in the Download section of the page.

3. Click the name of a fix to read the description. You can also download the fix.
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9.1.3 Receiving fix notifications

Administrators can enable email notifications and subscriptions to receive
notifications about any new fix packs and other news about IBM Security Access
Manager for Enterprise Single Sign-On. To receive email notifications about IBM
Security Access Manager for Enterprise Single Sign-On fixes and other news
about IBM Security Access Manager for Enterprise Single Sign-On, follow these
steps:

1. Go to the IBM Software Support website for IBM Security Access Manager for
Enterprise Single Sign-On:

http://www.ibm.com/software/sysmgmt/products/support/index.html

2. Select IBM Security Access Manager for Enterprise Single Sign-On from
the Support for specific Tivoli products drop-down list.

3. Click My Support in the upper-right corner of the page. A sign-in page is
displayed.

4. If you are already registered, go to the next step. If you are not registered,
click Register now to establish your user ID and password.

Sign in to My support.
Click the Edit profile tab.
Select Software — Security — Access in the fields that are displayed.

© N o O

Select IBM Security Access Manager for Enterprise Single Sign-On from
the list of products displayed.

9. Click Add products.
10.To enable email notification, click Subscribe to email at the top of the page.
11.From the list, click Software.

12.Select the check boxes that best describe the email notifications that you want
to receive.

13.Click Update.

14.Sign out of the session by clicking Sign out or click Go to my personalized
page to see your personalized support page.

9.2 Audit log maintenance

IBM Security Access Manager for Enterprise Single Sign-On stores audit log and
historical information in the database. For better performance, periodically
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administrators need to prune or remove audit logs and historical information from
the database and reduce the database size.

To download readily available database scripts for audit log maintenance, see
this website:

http://www.ibm.com/support/docview.wss?uid=swg21572941

9.3 Database maintenance

IBM Security Access Manager for Enterprise Single Sign-On stores user and
Wallet information in the database, and a plan for routine database maintenance
tasks to optimize database performance must be available. You must establish
routine database maintenance procedures to update statistics and reorganize
database tables on a regular basis.

Certain database products support automatic maintenance, which you need to
enable if you do not plan to perform any manual maintenance tasks. To
determine the types of database maintenance tasks that you can plan and
complete, see the database vendor documentation.

9.4 Cached Wallet maintenance

IBM Security Access Manager for Enterprise Single Sign-On stores cached
Wallets in the database. For better performance, administrators must periodically
remove expired or duplicated cached Wallets from the database.

To download available database scripts for cached Wallet maintenance, see this
website:

http://www.ibm.com/support/docview.wss?uid=swg21572941

9.5 Backup and restore procedures

Backup and restore procedures are necessary to ensure high availability and
disaster recovery. Developing plans for backup and recovery procedures can be
part of an overall disaster recovery plan. In the backup and restore plan for IBM
Security Access Manager for Enterprise Single Sign-On, administrators must
include the following components:

» 9.5.1, “WebSphere Application Server profile” on page 276
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» 9.5.2, “IMS database” on page 282
» 9.5.3, “IMS Server configuration” on page 287

9.5.1 WebSphere Application Server profile

WebSphere Application Server provides the manageprofiles command to back
up and restore profiles.

Cardio healthcare company administrators can follow these steps to back up the
WebSphere Application Server Profile:

1. Log in to the virtual appliance with the default virtual image user ID that you
created in step 12 on page 123. The cardio healthcare company created the
user ID virtuser.

2. Stop the WebSphere Application Server by double-clicking the Stop the
application server (server1) desktop icon, as shown in Figure 9-3.

Figure 9-3 Stop the WebSphere Application Server

3. Stop the IBM HTTP Server by double-clicking the Stop IBM HTTP Server
desktop icon, as shown in Figure 9-4.

0}

Stap [BIV HTITR. Senver

Figure 9-4 Stop the IBM HTTP Server

4. After successfully stopping the WebSphere Application Server and HTTP
server, right-click the desktop and select Open in Terminal, as shown in
Figure 9-5 on page 277.
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D Create Eolder
Create Launcher...

[} Create Document >

[~ open in Terminal

Clean Up by Mame
Keep Aligned

Change Desktop Background

Figure 9-5 Open in Terminal

5. The opened terminal looks similar to Figure 9-6.

virtuseriimsva:~/Desktop

File Edit ‘“iew Terminal Help

IBM WebSphere Application Server Hypervisor Edition
Directory: /home/virtuser/Desktop

Mon Feb 20 23:02:32 UTC 2012
virtuser@imsva:~/Desktop= I

Figure 9-6 Opened command prompt

6. Change the directory to /opt/IBM/WebSphere/AppServer/bin, as shown in
Figure 9-7 on page 278.
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virtuseri@imsva:...here/AppServer/bin

File Edit ‘“iew Terminal Help

IBM WebSphere Application Server Hypervisor Edition
Directory: /home/virtuser/Desktop

Mon Feb 20 23:13:12 UTC 2012

virtuser@imsva:~/Desktop= cd fopt/IBM/WebSphere/AppServer /bin
virtuser@imsva: /opt/IBM/WebSphere/AppServer /bin=

Figure 9-7 Change directory

7. Use the WebSphere Application Server manageprofiles command with the
backupProfile parameter, as shown in Figure 9-8 on page 279, to back up
the profile named DefaultAppSrv0l.
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File Edit ‘“iew Terminal Help

IBM WebSphere Application Server Hypervisor Edition A
Directory: /home/virtuser/Desktop

Tue Feb 21 00:42:32 UTC 2012

virtuser@imsva:~/Desktop> cd /opt/IBM/WebSphere/AppServer /bin/

virtuser@imsva: /opt/IBM/WebSphere/AppServer /bin=

virtuser@imsva: /opt/IBM/WebSphere/AppServer/bin= ./ /manageprofiles.sh -backupProf
1le -profileMame DefaultAppSrvol -backupFile shome/virtuser/20thFeb2012.z1p
INSTCONMFSUCCESS: Success: The profile backup operation was successful.
virtuser@imsva: /opt/IBM/WebSphere/AppServer /bin= I

Figure 9-8 Back up the WebSphere Application Server Profile

Cardio healthcare company administrators can use these steps to restore the
backup of the WebSphere Application Server Profile:

1. Log in to the virtual appliance with the default virtual image user ID that you
created in step 12 on page 123. The cardio healthcare company created the
user ID virtuser.

2. Stop the WebSphere Application Server by double-clicking the Stop the
application server (server1) desktop icon, as shown in Figure 9-9.

Figure 9-9 Stop the WebSphere Application Server

3. Stop the IBM HTTP Server by double-clicking the Stop IBM HTTP Server, as
shown in Figure 9-10 on page 280.
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Figure 9-10 Stop IBM HTTP Server

4. Ensure that the /opt/IBM/WebSphere/profiles directory does not contain a
folder with the same name as the profile DefaultAppSrv01 to be restored. If a
duplicate exists, you can delete the profile with the manageprofiles command
or move the folder to another location.

5. After successfully stopping WebSphere Application Server and HTTP server,
right-click the desktop and select Open in Terminal, as shown in Figure 9-11.

D Create Eolder
Create Launcher...

[} Create Document >

Clean Up by Mame
Keep Aligned

Change Desktop Background

Figure 9-11 Open in Terminal

6. The opened terminal looks similar to Figure 9-12 on page 281.
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virtuseriimsva:~/Desktop

File Edit ‘“iew Terminal Help

IBM WebSphere Application Server Hypervisor Edition
Directory: /home/virtuser/Desktop

Mon Feb 20 23:02:32 UTC 2012
virtuser@imsva:~/Desktop= I

Figure 9-12 Opened command prompt

7. Change the directory to /opt/I1BM/WebSphere/AppServer/bin, as shown in
Figure 9-13.

virtuseri@imsva:...here/AppServer/bin

File Edit ‘“iew Terminal Help

IBM WebSphere Application Server Hypervisor Edition
Directory: /home/virtuser/Desktop

Mon Feb 20 23:13:12 UTC 2012

virtuser@imsva:~/Desktop= cd fopt/IBM/WebSphere/AppServer /bin
virtuser@imsva: /opt/IBM/WebSphere/AppServer /bin=

Figure 9-13 Change directory
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8. Use the WebSphere Application Server manageprofiles command with the
restoreProfile parameter, as shown in Figure 9-14, to restore the profile
named DefaultAppSrv0l.

File Edit ‘“iew Terminal Help

IBM WebSphere Application Server Hypervisor Edition

Directory: /home/virtuser/Desktop

Tue Feb 21 00:52:10 UTC 2012

virtuser@imsva:~/Desktop> cd /opt/IBM/WebSphere/AppServer /bin/

lvirtuser@imsva: /opt/IBM/WebSphere/AppServer /bin=

virtuser@imsva: /opt/IBM/WebSphere/AppServer/bin= ./manageprofiles.sh -restorePro
file -backupFile shome/virtuser/20thFeb2012.z1p

INSTCOMFSUCCESS: Success: The profile was successfully restored.

virtuser@imsva: /opt/IBM/WebSphere/AppServer /bin= I

1

Figure 9-14 Restore WebSphere Application Server Profile

Restore the database first: If you perform a restore task as part of the IBM
Security Access Manager for Enterprise Single Sign-On restoration
procedure, do not start the profile unless the database is restored.

9.5.2 IMS database

The cardio healthcare company uses IBM DB2 as the IMS database with the IBM
Security Access Manager for Enterprise Single Sign-On virtual appliance. IBM
DB2 provides the command-line utilities and the GUI interface for backing up the
database and restoring the database backup image. In this section, we
demonstrate the backup and restore procedures by using command-line utilities.

Administrators can follow these steps to back up the IMS database:

1. Log in as the db2admin user to Microsoft Windows Server 2003 where DB2 is
installed.

2. Click Start and select Run, as shown in Figure 9-15 on page 2883.
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3 Command Prompt

]
-"\{ Windows Explorer

.
@ Motepad
@ Snaglk §

Al Programs  »

db2admin
\! Manage Your Server

8_! My Computer

@ Control Panel 3

% Administrative Taals 3

J;é Printers and Faxes

@) Help and Support
/') Search

Log Off @ Shut Down

#istart | (G

€ |

Figure 9-15 Run option from Windows Start

3. Type cmd, as shown in Figure 9-16, and click OK.

Run x|

o Type the name of a program, folder, document, or
3 Internet resource, and Windows will open it For you,

Open:

1

=

Cancel | Browse. .. |

Figure 9-16 Opening command prompt

4. After you click OK, the command prompt opens, as shown in Figure 9-17 on

page 284.
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SWINDDWSh system 32 cmd.exe

o =] 1
Hicrosoft Windows [Uersion 5.2.379@1 -
{C> Copyright 1985-28083 Microsoft Corp.

iC:xDocuments and Settingssdb2adminX_

c
4] | oy

Figure 9-17 Windows command prompt

5. Change the directory to the DB2 installed directory. In the cardio healthcare
company, DB2 is installed in C:\Program Files\IBM\SQLLIB, as shown in

Figure 9-18.

o Select C\WINDOWS' system32' cmd.exe N = |EI|1|
Microsoft Windows [Version 5.2.37981] -
{C> Copyright 1985-28083 Microsoft Corp.

C:xDocuments and SettingssdbZadmin >SN TR R, el TR TN TR

C:“Program Files~IBM“SQLLIB~BIN>_

Figure 9-18 Change the directory

6. Execute the db2cmd command to start the DB2 command prompt, as shown in
Figure 9-19 on page 285.
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e Select C:\WINDOWS system32 . cmd.exe = |E||1|
Hicrosoft Windows [Uersion 5.2.379@1 ﬂ

{C> Copyright 1985-28083 Microsoft Corp.
IC:~Documents and SettingssdbZadmin’>cd "C:“\Program Files“~IBM~SQLLIB~BIN"
C:“Program Files“\IBM~SQLLIB-\BINiDFEITNINFE

Figure 9-19 db2cmd command

Ensure that the database is not in use by using the Tist applications
command, as shown in Figure 9-20. If the database is in use, stop all
applications that use the imsvadb database.

¢+ Select DB2 CLP - DE2COPY1 -1ol x|
C:sDocuments and SettingssdbZadmin> ﬂ

C:xDocuments and SettingssdbZadmin iR BTt L TR S S S e AU T i L)
SQL1611Y Mo data was returned by Database System Monitor.

C:xDocuments and Settingssdb2adminX_

Figure 9-20 db2 list application command

Execute the db2 backup command to back up the imsvadb database, as
shown in Figure 9-21 on page 286. Also, make a note of the time stamp of the
backup image. This time stamp is required while restoring the database
backup image.
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¢ Select DBZ CLP - DBZCOPY1

=10l x|

C:sDocuments and SettingssdbZadmin>
SQL1611Y Mo data was returned by Database System Monitor.
C:sDocuments and SettingssdbZadminX>

C:xDocuments and Settingssdb2adminX_

.
C:xDocuments and SettingssdbZadmin>dbh2 list applications for db imsvadh

C:xDocuments and Settingssdb2admin >Rt Rt LR A RN CER ) STy TR

Backup successful. The timestamp for this backup image iz : 20128221158242

Figure 9-21 imsvadb database backup command

Administrators can use the following steps to restore a backup of the IMS

database:

1. Log in as the db2admin user to Windows Server 2003 where DB2 is installed.

2. Start another command prompt window.

3. Change the directory to the DB2 installed directory. In the cardio healthcare
company, db2 is installed in C:\Program Files\IBM\SQLLIB, as shown in

Figure 9-22.

o Select C\WINDOWS' system32' cmd.exe

=10l x|

Microsoft Windows [Version 5.2.37981]
{C> Copyright 1985-28083 Microsoft Corp.

C:“Program Files~IBM“SQLLIB~BIN>_

C:xDocuments and SettingssdbZadmin >SN TR R, el TR TN TR

Figure 9-22 Change the directory to the db2 installed directory

4. Execute the db2cmd command-line interpreter.
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5. Ensure that the database is not in use by using the 1ist applications
command, as shown in Figure 9-23. If the database is in use, stop all
applications that use the imsvadb database.

&+ Select DBZ CLP - DB2COPY1 -1ol x|
C:sDocuments and SettingssdbZadmin> ﬂ

C:xDocuments and SettingssdbZadmin iR BTt L TR S S S e AU T i L)
SQL1611Y Mo data was returned by Database System Monitor.

C:xDocuments and Settingssdb2adminX_

Figure 9-23 db2 list application command

6. Execute the db2 restore command to restore a backup of the database with
the correct time stamp, as shown in Figure 9-24.

¢+ DB2 CLP - DBZCOPY1 = IDIlI
C:“Program Files“IBM~SQLLIE“~BIN> ﬂ

C:“\Program Files“\IBM~SQLLIB~BIN>dbh2 list applications for db imsvadb
SQL1611Y Mo data was returned by Database System Monitor.

C:“\Program Files“\IBM~SQLLIBE“~BIN>

C:“\Program Files“\IBM~SQLLIB:\EIN>db2 restore db imsvadbh from “C:\backup" taken at
29128221158242

8QL25390 Warning?! Restoring to an existing database that is the same as the
hackup image database. The database files will bhe deleted.

Do you want to continue ? {y/n> y

DBE2AABAI The RESTORE DATABASE command completed successfully.

C:“\Program Files“\IBM~SQLLIB“~BIN>

=
Figure 9-24 Restoring the imsvadb database by using the db2 restore command

9.5.3 IMS Server configuration

The IMS Server application runs on the WebSphere Application Server platform.
The IMS Server application provides export and import configuration tools in the
IMS Configuration utility to back up and restore the IMS Server configuration.
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Administrators can follow these steps to export the IMS configuration:
1. Open a web browser and enter the following web address:
https://ess0:9043/webconf

If the IMS Server is installed, this address directs you to the login page where
you can log in with virtuser and the password, as shown in Figure 9-25.

IBM Security Access Manager for Enterprise Single Sign-on

Logon

Enter your user name and password to log on.

Language:

IEninan (United Statez) LI

User name:

I-.-irtuaer

Paszword:

Figure 9-25 IMS Configuration login page

2. On a successful logon, you are presented with the IMS Configuration Utility
that includes an Export IMS Configuration option under Utilities, as shown in
Figure 9-26 on page 289. Click Export IMS Configuration to start the
configuration process.
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IBM Security Access Manager for Enterprise Single Sign-on

Welcome
Configuration Wizards

Provizion IMS adminiztrator

Basic settings

Authentication services
Enterprize directoriez
Biemetric support
ActiveCede deployment

Advanced settings
AcceszAdmin

IMS Server

Data =ource
Mez=age connecters
IMS Bridges

Uszer authentication

Utilities

Syate

3 m Datg
Expert IMS Cenfiguration

MpoTt S Configuraton

Code Tranzlation

Figure 9-26 IMS Configuration Utility

After selecting Export IMS Configuration, you are presented with the Export

IMS Server Configuration wizard, as shown in Figure 9-27. Click Begin.

Export IMS Server Configuration

Click Begin to start the Export IMS Configuration wizard.
The server export process completes successfully by =aving the IMS server configurations in a Java Archive (JAR) file
which you can doewnload and import later.

[+ Exporting the IMS Server configuration involves exporting the IMS Server Root CA, IBM HTTP Server SSL
certificate, and the enterprize directoriss.

b T complete the IMS Server configuration export, provide the detailz of the IMS Server Root CA and IBM HTTP
Server SSL certificate.

P Details of the enterprize dirsctories are not editable and are exported autematically.

B when you successfully export the IMS Server configuration, the configuration detailz are stered in a Java archive
(JAR) file.

Figure 9-27 Export IMS Configuration wizard
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4. Accept the default values in the WebSphere Application Server Root
Certificate Authority (CA) form, because the cardio healthcare company used
the default values. Click Next, as shown in Figure 9-28.

Expert IMS Server Configuration
Provide the Root CA details
Complete the detailz of the WebSphere Application Server Root CA used to =ign the IMS Server Root CA. Click Next if yvou
used default values during the IMS Server configuration. Otherwise, replace the default values and click Next.
Keystore name: |l-lcdeDefau|tRcctStcre
Keystore zcope: ||cell'::eaacllcdemCell:uncdej::eaacllcdem
Keystore password: :
Root CA alias name: |rcct
| cancel Next

Figure 9-28 WebSphere Application Server Root Certificate Authority form

5. Accept the default values of the IBM HTTP Server Secure Sockets Layer
(SSL) Certificate, because the cardio healthcare company used the default
values. Click Next, as shown in Figure 9-29 on page 291.
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Export IMS Server Configuration

Provide the SSL certificate details

Otherwize, replace the default valuss and click Next.

Key store Name |L‘r-15KeyStcre

Key store scope I[cellj:: Nodel1Cel:{node}): Nodel1:(zerver):webserver! LI
Key store password :

330 alias |default

Cancel

Figure 9-29 IBM HTTP Server SSL Cetrtificate form

6. Review the summary of the IMS Server Configuration to be exported, and
click Export, as shown in Figure 9-30.

Export IMS Server Configuration

IMS Server Export Configuration Summary

Review the following configurations. If the detailz are correct, click Export. Otherwise, click Back and correct the
information.
o Root CA detais

& Keystore name: NedeDefaultRootStors
# Root CA alias name: root

J IBM HTTP Server SSL certificate details

» Keystore name: CMSKeyStore
& Key Alias: default

Figure 9-30 IMS Server Export Configuration Summary
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7. On a successful IMS Server Configuration export, you are presented with a
download option, as shown in Figure 9-31. Click Download to download the
IMS Server configuration.

Export IMS Server Configuration

IMS Server Configuration Export Successful
The IMS Server configuration was sxported successfully. Te download the exported Java Archive [ jar) file, click
Download.

Download

Figure 9-31 Successful IMS Server configuration export

Important: The export configuration tool does not back up the IMS Server
database and manual changes to the WebSphere Application Server Profile.

Administrators can follow these steps to import the IMS Server configuration:
1. Open a web browser and enter the following web address:
https://ess0:9043/webconf

If the IMS Server is installed, this address directs you to the login page where
you need to log in with virtuser and the password, as shown in Figure 9-32
on page 293.
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IBM Security Access Manager for Enterprise Single Sign-on

Logon
Enter your user name and password to log on.

Languags:
|Engiish (United States) x|

User name:

|-.-irtuser

Paszword:

Figure 9-32 IMS Configuration login page

2. After a successful logon, you are presented with the IMS Configuration Utility.
Under Utilities, select Import IMS Configuration, as shown in Figure 9-33.

IBM Security Access Manager for Enterprise Single Sign-on

Welcome
Configuration Wizards

Provizion IMS adminiztrator

Basic settings
Authentication services
Enterprize directoriez
Biemetric support
ActiveCede deployment

Advanced settings
AcceszAdmin

IMS Server

Data =ource
Mez=age connecters
IMS Bridges

Uszer authentication

Utilities

Uplead System Data

Export IMS Configuration
Impert IMS Cenfiguration
ode lranslation

Figure 9-33 IMS Configuration utility
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3. You are presented with the Import IMS Configuration wizard, as shown in
Figure 9-34. You must click Browse to select the previously exported IMS

Server configuration file.

Import IMS Cenfiguration
Specify the IMS Server configuration file

Browse to the exported IMS configuration Java archive (JAR) file and click Begin.

[ Imperting the IMS Server configuration invelves importing an exported Java archive (JAR) file.
[+ Imports IMS Server Root CA, IBM HTTP Server SSL cerificate, and the enterprize directories.

P Click Browse to locate the exported IMS Server Java archive (JAR) file.

I Browse... |

Figure 9-34 Import IMS Configuration wizard

4. Select the directory for the IMS exported JAR file, select the JAR file, and
click Open, as shown in Figure 9-35.

Choose File to Upload ﬂll

=G @ & =

File name: IimsEonfig_esso_‘I 202.21_191510 jar j Open I
Files of type: IAII Files [%.) j - Cancel |
7

Figure 9-35 Select the exported IMS Server configuration JAR file
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5. Click Begin to proceed with the import of the IMS Server configuration, as
shown in Figure 9-36.

Import IMS Cenfiguration

Specify the IMS Server configuration file

Browse to the exported IMS configuration Java archive (JAR) file and click Begin.

I Importing the IMS Server configuration invelves importing an exported Java archive (JAR) file.
[ Imports IMS Server Root CA, IBM HTTP Server SSL certificate, and the enterprize directories.

B Click Browse to locate the exported IMS Server Java archive (JAR) file.

IC:\ba ckup\imsConfig_ssso_12.02.21_19." |

Figure 9-36 Import the IMS Server Configuration

6. Select the configuration to import, as shown in Figure 9-37, and click Next.

Import IMS Cenfiguration

Select IMS Server settings to import

The following =ettings are imported. To exclude an option from being imported, clear the respective check box.

¥ M5 Configuration Files

[V Datazource

¥ Root CA

¥ IBM HTTP Server SSL Certificate

[¥ Enterprize Directories

Cancel

Figure 9-37 IMS Server settings to import
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7. Accept the default client keystore and truststore details. The cardio healthcare
company uses the default configuration of the IBM Security Access Manager

for Enterprise Single Sign-On virtual appliance. Click Next, as shown in
Figure 9-38.

Import IMS Cenfiguration

Specify the client key Information

The imperted root CA iz used to create a client key. Click Next if you have not changed the default values in WebSphere.
Otherwize, Specify the client key store and trust store details.

Key Aliaz |defﬂu|t

Keysztore Path |I2:".Prcgram File=\BIM\WebSphere\hppServerprofiles\AppSrviiiete
Keystore Type |PKCS1 2

Keystore Pazzword I....................

Trustztore Path |I2:".Prcgram File=\BIM\WebSphers\bppServerprofiles\AppSrviiietd
Trustztore Type |PKCS1 2

Truststore Password I....................

Cancel i Back

Figure 9-38 Client keystore and truststore

8. Accept the default IBM HTTP Server SSL Certificate details, and click Next,
as shown in Figure 9-39 on page 297.

296 IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide



Import IMS Cenfiguration

Select the IBM HTTP Server SSL Certificate
Specify the IBM HTTP Server SSL Certificate details. If you have multiple IBM HTTP Servers configured, click Add to add to
the lizt of selected webservers to import the SSL cerificats to. Otherwize, click Next.

Keystore Name |Cr-15Key5tore
Keystore Scope I (celly:ezzoNodelq Cell:(node).ezzoNodel1:(zerver) webserver] LI
Key Aliaz |:Iefau|t

Figure 9-39 IBM HTTP Server SSL Cetrtificate

Review the summary of the IMS Server configuration to be imported, as
shown in Figure 9-40, and click Import.

Impert IMS Cenfiguration

IMS Server Import Configuration Summary
Review the follewing configurations. If the details are corrsct, click Import. Otherwise, click Back to correct the information.

If the target IMS Server iz already configured, the configurations are autematically replaced with the imperted configuration.
If you have multiple nedss in a cluster, thiz cperation might take a few minutes.
o 1S Configuration Files
J Datazource
' Roctca
& Key Alias: default

& Keystore Path: C:\Program Files\IBMWWebSphere\appServeriprofies\bppSrvlietcikey.p12
« Trustzstore Path: C:\Program Files\IBMWVebSphere\AppServeriprofiles\AppSrvl Tietcitrust.p12

J IBM HTTP Server SSL Certificate

J Enterprize Directories

Figure 9-40 IMS Server Import Configuration Summary
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10.Review the successful IMS Server Configuration report, as shown in
Figure 9-41.

Impert IMS Cenfiguration

IMS Server Configuration Import Successful
The IMS Server configuration was imperted succezsfully.

To complete the process de the follewing:
b Dizable WAS Service.

B Restart WebSphere Application Server.

b Enable WAS Service.

Figure 9-41 IMS Server Configuration Import Successful message

11.Stop the WebSphere Application Server by double-clicking the Stop the
application server (server1) desktop icon, as shown in Figure 9-42.

Figure 9-42 Stop the WebSphere Application Server

12.Stop the IBM HTTP Server by double-clicking the Stop IBM HTTP Server
desktop icon, as shown in Figure 9-43.

r

Stop B HITF. Senver

Figure 9-43 Stop the IBM HTTP Server

13.Start the IBM HTTP Server by double-clicking the Start IBM HTTP Server
desktop icon, as shown in Figure 9-44 on page 299.
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Figure 9-44 Start the IBM HTTP Server

14.Start the WebSphere Application Server by double-clicking the Start the
application server (server1) desktop icon, as shown in Figure 9-45.

Figure 9-45 Start the WebSphere Application Server

Backup and restore information: For more information about backup and
restore procedures, see the IBM Security Access Manager for Enterprise
Single Sign-On Version 8.2 Configuration Guide, GC23-9692-01.

9.6 Tivoli Common Reporting

The Tivoli Common Reporting tool is a reporting feature available to users of
Tivoli products, and it provides a consistent approach to view and administer
reports. IBM Security Access Manager for Enterprise Single Sign-On provides
auditing capabilities for its components. If auditing is enabled, the software
generates audit events and stores them in the database. You can use Tivoli
Common Reporting to produce reports about the audit events even if the IMS
Server is not running. Tivoli Common Reporting generates reports in the HTML,
PDF, Microsoft Excel, or Adobe PostScript format.

The cardio healthcare company uses the IBM Security Access Manager for
Enterprise Single Sign-On virtual appliance. Tivoli Common Reporting
components are already installed and activated in this virtual appliance. You can
follow these steps to generate reports by using the Tivoli Common Reporting
tool:

1. Log in to the virtual appliance with the default virtual image user ID that you
created in step 12 on page 123. The cardio healthcare company created the
user ID virtuser.
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2. Start the Tivoli Common Reporting interface by double-clicking the Tivoli
Common Reporting Console desktop icon, as shown in Figure 9-46.

Figure 9-46 Tivoli Common Reporting Console

3. The Mozilla Firefox browser opens the Tivoli Common Reporting Integrated
Portal. In our example, as shown in Figure 9-47, the URL is
https://imsva.cardio.example.com:16311/ibm/console/Togon.jsp. Log on
with the same user ID as in step 1 on page 299.

TivelilIntegrated Portal- Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

- @ \- ﬁ |1| el https://imsva. cardio.example. com: 16311/bm/con: V] [-;'v‘ Google

I\ Restore Session 3 | [@) Tivoli Integrated Portal

Integrated Portal

Password

LICENSED Mn‘rEmALs F‘HOPEHTV OF IBIM5724-i63, 5724-H88, 5855-01 (C) Copyright
Intemational Business Machines Ca s 2005, zﬂlﬂAHR;huR served US Govemmen t Usi
K]I‘ns LI estricted by GSA ADP Schedule Contract
with IEM Carp. IBM is & registered AT Corp.

Figure 9-47 Tivoli Common Reporting logon screen

Note: You can also access the Integrated Portal from outside the IMS
Server by directly opening the URL from step 3 on page 300.
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4. If you open the Integrated Portal for the first time, you might see an Untrusted
Connection warning. Expand the section | Understand the Risks and click
Add Exception, as shown in Figure 9-48.

ﬁﬁiruﬁe& EDI‘II’IEB“UI‘I-- M_I;'Z{”B ﬁiréfnx

Eile Edit View History Bookmarks Tools Help

=

= ﬂ IA https://imsva.cardio. example.com: 16311/ibm/console v] [-"lv '(T?QJ
/A Restore Session b4 | £\ Untrusted Connection X ‘ 4k by
[A

“ou have asked Firefox to connect securely to imsva.cardie.example.com:16311, but we can't confirm
that your connection is secure.

Mormally, when you try to connect securely. sites will present trusted identification to prove that you are
going to the right place. However, this site's identity can't be verified

What Should | Do? M

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldnt continue

| Get me out of here!i

Technical Details

| | Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification. Even if 2
you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesnt use trusted
identification.

| Add Exception

Figure 9-48 Untrusted Connection warning

5. Check Permanently store this exception, and click Confirm Security
Exception (Figure 9-49 on page 302).
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%) Add Security Exception x

“You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to
do this.

Server

Location: htts:.-'.-'imsva.cardio.examIe.com:‘ISB‘I‘I!ibm!c [get Certiﬁcate]

Certificate Status
This site attempts to identify itself with invalid information. |

Unknown ldentity

Certificate is not trusted, because it hasnt been verified by a recognized
authority.

Permanently store this exception

LConfirm Security Exception | @Cancel |

Figure 9-49 Add Security Exception

6. After you log on to the Integrated Portal, you see the Welcome window, as
shown in Figure 9-50 on page 303.

Note the product version:

Version 2.1.05
Build Number cf171117.07, 201109271504
Build Date 4/28/11, 9/27/11

302 IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide



TivelilIntegrated Portal - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

3 | [@] Twvoli Integrated Portal

Welcome virtuser Help | Logout

Integrated Portal

Figure 9-50 Integrated Portal Welcome window

7. Click Reporting - Common Reporting — IBM Security Products, as
shown in Figure 9-51 on page 304.
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304

U All tasks j Welcome virtuser Help | Logout
— Select Action - ud

| Public Folders Wy Folders
Public Folders % & BB X B A

O  |name & | Modified & | Actions

B Common Reporting  September 16, 2009 11:28:25 AM = More...

B Security .
O El e | February 4, 2012 4:00:23 AM = More

I — |
Figure 9-51 Open IBM Security Products reports

8. Click SAM Enterprise Single Sign On v8.2 (Figure 9-52) to open the reports
for IBM Security Access Manager for Enterprise Single Sign-On.

Work with reports

S Fublic Folders My Folders
Public Folders = IBM Security Products Y o & of B B X B 1A

Entries: - Q| | [14][«4][] M

| Hame = | Modified 2 | Actions

SAM Erterprise

Single Sign On v8.2 February 4, 2012 4.00:31 AM More...

Figure 9-52 Open SAM Enterprise Single Sign On v8.2 reports

9. Next, you see an overview of the reports, as shown in Figure 9-53 on
page 305.
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| Work with reports i
!C{v Ir&v ,Djv Launch ‘?)v

Connection  virmser 5 |

“F [ Public Folders | I._I'_-.-' Folders
Public Folders = [BWM Security Products =

| R FRE oA E X & A

E - Application Usage

Report February 4, 2012 4.00:31 AM

E - Help desk Activity

Report February 4, 2012 4.00:31 AM

E - Token Information

Report February 4, 2012 4.00:30 AM

User Information
o

Report February 4, 2012 4.00:30 AM

o oo oo

SAM Enterprise Single Sign On v§.2
Enrtries: |1 | o |4 |0
Hame % Modified Actions

HelkmE

Figure 9-53 IBM Security Access Manager for Enterprise Single Sign-On reports

More information: For a description of all available reports, see Chapter
13. “Logging, auditing, and reporting” in the IBM Security Access Manager

for Enterprise Single Sign-On Planning and Deployment Guide Version

8.2, SC23-9952-03.

For more information about Tivoli Common Reporting, see this website:

http://publib.boulder.ibm.com/infocenter/tivihelp/v3rl/topic/com.

ibm.tivoli.tcr.doc_211/ic-home.htm]

10.Now, we run a sample report. Select Application Usage Report to open the

input mask for the report, as shown in Figure 9-54 on page 306.
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i Public Folders My Folders |

Fublic Folders = IBM Security Products = 55] ch (B 3 a
SAM Enterprise Single Sign On v8.2 SR A o BEX BN
Entries: - )0 |

O | | Hame & Modified < | Actions

O el | "R‘::gfta”"” US302 | £ b ruary 4, 2012 4:00:31 AM B b e B 38 More...
O el :Z':o‘r’fs" ACIVY o prary 4, 2012 4:00-31 AM B b e B 38 More...
O el ;‘;’;’:T'”f‘”ma”"” February 4, 2012 4:00:30 AM B b e B 38 More...
O el gz:;:f‘”ma”"” February 4, 2012 4:00:30 AM B b e B 38 More...

Figure 9-54 Open Application Usage Report

11.0n the Work with reports window, type notes in the Authentication Service
field. Keep * for all users in the User Name field. Then, select Auto-capture
authentication service password to identify all captured passwords for the
Lotus Notes AccessProfile, as shown in Figure 9-55.

Work with reports

Authentication Service
* [notes ]

User Mame. Separate multiple values using commas.
* [*

Event

* | ActiveCode verification [~]
| Auto-capture authentication service password F |
| Auto-capture authentication service password change
Auto-ill authentication service password
Fortify authentication service password
Mobile ActiveCode request with ISAM ESSO password
Mobile ActiveCode request with application password
RADIUS authentication
RADIUS challenge-response

o

Select all Deselect all

(<]

Figure 9-565 Configure report
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12.Scroll down and adjust the date range (Figure 9-56).

Work with reports

Date Range
Report Period

* [ Last 30 days

Start Date

O

Feb War Apr May

Aug Sep Oct Mov Dec

Mon Tue Wed Thu Fri
2 3
9

16
23

Figure 9-56 Configure report

13.Scroll down and click Finish to run the report, as shown in Figure 9-57.

Work with reports

End Date
O

N o E

Feb Mar Apr May Jun
Aug Sep Oct Mov Dec
Mon Tue Wed Thu Fri 5
2
]

16
23

12 100 AM

. " Finish |

=]

Figure 9-57 Finish report
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14.Figure 9-58 shows the report results. The Notes password was captured five
times for the Notes user Administrator and one time for the Notes user
Dr Bob. We also see the authentication service, event, result, time of activity,
and user machine IP address (origin of the event).

Work with reports =
Viewer - Application Usage Report virmser 0 )

(E: Keep this version ~ | B+ B~ 8+ laddthisreport ¥ § fin

Audit Report - Application Usage

Authentication Service notes Date Begin January 17, 2012 12:00:00 AM
(o A . Date End February 16, 2012 115959 P

Event AUto-capture aurhentication service password

Seq. llo. User Name Authentication Service  Application User Hame Event Result  Time of activity User machine IP address
1 cardio example com!Administrator dir_lotus_notes Dr BobiDr Bob ‘Ato-capture authentication service password Success  Feb,2012 2:07 AM 192 16828, 144

2 cardio.example com\Administraor dir_lotws_notes apt service password SUccess  Feb 8, 2012 1105 PM 192.168.28.130

3 cardio example com!Administrator di_lotus_notes apt service password Success  Feb8,2012 10:40 Pl 192 168.28.130

4 cardio example com!Administrator di_lotus_notes apt service password Success  Fep8, 2012 10:39 PM 192 168.28.130

5 cardio.example com\Administraior dir_lotus_notes At service password SUccess  Feb 8, 2012 10:38 PM 192.168.28.130

6 cardio example com!Administrator dir_jotus_notes apt service password Success  FebB,2012 1033 P 192 168.28.130

An appiication Usage report cortains the authertication service activity of one or more users, sorted by event and time. The report also displays the IP address of the machine and the full name of each user

February 16, 2012 6:11:14 AM T 1

] m >

Figure 9-58 Sample report

9.7 Conclusion

In this chapter, we explained how the cardio healthcare company implements its
operational requirements for IBM Security Access Manager for Enterprise Single
Sign-On. We explained how to identify and deploy the available fixes. Then, we
described the importance of maintaining the database audit logs to improve
performance. We illustrated the disaster recovery procedures. We described how
to generate operational reports by using the Tivoli Common Reporting tool.

308 IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide



Part 3

Appendixes

In this part, we provide information about advanced profiling and the
configuration for strong authentication.
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Renewing the Secure
Sockets Layer certificate
used by the IBM HTTP

Server

This appendix demonstrates the necessary steps to renew a certificate if it is
compromised or is about to expire.

The default expiration of a certificate is one year. Renewing a certificate
re-creates all the information from the original certificate except the expiration
date and key pair. The renewed certificate contains a new expiration date, and a
public or private key pair. If the certificate for signing the chained certificate is not
in the root keystore, you must use the default root certificate to renew the
certificate.
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Procedure to renew a certificate

To configure a new certificate, follow these steps:

1. Select Start — All Programs — IBM WebSphere — Application Server
<version> — Profiles — <profile name> — Administrative console.

2. Log on to the IBM Integrated Solutions Console, as shown in Figure A-1.

~ Integrated Solutions Console - Windows Internet Explorer

|- Igl hittps: //lion. tamesso82.local: 3043 /ibm fconsole Jogon. jsp j I Certificate Error

[ Favorites | 95 €] Suggested Sites = @] Web Slice Gallery =

(& Integrated Solutions Cansale | & - Bl - ] = - Page - Safg

Log in to the console.
User ID:

m—

Password:

Figure A-1 IBM Integrated Solutions Console login window

3. On the IBM Integrated Solutions Console navigation pane, click Servers —
Server Types —» Web servers.

4. Click the <web server name> link, for example, webserver1, as shown in
Figure A-2.

Web servers

Use this page to view a list of the installed Web servers.

Preferences

Generate Plug-in Propagate Plug-in | Cielets Templates.. | Start || Stop Terminate

Select| Name & _ Web server Type 3 _ | Node I _ | Host Hame 23 _ Version 3 _ | Status g_
You can administer the following resources:

O webserverl IEM HTTP Server lionNodeOd1 lion.tamesso8Z2.local | ND
| 7.0.0.19

Total 1

Figure A-2 Web server configuration

5. In the Additional Properties section on the Configuration tab, click Plug-in
properties, as depicted in Figure A-3 on page 313.
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6.

Web servers

Web servers > webserverl

Use this page to configure a Web server that provides HTTP and HTTPS support to application
servers.

Runtime Configuration

e

General Properties

Configuration settings

Web Server Virtusl Hosts

Global Directives

Type

IIEM HTTP Server ;I Additional Properties
*lport Log file

ao

Configuration File
# Web server installation location

Brocess definition
|C:_-"Program Files/IBM/HTTPServer

Blug-in oroperties
#* Configuration file name
[c:\Program Files\IEM\HTTPServericonf |Edit

Custem properties
Ports

# Service name

IEMHTTPServer?.0

Apply | ﬂ Reset| Cancel

Figure A-3 Configuration tab for webserver1

Appendix A. Renewing the Secure Sockets Layer certificate used by the IBM HTTP Server

In the Repository copy of the Web server plug-in files section, click Manage
keys and certificates, as shown in Figure A-4 on page 314.
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'eb servers 7=

Web servers > webserverl > Plug-in properties

Use this page to configure a Web server plug-in. The plug-in passes HTTP requests frem a Web server to WebSphere(R)
zpplication servers,

Runtime | Configuration

Plug-in properties

Additional Properties

Reguest and

I_ Ignore DNS failures during Web server startup Response
Caching
#* Refresh configuration interval
&0 seconds Reguest Routin

Custem Properties
Repository copy of Web server plug-in files:

#* Plug-in configuration file name
|p|ugin-:Fg.><mI Views

I Automatically generate the plug-in configuration file

I Automatically propagate plug-in configuration file

#* Plug-in key store file name
|p|ugin-|—ce','.|-cdb

| Manage keys and certificates |

Copy to Web server key store directory |

Web server copy of Web server plug-in files:

#* Plug-in configuration directory and file name

[cr\Program Files\IB

\HTTPServer\Plugins/config/webserveri/plugin-cfg.xn

# Plug-in key store directory and file name

| C:\Program Files\IEM\HTTPServeriPlugins/config/webserverl/plugin-key.ki

Figure A-4 Plug-in properties for webserver1

7. Under the Additional properties list, click Personal certificates.

8. In the following list, depicted in Figure A-5 on page 315, select the check box
for the default Alias and click Renew.
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Web servers > webserverl > Plug-in properties > CMSKeyStore > Personal certificates

Mznzges personzl certificates.

Preferences

Creats ™ Dislets Recsive from 2 certificats authority.., Replacs.. Extract... Impaort.. Export... Revoks.. | I Rensw |

Select Alizs Issued To Iszued By Serial Number Expiration

You can administer the following resources:

~ |[E defsult Ch=licn.tames=c82.lccal, Ch=lion.tamesscB2.local, | 2069627557133 | Valid from
OuU=lionNodeo1Cell, OU=Roct Certificate, Feb 20,
OU=lionNode01, O=IEM, CuU=lionCello1, 2012 to Feb
C=Us OuU=lienCellManagerli, i el ey
O=IBEM, C=US
TD CH=lion.tamesso82.local, CH=lion.tamesso82.local, | 1232143743688 | Valid from
CU=Root Certificate, OU=Root Certificate, Feb 20,
oU=lionCello1, OU=lionCellot, 2012 to Feb
OU=lionCellManagerli, OU=lionCellManager0l, 16,2099,
O=IBM, C=US O=IEM, C=US
Total 2

Figure A-5 Renew the default certificate of webserver1
9. Click Save directly to the master configuration, and click the Plug-in
properties link.

10.Under the Repository copy of Web server plug-in files section, click Copy to
Web server key store directory.

11.For WebSphere Application Server Network Deployment, you must follow the
substeps listed; otherwise, skip to step 12 on page 316:

a. Propagate the web server plug-in configuration:

Cluster environment: In a cluster environment, you want all requests
to come through one central connection point, so a single server URL
is used. To define a central connection point, you must regenerate and
propagate the WebSphere Application Server plug-in configuration for
each web server.

i. Click Servers — Server Types — Web Servers.
ii. Select the listed web servers from the list, for example, webserver1.
iii. Click Propagate Plug-in.

b. Resynchronize the nodes with the deployment manager:

i. On the IBM Integrated Solutions Console navigation pane, click
System administration — Nodes.

ii. Select all nodes that are managed by this WebSphere Application
Server Network Deployment for the IMS Server, and click Full
Resynchronize, as shown in Figure A-6 on page 316.
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Nodes

Nodes

¥ E

Use this page to manage nodes in the application server environment. A node corresponds to a physical computer system with a distinct IP host address.
The following table lists the managed and unmanaged nodes in this cell. The first node is the deployment manager. Add new nodes to the cell and to this
list by clicking Add Node.

Preferences

Add Node I Remove Node | Force Delets | Synchrenize || Full Resynchranize | Stop
O P
Select| Name & _ | Host Name 3 _ |\¢"ersi0n & Discovery Protocol 23 _ | Status g_
You can administer the following resources:
licnCellManager0l lign.temessc82.local ND 7.0.0.19 TCP L)
| | licnNeded1 lisn.tamessc82.local ND 7.0.0.19 TCP (o]
Total 2
Figure A-6 Full Resynchronize on all the nodes
12.Restart the IBM HTTP Server:
a. On the IBM Integrated Solutions Console navigation pane, click
Servers — Server Types — Web servers.
b. Select all the listed web servers, and click Stop.
Click Start after all the web servers are stopped.
In our example, we have a single server, webserverl, as shown in
Figure A-7.
eb servers ¥i=
Web servers
Use this page to view z list of the installed Web zervers.
Breferences
Generatz Plug-in I Propagate Flug-in |M Delete| Templatas.., |! Sl:art| Stopl Terminate
Wl
Select| Name & _ | Web server Type 3 _ | Node 3 _ | Host Hame 3 _ |Vers\0n T | Status () |
can administer the following rescurces:
webzerverl ‘ IBM HTTP Server lionNodeO1 lisn.tames=so82.lccal | ND ‘ &P
7.0.0.19
Total 1

316

Figure A-7 Restart IBM HTTP Server

The necessary tasks are complete.
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Advanced profiling

IBM Security Access Manager for Enterprise Single Sign-On enables users to
access all their applications, including web, desktop, and heritage, and network
resources, with the use of a single strong password. The solution helps simplify
password management, protects information with strong authentication, and
secures kiosks and shared workstations.

IBM Security Access Manager for Enterprise Single Sign-On helps strengthen
security and meet regulations through stronger passwords and an open
authentication device interface with a wide choice of strong authentication
factors. It also facilitates compliance with privacy and security regulations by
using centralized auditing and reporting capabilities.

In this appendix, we take a closer look at how to integrate web-based
applications into IBM Security Access Manager for Enterprise Single Sign-On by
using its AccessProfile technology. Toward the end of the appendix, we also
investigate two non-web-based application profiles.

This appendix is a good resource for security administrators who are responsible
for configuring and integrating IBM Security Access Manager for Enterprise
Single Sign-On into the IT infrastructure of their organization.

This appendix contains the following sections:

» “Background” on page 319
» “Document complete event and the Observer” on page 322
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“Signatures” on page 325

“Auto-learn AccessProfile” on page 329

“Handling basic authentication” on page 329

“Frames and the web browser document object” on page 330
“Differences between Firefox and Internet Explorer AccessProfiles” on
page 345

“Common issues” on page 346

“Use case” on page 359

vyvyyvyyvyy

vy
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Background

HTML

A typical modern web browser consists of multiple tabs, each of which can
independently host a web page. A web page is a document written in HTML
format and can be recognized by the starting <htm1> and ending </htm1> tags in
the page source of the web page, typically available by the right-click context
menu or file menu of the browser. It is possible for the browser to show other
formats, such as XML, images, text, and PDF, but they are not relevant from a
profiling point of view.

When writing AccessProfiles, you do not need to care about how the HTML page
is generated on the server side by using Active Server Page (ASP), Common
Gateway Interface (CGl), and JavaServer Pages (JSP). However, client-side
JavaScript included in the web page can be important while writing an
AccessProfile. Client-side JavaScript can modify the workflow of the web page
within the browser while the AccessProfile acts on it.

HTML is a hierarchical format and can be thought of as a tree of HTML elements
that serve as nodes.

The top-level node is HTML, which consists of a HEAD and a BODY node, as
shown in Example B-1.

Example: B-1 Sample HTML

<html>

<head>

<title>Dummy page</title>
</head>

<body></body>

</html>

Example B-2 shows that each element can have optional attributes that qualify
the way that the element is displayed. Here, the INPUT element has ID and type
attributes.

Example: B-2 Sample HTML with attributes

<html xmins="http://www.w3.0rg/1999/xhtm1" >
<head>

<title>Dummy page</title>

</head>

<body>
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<input id="uname” type="text”></input>
</body>
</htm1>

HTML and JavaScript

Elements can also have events assigned to them that can affect the way that the
HTML page behaves. JavaScript is the most common scripting language used to
describe what must happen when the event occurs. Example B-3 shows an
example.

Example: B-3 Sample HTML with JavaScript

<html xmins="http://www.w3.0rg/1999/xhtm1" >

<head>

<title>Dummy page</title>

</head>

<body>

<input id="buttonl” type="button” onclick="javascript:alert(“button
clicked”);” />

</body>

</htm1>

In Example B-3, the BUTTON element has an onclick event, which when the
button is clicked, shows a button clicked message by using JavaScript.

For non-trivial cases, the event is invoked as a function call, such as the function
call shown in Example B-4.

Example: B-4 Sample HTML with JavaScript function call

<html>

<head>

<title>Untitled Page</title>
</head>

<body>

<script type="text/javascript">
function clicked() {
alert("button clicked");

}

</script>

<input id="buttonl" type="button" onclick="clicked();" value="Click me"
/>

</body>
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</html>

JavaScript and DHTML

It is possible for an HTML element event’s JavaScript to modify other elements of
the page, making the HTML more dynamic, therefore, the name Dynamic HTML
(DHTML). It is important to watch for cases, such as these cases, because they
can lead to unexpected single sign-on (SSO) behavior. See Example B-5.

Example: B-5 Sample HTML with JavaScript

<html>

<head>

<title>Untitled Page</title>
<script type="text/javascript">
function body_loaded() {

uname.value = "";

}

</script>

</head>

<body onload="body loaded();">

<input id="uname" type="text" value="start-val" />
</body>

</html>

In this case, if the AccessProfile injected anything in the uname input field before
the onload event on BODY element was called, the text is cleared by the
uname.value="" command, which gives the impression that no injection
occurred.

HTML load sequence

When a user types a URL in the address bar and submits it, the following events
occur:

» The web page is downloaded. While the web page is being downloaded, the
browser starts to parse the html page and starts to partially show its content
on the screen. The Observer ignores this downloading process altogether,
because the browser does not provide any useful events at this time.

» The web page completes downloading and the browser finishes parsing
through the HTML content and creates an internal Document Object Model
(DOM) object that is a binary representation of the HTML elements, their
attributes, and scripts. Only after this DOM object is created does the browser
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inform the Observer about the existence of this page in the form of a
document complete (the DOM object is now fully formed and available) event.

This event is trapped by the Observer and available as a web page completes
loading trigger and used internally to determine whether it needs to load a
new AccessProfile for the web page.The details of the mechanism are
explained in “Document complete event and the Observer” on page 322.

» The onload event for the BODY element fires and executes any onload script
that is specified in the HTML page. This event is trapped by the Observer and
made available as the HTML element completes loading the trigger. This
trigger is a generic trigger and can also be used for tracking HTML element
completes that load events in other elements, such as FRAME and IMG.

Document complete event and the Observer

The document complete trigger plays an important role in determining the
lifetime and behavior of an AccessProfile instance within the browser.

The first document complete event

We start from the time that the browser starts a new tab and submits a URL. At
the first document-complete, the web-sso-agent notices that there is no profile
loaded currently and it contacts the DataProvider and passes to it the details of
the current web page, such as domain, path, protocol, and port.

The DataProvider matches the passed information against the signatures of the
currently loaded AccessProfiles. Four things can happen at this stage:

» The DataProvider finds multiple AccessProfiles for the passed information. To
avoid unpredictable behavior, the Observer does not load any of the matched
AccessProfiles, but instead writes an error line in the Observer logs and in the
General tab of AccessStudio messages.

» The DataProvider finds a single match for the passed information. The
matched AccessProfile ID is returned to the web-sso-agent, which then calls
to fetch the AccessProfile object and creates the state-machine object
described in it.

In AccessStudio, if there is not an existing tab open for the browser, a tab is
created and a new log with the following log name is shown:

Loaded AccessProfile: profile-name

» The DataProvider does not find any matching AccessProfiles, but there is an
auto-learn AccessProfile defined. In this case, the auto-learn AccessProfile ID
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is returned to the web-sso-agent as a match, which then fetches the actual
AccessProfile object and creates the state-machine object described in it.

In AccessStudio, if there is not an existing tab open for the browser, a tab is
created and a new log with the following log is shown:

Loaded AccessProfile: sso_site web auto learn

» The DataProvider does not find any matching AccessProfile and there is no
auto-learn AccessProfile defined (or the auto-learn is disabled by a policy).
Considering that the Observer passes this first document-complete event to
the newly loaded state-machine as well.

Based on the document-complete triggers that are available in the start-state,
either one of those triggers can fire, moving the state-machine to the next state or
it can stay in the same place if no trigger fires. The exception is the auto-learn
AccessProfile. If the starting web page completes loading trigger does not fire,
the state-machine is unloaded immediately. The flow diagram in Figure B-1 on
page 324 explains this behavior.
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Figure B-1 State machine behavior w.r.t. document complete events
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In AccesStudio, there is no log for this event, so if there is no existing tab for the
browser process, there is no tab created at this time.

In addition to being used to load the AccessProfile, the document complete event
is of interest to the AccessProfile writer because it is a good place to inject
credentials.

Subsequent document complete events

After the first document complete was rerouted to the state-machine after it
caused the loading of the AccessProfile, the rest of the document complete
events are treated in the following fashion:

» If there is a webpage completes loading trigger in the current state that
matches this document-complete-event, that trigger fires and the
state-machine continues as normal.

» If there is no webpage completes loading trigger in the current state that
matches this document-complete-event, the agent goes back to the
DataProvider and fetches a matching profile. In this case, the fetched profile is
the same as the current profile, and the state-machine stays where it is.
Otherwise, if the fetched profile differs from the current profile, the current
profile is thrown away, the new one is loaded, and the subsequent sequence
is identical to the first document complete event previously described.

Signatures

The Observer uses two kinds of signatures for web applications: the
web-signature and the HTML signature.

The web-signature

The web-signature, shown in Example B-6, is the site-signature for web
applications. It is used to match the correct AccessProfile to a certain web
application. It can be one level deep only, and it has the following form:

/child::web[<attribute filters list>]

Example: B-6 Sample web signature

https://www.google.com/accounts/ServicelLogin?service=mail&passive=true&
rm=false&continue=http%3A%2F%2Fmail.google.com%2Fmail%2F%3Fui%3Dhtm1%26
zy%3D1&bsv=11ya6941e36z&scc=1&1tmpl=default&1tmplcache=2
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By using the example shown in Example B-6 on page 325, the list of attributes in
Example B-7 through Example B-12 on page 327 are valid. A string attribute
requires quotation marks around it when specified as a filter in the signature. A
numeric attribute does not have quotation marks. These attributes are valid:

» domain (string): This attribute is the text between the '//' after the protocol and
the first '/'.

Example: B-7 Sample domain

/child::web[@domain="www.google.com™]

» protocol (string): This attribute can be http, https, file, or ftp.

Example: B-8 Sample protocol

/child::web[@protocol="http” and @domain="www.google.com”]

» url (string): The complete URL of the page, which is seen on the address bar
of the browser.

Example: B-9 Sample url

/child::web[@url="https://www.google.com/accounts/ServicelLogin?servi
ce=mail&passive=true&rm=false&continue=http%3A%2F%2Fmail.google.com%
2Fmail%2F%3Fui%3Dhtm1%26zy%3D1&bsv=11ya6941e36z&scc=1&1tmpTl=default&
Ttmplcache=2"]

The url attribute is not used often, because the constituent parts of the url are
available as other attributes, such as domain and query_string.

» path (string): This attribute is the text after the domain but before the
querystring (the text that begins with a question mark (?)). It always starts
with a forward slash (/).

Example: B-10 Sample path

/child::web[@domain="www.google.com" and @protocol="https" and
@path="/accounts/ServicelLogin"]

The path attribute is typically used in enterprise portal scenarios where paths
hold several applications that require their own logins.

» port (numeric): If not specified, the value is 80 for web pages with the http
protocol and 443 for the https protocol.
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Example: B-11  Sample port

/child::web[@domain="www.google.com" and @protocol="https" and
@path="/accounts/ServiceLogin" and @port=443]

» query_string (string): This attribute is the text after and including the
question mark (?) in the url.

Example: B-12 Sample query_string

/child::web[@domain="www.google.com" and @protocol="https" and
@path="/accounts/ServicelLogin" and @port=443 and
@query_string="?service=mail&passive=truedrm=false&continue=http%3A%
2F%2Fmail.google.com%2Fmail%2F%3Fui%3Dhtm1%26zy%3D1&bsv=11ya6941e36z
&scc=1&1tmpl=default&ltmplcache=2"]

The query_string is almost always used with a regular expression check (~ or
#) rather than directly, because it is too specific to be used on its own.

Use it as a last resort for identifying a page, because it is a set of parameters
passed to the page, and it can change from one machine (and browser) to the
other.

The HTML signature

The HTML signature identifies the HTML elements. These elements are used as
a part of a web control in AccessStudio to identify the HTML element to inject to
or capture data from. These elements are used for identifying HTML elements for
triggers, such as the HTML element clicked or HTML element is found.

The root '/ element is the HTML tag, so /child: :html is at the level of the BODY
and HEAD elements. The elements are identified by their type by using the
attribute tag_name:

/child::html[@tag_name="body™]

The value of the tag_name attribute is case-insensitive, so both of the examples
in Example B-13 work.
Example: B-13 Sample tag_names

/child::html[@tag_name="body™]
/child::html[@tag_name="BODY*]

Unlike window signatures that have a predefined list of properties that can be
used as attributes, each HTML element can have its own set of properties. For
example, an INPUT element has a type property, which describes whether itis a
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text-box or a button. An “A” (anchor) element has an href property, which defines
the URL to which the user is directed when the link is clicked.

These properties can be used as attributes while defining a signature
(Example B-14).

Example: B-14 Sample HTML properties

/descendent::html[@tag_name="1input"and @type="button" and @id="submit"]

HTML elements can have events described for them too, for example, an INPUT
element can have an onclick method. These methods cannot be used as
attributes while writing a signature.

Beyond mere identification of HTML elements, HTML signatures can also be
used to retrieve data from a certain HTML element. By default, a web control
(such as the web controls used in injection, capture, or data transfer actions)
extracts the value data of the specified HTML element. This extraction can be
explicitly overridden to get other values, such as the inner text, inner html, or any
other defined property for that control (Example B-15).

Example: B-15 Sample HTML properties

<html xmins="http://www.w3.0rg/1999/xhtml">
<head>

<title></title>

</head>

<body>

<a href="http://localhost/d/a.htm1">Site A</a>
</body>

</htm1>

For example, the following signature returns 'Site A'. This signature can be useful
to extract text from the web page, which can be used for auditing purposes or
other workflow decisions within the AccessProfile:

/descendent::html[@tag_name="a" and
Bhref#"http://Tocalhost/d/a\.html.*"]/@inner_text

Like inner_text, inner_html can be used to return the HTML embedded within
the identified HTML element; however, it has less real-world utility.

In fact, any attribute that is defined for an HTML element can be retrieved in this
way. For example, the following example for the HTML sample in Example B-15
returns 'http://Tocalhost/d/a.html"
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/descendent::html[@tag_name="a" and
@href#"http://Tocalhost/d/a\.html.*"]/@href

Auto-learn AccessProfile

IBM Security Access Manager for Enterprise Single Sign-On comes bundled with
a default profile for web applications, which is loaded if there is no explicitly
defined AccessProfile found for a web page. This AccessProfile relies on the fact
that most website login pages follow a standard pattern of a user name and a
password input element that is embedded in a form element.

The auto-learn AccessProfile is identified by a special signature, such as this
signature:

/child::web[@domain="*"] (note the ="*" for domain)

It also contains a generic set of user name and password signatures, such as
these user name and password signatures:

/child::html/child::htm]/descendent::form/descendent::input[@type="pass
word"]/ancestor::form/descendent::input[(@tag_name="input") and
(@type="text" or Otype="")]

We provide another example:

/child::htm1/child::html/descendent::form/descendent::input[@tag_name="
input" and @type="password"]

Certain clients might not want to turn on this auto-learn behavior. It can be turned
off by following these steps:

1. Setting IMS scope policy — pid_sso_auto_learn_enabled to false (suggested)
2. Removing sso_site_web_auto_learn AccessProfile from IMS

Handling basic authentication

Basic authentication is a mechanism where the authentication to the web server
is done as a part of the exchange of HTTP header information rather than
through an HTML login form.

The authentication happens before the web page contents are downloaded.
Therefore, the common approach of automating the HTML login page does not
work because there is no HTML with which to work.
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Instead, the browser shows its own windows dialog, which asks for the
credentials for the website. The server to which the browser connects is shown
as a part of the windows dialog Ul.

There is no need to write an AccessProfile to handle basic authentication. The
standard AccessProfile shipped with IBM Security Access Manager for
Enterprise Single Sign-On has the relevant workflow to extract the server locator
from the basic authentication dialog.

For Internet Explorer 8.0, the server locator is extracted by the regular
expression — Connect to (.*). You must associate this server locator to the
right authentication service. For other browsers, use different regular expressions
to extract the server locator.

Frames and the web browser document object

In web browser terminology, a document refers to an object that is responsible for
displaying the contents of a web page within a browser tab. Each browser tab

has its own unique document object. As the user navigates from one web page to
another (either by clicking a link or by submitting the URL in the address bar), the
same document object continues to download and display the web page content.

Only one AccessProfile can be loaded for a document at a certain time. However,
as the document moves from displaying one web page to another, it can unload
the existing AccessProfile and load new AccessProfiles. For example, as the
user navigates from Gmail to Yahoo! Mail, the document unloads the Gmail
AccessProfile (if present) and loads the Yahoo! Mail AccessProfile (if present).

The reason why the document object matters as far as writing AccessProfiles is
concerned is because it is possible for one document object to contain other
document objects. And because AccessProfiles are loaded in the context of a
document object, the AccessProfile writer can see what looks like multiple
AccessProfiles loaded at the same time for a browser tab.

This multiple documents per browser tab scenario is what occurs if a web page
uses frames or iframes. A frame (irrespective of whether it is defined in a
FRAMESET or an IFRAME tag) is an instruction by the web page to the
document object that displays it to create another child document object and load
the contents of another web page within and show it at a particular place within
the page layout. The web page of this child document object might in turn instruct
it to create further child document objects to create a hierarchy of document
objects that are each associated with a web page.

Example B-16 shows an example of two iframes that are loading.
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Example: B-16 a.html (defines two iframes that load b.html and c.html)

<html>

<head>

<title></title>

</head>

<body>

This is is the main web page - A

<br />

<br />

<iframe src="b.htm1" height="100" width="300"></1iframe>
<br />

<br />

<iframe src="c.htm1" height="100" width="300"></1iframe>
</body>

</html1>

Example B-17 shows an example of a login page where clicking the login button
takes the document to another web page.

Example: B-17 b.html

<html xmins="http://www.w3.0rg/1999/xhtm1">
<head>

<title></title>

</head>

<body>

<script type="text/javascript">

function clicked() {

document.url="d.html";

}

</script>

This is is the contained web page - B

<br /><br />

User: <input type="text" id="username" />
<br /><br />

Pwd: <input type="text" id="pwd" />

<br /><br />

<input type="button" id="submit" onclick="clicked();" value="Login"/>
</body>

</html>

Example B-18 shows that a document (a.html) can contain more than one child
document.
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Example: B-18 c.html

<html>

<head>

<title></title>

</head>

<body>

This is is the contained web page - C
</body>

</htm1>

Example B-19 simulates the successful login screen.

Example: B-19 d.html

<html xmins="http://www.w3.0rg/1999/xhtml">
<head>

<title></title>

</head>

<body>

This is is the contained web page - D

<br /><br />

Successfully Logged in!

<br /><br />

<a href="b.htm1">Back to b.html (the login page)</a>
</body>

</html>

Figure B-2 on page 333 shows what an html looks like when loaded in the
browser.
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Figure B-2 Page a.html with frames

Consider the cases shown in the following sections.

Web page B navigates to another web page within Document 2

After navigation, the browser looks like Figure B-3 on page 334.
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Figure B-3 Frame moved to c.html

From the writing an AccessProfile perspective, the fact that web pages B and D
are in a frame and not in the main document object is irrelevant, because the
document that hosts the two web pages is the same. The AccessProfile looks
exactly like web page b.html was loaded directly in the browser and not under a
frame, because the AccessProfile does not consider any document other than
the document in which it resides.

In summary, as long as all of the workflow, in which the AccessProfile is
interested, occurs in one document object, the AccessProfile writer can ignore
whether the web pages in the workflow were hosted in a child document object or
the main document object.

A child document web page causes navigation in the parent
document

Consider the same starting document in the earlier case. Figure B-4 on page 335
shows page a.html with frames.
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Figure B-4 Page a.html with frames

This time, when the user clicks Login, instead of document object 2 loading

another web page, the main document 1 moves to another web page.

Example B-20 shows the modified b.htm1. Compare it to the b.htm1 of case 1.

The parent document (document 1) navigates this time and not the current
document.

Example: B-20 Modified b.html

<html xmins="http://www.w3.0rg/1999/xhtmi">
<head>

<title></title>

</head>

<body>

<script type="text/javascript">

function clicked() {
window.parent.document.URL="e.htm1";

}

</script>

This is is the contained web page - B

<br /><br />

User: <input type="text" id="username" />
<br /><br />
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Pwd: <input type="text" id="pwd" />

<br /><br />

<input type="button" id="submit" onclick="clicked();" value="Login"/>
</body>

</htm1>

Example B-21 shows the markup for e.html.

Example: B-21 e.html

<html xmins="http://www.w3.0rg/1999/xhtml">
<head>

<title></title>

</head>

<body>

This is is the web page E

<br /><br />

Successfully Logged in!

<br /><br />

<a href="a.html">Back to a.html</a>
</body>

</html>

Figure B-5 shows what displays when the user clicks Login.
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{2 hitp://localhost/d/e.html - W-.. [C |[B[X) bipientlilas M

@\_ Jv |k localhost vi &2 x ocument that navigated to a
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77 Favorites & http:/flocalhost/d/e.html document object 2 and 3 are
- = — destroyed (and so are any
C ccessProfiles that were
This is is the web-page E A /lgaded for them)

Successfully Logged in!

Back to a himl

& Local intranet $p - ®100% -

Figure B-5 The main document navigated to a new page
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If there was a non-validating AccessProfile for b.html (the capture and save of
credentials happened on the Login button click event), the workflow, in which the
AccessProfile is interested, is complete before document object 2 (and the
attached SSO AccessProfile) is destroyed.

However, an AccessProfile, which was trying to validate a login and was thus
waiting for e.htm1 to confirm that the login happened successfully, cannot work
because it gets destroyed on navigation of the main document object, which
destroys all child document objects (including the one to which the AccessProfile
was attached).

The typical symptom of this problem in an actual environment is that the logs
show a successful firing of the html click trigger and the capture action, but the
following web page completes loading the trigger with the save action that never
happens. Instead, the logs might show AccessProfile loading logs (typically of
the same AccessProfile or of auto-learn), because the main document object,
when navigating to the new page, might be loading new frames for the successful
login page, which requires their own AccessProfile.

Solution 1

One work-around is to use a global account-data-bag (set Use local bag = No) to
temporarily store the captured credential, so it can be retrieved later by another
AccessProfile, which is meant to detect the successful login page, as shown in
Figure B-6.

e Waiting for the login screen

L2 2
(( StartState )
S
T YWebpage com efes loading

Waiting for chick on the legin button

; E% Capture credential as normal

Transfer the credential into a global account-data bag so
that it can be accessible in another AccessProfile.

B e
{ NewState2 )
ol L

MNote that another option is to capture data directlyinto the
global bag. It will have the same effect. The key point is that
the captured data needs to be set globally as this current
AccessProfie object (and its local bag data) will destroyed
once its containing document is destroyed

Figure B-6 AccessProfile for capturing credential
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Waiting for the successful login screen

Webpage compl

5 loading
[Transfars ] Transfer the credential from the global bag into a local
[5ave credentials] account-data bag

Save the credential.

Mote that the other oplion is to save the credential directly
from the global bag. That would have worked too and it
would not have required the extra Transfer data action
above

Figure B-7 AccessProfile for saving credential

As an optimization, the two AccessProfiles can be combined into one, as shown
in Figure B-8.

{2} Webpage completes loading
[Transfers data]
[Save credentials]

(1) Webpage completes loading

[Inject credentials |
Mew State 1

HTML element is clicked
[Capture credentials ]
[Transfers data]

Mew State 2

Figure B-8 Combined AccessProfile

Here, the first web page completes loading trigger handles, the login screen, and
data capture, while the second web page completes loading trigger handles the
saving of the credential. The use of global data between these two branches
remains the same as Figure B-8.
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The first instance of this AccessProfile is loaded for the login screen. It sets the
global account-data for capture, and it is destroyed along with the containing
frame. The second instance of the same AccessProfile has the second web page
complete loading trigger fire when it sees the successful login page.

Solution 2

Another mechanism that does not involve the use of global bags is to write an
AccessProfile for the main document with frame-aware signatures that are used
to extract the necessary user name and password data from the child documents
and to monitor the click of the Login button.

The signatures created by AccessStudio Signature Generator assume that the
AccessProfile is meant to be written for the same document object as the
element where it is dragged and dropped. Example B-22 shows the signature for
the Login button in the example shown in Figure B-8 on page 338.

Example: B-22 Sample signature

/descendent::html[@tag_name="1input" and @name=
@value="Login" and @id="submit"]

and @type="button" and

With this signature, the Login button is only in document object 2. Other
document objects (1 and 3) search for this button within their web pages and do
not find it.

If we prepend this signature with the following signature, we get the signature
shown in Example B-23:

/child::html/ parent::frame/descendent::document[@url#".*f. html.*"]

Example: B-23 Sample signature

/child::html/
parent::frame/descendent::document[@url#".*f.htm1*"]/descendent: :html[@
tag _name="input" and @name="" and @type="button" and @value="Login" and
@id="submit"]

This signature can access the Login button from all of the documents currently
loaded in that browser tab.
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Implementation: The directive /child::html/parent::frame looks arbitrary
and, unfortunately, it is. It is a leftover of an older signature mechanism that
refers to a hypothetical parent to all of the documents in the browser tab. It
cannot be removed because of backward-compatibility restrictions. In a future
release, the Observer provides a more intuitive directive to refer to all of the
documents, but it continues to support this directive, so it is safe to use this
mechanism.

Similarly, the signatures of the username and password fields can be converted
to the signatures shown in Example B-24 and Example B-25.

Example: B-24 Sample signature

/child::html/
parent::frame/descendent::document[@url#".*f.html.*"]/descendent: :html[
@tag_name="input" and @name="" and @type="text" and @id="username"]

Example: B-25 Sample signature

/child::html/
parent::frame/descendent::document[@url#".*f. html.*"]/descendent::html[
@tag_name="input" and @name="" and @type="text" and @id="pwd"]

This approach allows writing the AccessProfile in context of document object 1
and not document object 2. Because document object 1 is still around when the
navigation occurs to the success screen (unlike document object 2, which is
destroyed), a web page completes loading trigger can be added to the
AccessProfile of Document object 1, which handles the success screen and
saves the credential when that trigger fires.

Fortunately, the web page completes loading trigger of the top-level document
(document object 1) occurs after all the other child documents’ web document
complete events occur. You can reliably expect the child documents and their
HTML elements to be present if you want to access them (such as for injection,
as shown in Figure B-9 on page 341) in the webpage completes loading trigger
of the top-level document.

The AccessProfile site signatures therefore must match the top-level document.
Example B-26 shows the signature.

Example: B-26 Sample signature

/child::web[@domain="1ocalhost" and @protocol="http" and
@url™".*a.html"]
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The AccessProfile structure looks like Figure B-9.

The document signature is of the top level

= - document
(( startstate )
'““-\-\.__ ___-__._,/

L
Webpage completes loading The injection, capture and click use cross-
[inject credentials - ciuser, cspwd, asi] frame signatures. E.g. username signature is
[Click a web element] going [ngbe
Ichild::himlf

parent:frame/de scendent::document@urk"” *f
[html*"fdescendent:-html[@tag_name="input”
P and @name=""and @type="text" and
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instead of
descendent:htmi[@tag_name="input” and

@name=""and @type="text" and
(@id="username"]

Web page completas loading

[Save credentials]

Waiting for document complete of the success
page which Document 1 navigates to

There is no need to use global bags for
njection, capture and save as this
AccessProfie instance will be around to
receive the web document complete of the
[uccess screen

Figure B-9 The AccessProfile structure

Solution 1 versus Solution 2

Solution 2 (by using cross-frame signatures) simplifies the AccessProfile;
however, it is written with the assumption that document object 1 is the top-level
document. Certain websites reuse the login page document (document object 2)
by embedding it in another document, as in Figure B-9, and in other scenarios,
by showing it as the top-level document.

So, the user can see both of the following in several workflows for the web
application. Alternatively, the AccessProfile, which relied on document object 1,
can no longer be loaded in this independent login page.

Solution 1 (using global bags) does not have this problem, because it does not
care where the login screen is hosted (independently or under a frame). It does
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however have to work with global bags that need to be cleared at an appropriate
time to avoid reusing stale data, and other problems.

The SSO/automation workflow needs to access fields from several documents.
Consider the web pages shown in Example B-27, Example B-28, and
Example B-29.

Example: B-27 h.html (contains two frames)

<html xmins="http://www.w3.0rg/1999/xhtml">

<head>

<title></title>

</head>

<body>

<script type="text/javascript">

function clicked() {
window.parent.document.URL="e.htm1";

}

</script>

This is is the main web page - H

<br /><br />

<iframe src="g.htm1" height="100" width="300"></1iframe>
<br /><br />

<iframe src="f.htm1" height="100" width="300"></iframe>
<br /><br />

<input type="button" id="submit" onclick="clicked();
</body>

</html>

value="Login"/>

Example: B-28 g.html (contains the username field)

<html xmins="http://www.w3.0rg/1999/xhtm1">
<head>

<title></title>

</head>

<body>

This is is the contained web page - G

<br /><br />

User: <input type="text" id="username" />
</body>

</htm1>

Example: B-29 f.html (contains the password field)

<html xmins="http://www.w3.0rg/1999/xhtml">
<head>
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<title></title>

</head>

<body>

This is is the contained web page - F
<br /><br />

Pwd: <input type="text" id="pwd" />
</body>

</htm1>

When loaded, h.html looks like Figure B-10.

= http://localhost/d/h.html - Windows Inte... El@gl Document Object 1

— — Based on the instructions from
@ v & localhost: ¥ | 5| 42| X | [© the web-page h.html, it
z 7 2 creates 2 child document
{ Hle Qdt Vew Favortes Iods Heb objects and loads f html and
y ,— " TS g.html in them
K. Favorites | @ http: flocalhost/d/h.htm i o 74 /1Alsu contains the login button
This is is the main web-page - H /7

Document Object 2
Contains the usemame field

This is is the contained web-page - G Z/—

User:

Document Object 3
Contains the password field

L |

This is is the contained web-page - F /

Pwd: |

& Local intranet fa | Hiwoow -

Figure B-10 h.html

To successfully capture the credentials, the AccessProfile must retrieve data
from both document object 2 and document object 3. In this case, the solution is
to use a similar technique described in “Solution 2” on page 339.

The idea is to use cross-frame signatures to refer to HTML elements that are not
contained in the same document. It is easiest to write the AccessProfile for the
top-level document object (document object 1) and use cross-frame signatures to
get data and monitor events for elements not in the same frame.
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The AccessProfile thus looks like the AccessProfile for solution 2, case 2, with
the difference that the signature for the login screen stays as the following
example, because it is in the same document as the AccessProfile instance:

/descendent::html[@tag name="1input" and @name="" and @type="button" and
@value="Login" and @id="submit"]

The username signature changes to the username signature shown in
Example B-30.

Example: B-30 Sample username signature

/child::html/parent::frame/descendent::document[@url#".*g.html.*"]/desc
endent::html[@tag name="input" and @name="" and @type="text" and
@id="username"]

The password signature changes to the password signature shown in
Example B-31.

Example: B-31 Sample password signature

/child::html/parent::frame/descendent: :document [@url#".*f.html.*"]/desc
endent::html [@tag name="input" and @name="" and @type="text" and
@id="pwd"]

The url attribute of the document is the attribute that differentiates between
f.html and g.html.

Frames support in V8.1

Tivoli Access Manager for Enterprise Single Sign-On V8.1 introduced the
concept of a state-machine-id that helped track the lifetime of an AccessProfile
instance. This state-machine-id view can be turned on by adding the registry
entry shown in Example B-32.

Example: B-32 Registry key entry
Key: HKEY_LOCAL_MACHINE\SOFTWARE\Encentuate\AccessStudio
Name: ShowStateEnginelds

Type: DWORD
Value: 1

This registry key entry displays the state-machine-id next to every AccessStudio
log. By using this log, it is possible to track the state-transitions, triggers fired,

344 IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide



and action executed against the correct state-machine when multiple
state-machines are being loaded because of frames.

It is also possible to log the current URL for which a state-machine is loaded by
inserting a dummy Data Transfer action with the following parameters:
» From:

Type = Web control
Signature = /child::html[@tag name="BODY”]/@url

» To:

Type = Property store item
Name = var_dummy_ur]l

This action creates a log similar to this log:

[State Machine Id - 8] Action: Transfers data. Property var_dummy url is
set to 'http://localhost/d/h.html"

This action can help isolate the relevant state-machine for the URL of interest.

Frames support in V8.2

There are no changes in IBM Security Access Manager for Enterprise Single
Sign-On V8.2 in the way that the Observer internally handle frames. However,
the concept of the Document is now visible throughout AccessStudio and the
Observer logs.

Every browser process log in AccessStudio now shows a Document and State
Machine ID. It is easier to track the number of documents (and the frames)
created for a page, the lifetime of AccessProfile instances loaded for it, and the
URL associated with it at a specific instance.

Differences between Firefox and Internet Explorer
AccessProfiles

In general, an AccessProfile written for a website in IE also works for Firefox and
vice versa. Because all browsers handle HTML and JavaScript slightly differently,
the server-side code that generates the content (ASP, JSP, or CGl) can return a
different version of HTML to the browser based on its type. This difference might,
in rare cases, invalidate a signature (because the attribute or the hierarchy of
HTML elements might not be the same between the two browsers).
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We suggest that you test the AccessProfile in both of the browsers before you
deploy it in a mixed browser environment.

Several of the HTML element methods and available properties also differ
between the two browsers. This difference is not much of an issue with the
signatures. However, if the HTML Document is accessed directly by using an
AccessProfile plug-in (by using the runtime.GetHTMLDocument () call), the way
that the Document object is used by the plug-in script might need to differ for IE
and Firefox. For example, the ID attribute value is case-insensitive in IE 7.0 and
earlier, but not in Firefox and IE8 and later. Because this issue is not an
AccessProfile-specific issue, a web search on browser differences while writing
JavaScript directly can help reveal other areas of incompatibility.

Common issues

In this section, we describe common issues.

Slowness due to multiple auto-learn loads

In this section, we describe slowness due to multiple auto-learn loads.

Symptom

Navigation to a website that does not have any AccessProfile defined for it
slowed noticeably after installing IBM Security Access Manager for Enterprise
Single Sign-On.

Observations

Many (more than 20 or so) auto-learn AccessProfile loads happen while the web
page loads in AccessStudio logs.

Probable cause

This issue might occur because the web page uses many frames or internally
performs multiple navigations before it settles to the final page, each of which
loads the auto-learn AccessProfile.

Resolution

Create two conflicting dummy AccessProfiles (the right site signature and one
start state with no triggers) for the URLs seen in Observer logs for which the
auto-learn AccessProfile is being loaded while the web page that exhibits
slowdown is loaded.
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Look for the following line in the log to determine the URL in Observer logs:
[CEnBrowserListener: :DocumentComplete] Analyzing document URL is <URL>
Follow a few lines later in the log with this line:

[::GetApplicationObject] The AccessProfile id is
sso_site_web_auto_Tlearn

Typically, these URLs have a common domain or a path that can be used to
create a common site signature. If not, an AccessProfile allows specifying
multiple site signatures. Either way, you do not need to create more than one set
of conflicting AccessProfiles that can take care of all the cases where a
deliberate conflict must be created.

In V8.2, the URL used to load an AccessProfile is evident from AccessStudio
logs.

In rarer cases, where the client is not interested in the auto-learn facility, it is
simpler to turn it off by using the pid_sso_auto_learn_enabled AccessProfile.

Further explanation

The auto-learn AccessProfile is loaded for each web page where no explicit
AccessProfile is defined. If a web page has multiple navigations before it is
displayed, the cumulative overhead of fetching an AccessProfile for each
navigation adds up, causing the delay.

An AccessProfile is fetched in two steps. First, its ID is resolved based on the
information provided by the agent to DataProvider. Then, the AccessProfile
object is fetched by the agent by passing DataProvider the ID it retrieved. The
latter step takes more time.

By creating a deliberate conflict, the agent is informed that multiple
AccessProfiles were found for the web page whose details it passed to the
DataProvider. When the agent receives this error, it does not try to retrieve any
AccessProfile object from the DataProvider, which savings time and accelerates
the page load.

No injection because an HTML element was not found

An error occurs when there is no injection because no HTML element was found.

Symptom
Injection does not occur even though the capture works fine.
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Observations

AccessStudio logs show that an HTML element was not found, but when
checked with the signature generator, the element highlights without any error.

Probable cause

This problem is a timing issue. A typical web AccessProfile tries to inject and click
immediately after the web page completes loading trigger fires. However, when
the user creates the signature of the various elements through the signature
generator, other events in the web page might occur earlier that change the
element (or the properties of its ancestors).

The signature generated at this later time in the lifetime of the page is invalid
immediately after the web page completes loading trigger when injection and
click are performed.

Resolution
Figure B-11 shows a typical web AccessProfile.

[T=]

[ N =]

Eol
Nebpage completes loading
[Injectc als - ciuser, cspwd, asi]
[Click a web element]
g

HTML element is clicked
[Capture credentials - ciuser, cspwd, asi]
[Save credentials]

-(fh]ew State h
=

e

T— —

Figure B-11 Typical AccessProfile

The first step is to convert this AccessProfile, as shown in Figure B-12 on
page 349.
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Figure B-12 Converting the AccessProfile

This conversion delays the injection and click until after the BODY element
onload script (if any) fires. Because the signature in the AccessProfile was also
created after the onload script executed, it increases the chances that the
signature generated matches the state of the HTML elements at this time.

If AccessStudio logs show the HTML element not found error for the user name,
password, or Submit button, further modify the AccessProfile (assume in this
example that the user name input control was the INPUT control not found). See
Figure B-13 on page 350.
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Figure B-13 With HTML element is found trigger

Further explanation

Actions, such as clicking an HTML element or injection into a web control, and
triggers, such as waiting for a click of an HTML control, assume that the
application is in a state when the control described by the signature is already
present. These triggers, actions, and web controls do not wait for the control to
become available later, they check for its presence one time only when they
execute and, if not found, fail with a log in AccessStudio.

This design ensures that Observer does not degrade the system performance.
For every trigger, action, or web control, extra resources are consumed to wait for
the element to be found.

Instead, Observer provides triggers, such as HTML element completes loading,
which help track the state of the application closely. In rare cases, where the only
choice is to wait for an element to be visible before any trigger or an action can
be performed on it, it provides an explicit HTML element found trigger (also the
same logic for window found trigger for the Windows application).
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Before the HTML element was found trigger was available in V8.1, the
AccessProfile writer used a Fire after specified time trigger to wait for some time
before injection (and hope the controls are all present by then). The use of fire
after a specified time trigger is discouraged, because the necessary timeout
values vary from machine to machine (based on load and processing power).

No injection and no HTML element not found error

In this section, we describe the no injection and no HTML element not found
error.

Symptom
Injection does not occur even though the capture works fine.

Observations

AccessStudio logs show that the injection action fetched the credentials from the
Wallet properly. It shows the account data bag that is populated with the correct
user name and authentication service ID. There are no HTML element not found
errors during injection.

Possible cause

The injection might happen, but then the INPUT HTML elements where injection
was performed were cleared by another JavaScript in the web page. This
situation typically occurs in the OnLoad event handler of the BODY element,
which might be clearing the INPUT boxes.

Resolution

Delay the injection until after the OnLoad event of the BODY element occurs. Use
the HTML element completes loading to wait for the BODY element to be loaded
before injecting. See Figure B-14 on page 352.
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Figure B-14 Using onload event to delay injection

Further explanation

The resolution is the same as the first resolution tried in the case where there
was an HTML element not found error in the AccessStudio logs. In that scenario,
the HTML element properties were being modified so that the signature of the
element was not matching before the OnLoad event.

In this case, the OnLoad event does not modify any properties of the HTML
element that affect signature evaluation (it was still getting the right element). The
OnLoad event was clearing the contents of the INPUT element. Any injection
done before this event was being erased. Afterward, it appeared that no injection
happened.

Captured credentials are obfuscated when saved

In this section, we describe the captured credentials are obfuscated when saved
error.
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Symptom
The AccessProfile is capturing obfuscated credentials, such as the following
String “*****”.

Observations

If the user name is being captured obfuscated, the web page converts the
entered user name partially or entirely to the following string, “********* when the
user selects another field (typically the password) after entering a user name.

Possible causes

The website uses a JavaScript to obfuscate the user name or password display
for security reasons whenever the INPUT control loses focus.

Resolution

Use the HTML element lost focus trigger to retrieve the credentials before they
get obfuscated by the JavaScript. The AccessProfile looks like Figure B-15.

= —
(« m]
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The signature would be that of the
username INPUT field (assuming
that was the element whose text was
getting obfuscated dunng captura)

Motice the loop-back to the same
state. This is done because often the
web-site puts back the un-
obfuscated username when the user
clicks on the INPUT control. This
loops allows capturing the username
again if the user modified it multiple
times

o= o
{ Mew State 4 /)
T

The password is captured normally
on submit button click as only the
username is getting obfuscated in
the example

Figure B-15 AccessProfile with HTML element lost focus trigger
In certain cases, the web page might obfuscate the user name as it is typed. In

this case, the web page keeps the actual user name in a hidden HTML element,
typically another INPUT element with type set to HIDDEN.
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The exact mechanism can be determined only by examining the HTML and the
embedded JavaScript in the web page. One option is to use the Run a VBScript
or JavaScript action under the HTML element clicked trigger to access the HTML
Document Object Model (DOM) directly and retrieve the value.

Example B-33 shows a sample VBScript.

Example: B-33 Sample VBScript

' Get the current HTML Document
set doc=runtime.GetHTMLDocument ()

' Assuming the userid was stored in a different form — frmPoster's
hidden ssn 'field

userid=doc.frmPoster.ssn.value

set propcon=runtime.GetPropertiesContainer()

"Assumes that the capture bag is already created
propcon.SetAccDataltem("default_capture_bag", "aditi_ciuser", userid)

This VBScript retrieves the value from an HTML page, which looks like

Example B-34 and uses the frmPoster’s hidden input controls to temporarily keep
the username while the INPUT control, which shows the username, is
obfuscated.

Example: B-34 Sample HTML

<html xmins="http://www.w3.0rg/1999/xhtml">
<head>

<title></title>

</head>

<body>

<form name="frmPoster" id="frmPoster" method="POST" action="abc\def" >
<input type="hidden" maxlength="15" name="ssn">
<input type="hidden" maxlength="12" name="pin">
</form>

</body>

</html>

Another option is to set the signature of the web control in the capture field to
refer to the HIDDEN field, as shown in Example B-35 on page 355. ltis
impossible to create this signature by the Signature Generator’s drag and drop
facility, because it is a hidden facility and there is nothing visible on which to drag
and drop the control selector.
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Example: B-35 Sample signature

/descendent::html[@tag_name="form" and
@name=""frmPoster] /descendent::html [@tag name="1input" and @name="ssn"
and @type="hidden"]

Further explanation

HTML elements provide an OnBlur event that is called when the control loses
focus and can be handled by using the HTML Element lost focus trigger. It is
possible for a web page to trap this event and write JavaScript for it, which
transfers the original text in the INPUT element to a hidden HTML and modifies
the display text.

Save action not firing

In this section, we describe the save action not firing error.

Symptom
Save does not happen for a validating AccessProfile.

Observations

The trigger that contains the save action (typically, a web page completes loading
trigger of the validation page) never fires.

When the click happens, the AccessStudio logs show the correct capture of the
credentials. Then, the AccessStudio logs unexpectedly show the auto-learn
AccessProfile getting loaded and no further logs show for the current
AccessProfile instance (identified by the State Machine Id in the logs).

If no auto-learn AccessProfile is present (happens in AccessStudio Test mode
when there is no auto-learn AccessProfile available), instead of the auto-learn
AccessProfile loading log, the following information is shown:

AccessProfile: <AccessProfileld>. Unloaded because it did not handle
the URL: <URL>

In both cases, the URL used to unload the current AccessProfile instance and
load the auto-learn AccessProfile can be seen in the Observer logs, as well.

Possible cause

This error probably happens because the state-machine was in a state that did
not handle the intermediate navigation to the URL, and the site signatures of the
current AccessProfile did not match this URL either. This situation caused the
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unloading of the AccessProfile instance, and the necessary web page completes
loading trigger that was to detect the presence of the validation screen never
fired.

This error can also happen because the web application used frames in a way
that the document object under which the save and capture were supposed to
occur was destroyed. In this case, use the techniques outlined in “Frames and
the web browser document object” on page 330.

Resolution

Either put in a webpage completes loading trigger for the URL, which causes the
AccessProfile unload in the state with the web page completes loading trigger
that contains the save action, or add or modify the site signatures so that this
URL matches this AccessProfile.

In both cases, the AccessProfile instance no longer unloads. If there were
multiple navigations that happened that caused the AccessProfile instance to
unload, this addition of the webpage completes loading trigger or the site
signature modification might need to occur multiple times.

Figure B-16 describes the webpage completes loading trigger process.
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Figure B-16 Webpage completes loading trigger to prevent AccessProfile unloading
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Further explanation

For further details about the lifetime management of an AccessProfile instance,
see “Document complete event and the Observer” on page 322.

Slow injection or clicking when using fire after some time trigger

In this section, we describe the slow injection or clicking when using fire after
some time trigger error.

Symptom
Slow credential injection or a button click in a web page.

Observations

It takes a few seconds for the injection into web controls to occur when the
injection is being done under a fire after specified time trigger. Similarly, clicking
an HTML element is slower, as well.

Possible cause

This error is an implementation limitation on the Observer side. Internally, the fire
after specified time runs its actions under a different thread. Windows OS does
additional processing when the HTML Document is accessed from a different
thread than the one that created it.

This error is the same reason why AccessStudio signature creation and highlight
functions are slower than a typical injection to the same web control.

Resolution

In V8.1, avoid injection under a fire after specified time trigger and after a wait for
some time action. Instead, use the HTML element found trigger if the delay was
necessary for the HTML element to be created. This limitation is removed in
V8.2.

Further explanation

The HTML element found trigger runs in the same thread as the one that owns
the Document object. It is also a better way to wait for an HTML element to be
created rather than by using a fire after specified time trigger. A fire after
specified time trigger can give unpredictable results, because different machines
and browsers might take different amounts of time to create an HTML element.
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No AccessProfile loading for a non-browser hosted web page

In this section, we describe the no AccessProfile loading for a non-browser
hosted web page error.

Symptom
No AccessProfile is being loaded for the web page.

Observations
The web page is being displayed in a non-browser application.

Possible cause

The web SSO agent is not loaded for non-browser applications, and therefore,
there is no automation or SSO.

Resolution

Use the Start Installing BHO action for the window that needs to have automation
and monitoring support enabled. A separate web AccessProfile is written for the
web page that is hosted in this application, the same as though this web page
were hosted in a normal browser.

Figure B-17 describes the Start Installing BHO action.

Activate trigger for the application
Y window to start this AccessProfile
((_ startState ) The site-signature would be that of

— h le hosting thi -
— the executable hosting this web

page

J:II.StarT Ratelling BHO combadied {E hrowsal Put in the signature of the Internet
S Explorer_Server control here. This

( - New State 1 ™y would typically be the inner most
' it control displaying the web-page (just
drag and drop on the web-page)

Figure B-17 Use start installing BHO action

Further explanation

Internet Explorer provides a reusable browser window that can be embedded in
other applications, such as Word, PowerPoint, and other applications that at
times embed the browser window within their own window.
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Observer uses a plug-in mechanism in Internet Explorer called Browser Helper
Object (BHO) to load itself in its process and monitor the web content. If the
Internet Explorer component for displaying the web page is embedded in another
application, the BHO does not load for that application and thus there is no SSO.
The start installing BHO action instructs the Internet Explorer component to load
the BHO and enables the usual web monitoring and automation.

This mechanism to force the application to load the BHO works only if it uses the
Internet Explorer_Server component that comes with Internet Explorer. For this
reason, identify the Internet Explorer_Server control in the Start installing BHO
action.

There is a corresponding Stop installing BHO action, as well. There is no need to
call it, but in rare cases the application has multiple embedded browser windows
and the SSO support needs to be available for only one of those windows. Then,
the Stop installing BHO action can be used after the BHO is installed by the Start
installing BHO action for the window specified by its signature.

In the remainder of this appendix, we provide two scenarios for using advanced
profiling techniques. We show specific examples of how to integrate these
applications, by using XML Path Language (XPath), a language that facilitates
XML document navigation, and by using Microsoft Visual Basic Script (VBScript).

Use case

Specific applications cannot be integrated with the AccessStudio Assistant only.
Certain applications might use dynamic IDs. That is, the control ID for the
password field can differ with every restart of the applications. Other applications
might seem difficult to integrate at first, because the control IDs for the user name
and password cannot be distinguished from each other with standard methods.
Let us describe a use case of non-web-based advanced profiling to show this
discipline.

Use case: Start a program from the command line

This use case demonstrates how to start an application from the command line
of an AccessProfile:

» We implement an AccessProfile that captures the user name and password.

» IBM Security Access Manager for Enterprise Single Sign-On starts an
application and injects the user name and password as additional
command-line parameters.
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Our example includes a fictitious program named “Cardio Client” that can be
started through the command line, for example:

C:\Program Files\Cardio\Cardio.exe /u:<user>, <pwd>

The complete AccessProfile is shown in Figure B-18. We now describe the
details.
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Figure B-18 AccessProfile overview

To start a program from a command line:

1. First, we must decide when to start this command line. In this use case, we
create a short VBScript to set a trigger. The user starts it by double-clicking a
desktop icon. IBM Security Access Manager for Enterprise Single Sign-On
detects this action as we define the correct signature in an AccessProfile.

Let us assume the application is named “Cardio Client” and so we create the
following VBScript:

Const wshOK = 64
Set objShell = CreateObject("Wscript.Shell")
intReturn = objShell.Popup("Starting cardio", 0, "Cardio Client", wshOK)

The number 0 (zero) in the last line specifies that the window automatically
closes after 0 seconds, which means that it never closes. The text "Starting
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cardio" bears no consequence in our case, it defines a window message
only and can be seen in Figure B-20. Only the text "Cardio Client", which
defines the title of the pop-up window, triggers in our example.

We then create a shortcut to this script on the desktop, as shown in
Figure B-19.
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Figure B-19 The VBScript as desktop icon

Double-clicking this shortcut opens a dialog, as shown in Figure B-20.

Cardio Client ==
IOI Starting cardio

Figure B-20 The VBScript pop-up window

This dialog is our trigger for the AccessProfile.

. In the AccessStudio, we must define a signature for the VBScript on the
General Properties tab. It includes the executable:

/child::exe[@exe_name="wscript.exe"]

. We must distinguish our VBscript from any other script, so the first trigger in
the AccessProfile, as shown in Figure B-21 on page 362, includes more
details:

/child::wnd[@title="Cardio Client" and @class_name="#32770"]

We match our example VBScript only, because we specifically trigger for the
title “Cardio Client”. The “#32770 is a standard window class.
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Figure B-21 Trigger - (When a) window is activated

4. The trigger, Fires immediately, in the next state (see Figure B-23 on
page 363) includes the condition that is shown in Figure B-22 on page 363,
NO_ACCOUNT_DATA_FOUND=1, which means that the credentials bag for
this AccessProfile is empty. The next actions are to capture the user
credentials and to save them. The last action includes a VBScript, built into
AccessProfile, and its security context. It starts “Cardio Client” from a
command line on behalf of the user and includes the credentials user name
and password as parameters to sign on the user to the “Cardio Client”. We
describe this script later.

5. The triggers in Figure B-23 on page 363 never trigger if we do not enter the
action Auto-fills user credentials, as shown in Figure B-21, because the
property NO_ACCOUNT_DATA_FOUND is not defined yet. We create a
dummy action that contains no injection fields at all. However, it initializes the
property NO_ACCOUNT_DATA_FOUND and sets it to 1.

If this action is not set, the aa_observer.Tog includes this line:

{WScript.exe} [CObsTrigger::TestProperties] Property not in bag,
id = NO_ACCOUNT DATA_FOUND

Another essential task is to define an authentication service in this action, in
our example, the direct authentication service auth_CardioClient. The text
“asi” in the action “Auto-fills user credentials - asi” shows that we set an
authentication service.
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Figure B-23 Trigger When no account data exists

. The next time that the user starts the VBScript, the property

NO_ACCOUNT_DATA_FOUND is no longer true. The other trigger, as shown

in Figure B-24 on page 364, fires.

Here, we test the condition NO_ACCOUNT_DATA_FOUND=0.
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Figure B-24 Trigger When account data exists

7. We define the action “Shows a dialog to capture user’s logon credentials”. We
chose the signature of the OK Button, including the string Cardio Client:

/child::wnd[@titTle="Cardio Client" and
@class_name="#32770"]/child::wnd[@class_name="Button" and
ectrl_id=2]

The authentication service is auth_CardioClient, and credentials to be saved
are defined in Advanced Options this way:

adt_ciuser_cspwd (default)

8. The next action saves the user credentials. Alternatively, we also can
configure the last action to store the captured credentials into the Wallet
directly.

9. The next trigger, as shown in Figure B-25, includes the last action. It closes
the VBScript pop-up window. This trigger also closes our AccessProfile
pop-up window, which must run a VBScript to start the "Cardio Client"
because this action is a child process. However, the separate "Cardio
CTlient" process is not closed, because it is a separate process. We set this
trigger to wait 2 seconds. The following signature is for this action:

/child::wnd[@title="Cardio Client" and @class_name="#32770"]

-
i gl
(_ state_after_program_started H\-

""“-—-,'*::_____—— —_—

Fire after specified time

¢ state after window _closed )

Figure B-25 Action to close the VBScript pop-up window
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10.Finally, we look at the VBScript to start the "Cardio Client":

set pc = runtime.GetPropertiesContainer()

user = pc.GetAccDataltem("default capture bag","aditi ciuser",1)

pwd = pc.GetAccDataltem("default capture bag","aditi cspwd",1)

strCmd = "C:\Program Files\Cardio\Cardio.exe /u:" & user & "," & pwd

set wsShell = CreateObject ("WScript.Shell")
wsShell.run strCmd
set wsShell = nothing

‘MsgBox("user: " & user & "; pwd:" & pwd & "; strCmd: " & strCmd)

First, we get the runtime variables of our AccessProfile and read user name

(ciuser, case-insensitive user) and password (cspwd, case-sensitive
password) out of the default capture bag into two variables.

Then, we build our command line, as shown at the beginning of this use case:

strCmd = "C:\Program Files\Cardio\Cardio.exe /u:" & user & "," & pwd

Finally, we execute the command to start the command line.

The next message box (MsgBox) is for debugging only and can be commented.

To finalize this use case, we attach the complete AccessProfile Cardio.eas in

Example B-36.

Example: B-36 Complete AccessProfile Cardio.eas

<all_data>
<application creation_timestamp=
entity_id="scp-id-current-ims-017b02c7-7f23-4ca6-878c-16f8082208d8" entity_type="scp_ims"
is_deleted="0" update_timestamp="" _origin="file">
<storage_template_id_value_pair>
<id>app_CardioClient</id>
<value>
<name>CardioClient</name>
<desc />
</value>
</storage_template_id_value_pair>
</application>
<authenticator creation_timestamp=
entity_id="scp-id-current-ims-017b02c7-7f23-4ca6-878c-16f8082208d8" entity_type="scp_ims"
is_deleted="0" update_timestamp="" _origin="file">
<storage_template_id_value_pair>
<id>auth_CardioClient</id>
<value>
<disp_name>CardioClient</disp_name>
<description />
<monikers type="mt_injection" />
<monikers type="mt_capture" />
<account_data_template_id>adt_cspwd</account_data_template_id>
</value>
</storage_template_id_value_pair>
</authenticator>
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<sso_site creation_timestamp="" entity_id="scp-id-current-ims-017b02c7-7f23-4ca6-878c-168082208d8"
entity type="scp_ims" is_deleted="0" update_timestamp="" _origin="file">
<storage_template_id_value_pair>
<id>profile_CardioClient</id>
<meta>
<as_meta>
<sso_wizard_info>
<is_wizard_gen>1</is_wizard_gen>
</sso_wizard_info>
</as_meta>
</meta>
<value>
<site_signatures>
<site_signature>/child::exe[@exe_name="wscript.exe"]</site_signature>
</site_signatures>
<site_info>
<application_id>app_CardioClient</application_id>
</site_info>
<s$so_support>
<state_engine_sso_support xmlns:msxsl="urn:schemas-microsoft-com:xs1t">
<states>
<state 1d="10314101076684246141010713066011814141101212" is_begin_state="1">
<state_name>state_start</state_name>
<triggers>
<trigger>
<wnd_activate_trigger>
<signature>/child::wnd[@title="Cardio Client" and
@class_name="#32770"]</signature>
<wnd_match_Tparam type="title_text">Encentuate AccessAgent</wnd_match_lparam>
<wnd_match_lparam_type>6</wnd_match_lparam_type>
<actions>
<action>
<acc_data_inject_action>
<acc_data_bag id="default_injection_bag">
</acc_data_bag>
<action_id>81110451141401411940651057312573141110131102</action_id>
<auth_info>
<direct_auth_info>
<auth_id>auth_CardioClient</auth_id>
</direct_auth_info>
</auth_info>
</acc_data_inject_action>
</action>
</actions>
<next_state_1d>914292150121413139479141183155509611471111153</next_state_id>
<trigger_id>112611626119151514113891457171117111139946</trigger_id>
</wnd_activate_trigger>
</trigger>
</triggers>
</state>
<state 1d="914292150121413139479141183155509611471111153">
<state_name>state_after_set_variables</state_name>
<triggers>
<trigger>
<gen_null_trigger>
<next_state_id>1531187100820024721291573592111537380103</next_state_id>
<actions>
<action>
<observer_dlg_capture_action>
<acc_data_bag id="default_capture_bag" />
<action_id>90251580127089445911227150642511120121110</action_id>
<auth_info>
<direct_auth_info>
<auth_id>auth_CardioClient</auth_id>
</direct_auth_info>
</auth_info>
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<signature>/child::wnd[@title="Cardio Client" and
@class_name="#32770"]/child::wnd[@class_name="Button" and @ctrl_id=2]</signature>
</observer_d1g_capture_action>
</action>
<action>
<acc_data_save_action>
<acc_data_bag_id>default_capture_bag</acc_data_bag id>
<action_id>811012446610151413493910971701181186914536</action_id>
</acc_data_save_action>
</action>
<action>
<run_script_action>
<script language="VBScript"><![CDATA[set pc =
runtime.GetPropertiesContainer()
user = pc.GetAccDataltem("default_injection_bag","aditi_ciuser",1)
pwd = pc.GetAccDataltem("default_injection_bag","aditi_cspwd",1)
strCmd = "C:\Program Files\Cardio\Cardio.exe /u:" & user & "," & pwd
set wsShell = CreateObject ("WScript.Shell")
wsShell.run strCmd
set wsShell = nothing
'MsgBox("user: " & user & "; pwd:" & pwd & "; strCmd: " & strCmd)
11></script>
<action_id>114913291314991410415141396114141076213211149135</action_id>
</run_script_action>
</action>
</actions>
<trigger_id>1215133691311411441013291115310141171512010134</trigger_id>
<conditions>
<condition>
<test_property id="NO_ACCOUNT_DATA_FOUND">
<test_value>l</test_value>
</test_property>
</condition>
</conditions>
</gen_null_trigger>
</trigger>
<trigger>
<gen_null_trigger>
<next_state_id>1531187100820024721291573592111537380103</next_state_id>
<actions>
<action>
<run_script_action>
<script language="VBScript"><![CDATA[set pc =
runtime.GetPropertiesContainer()
user = pc.GetAccDataltem("default_injection_bag","aditi_ciuser",1)
pwd = pc.GetAccDataltem("default_injection_bag","aditi_cspwd",1)
strCmd = "C:\Program Files\Cardio\Cardio.exe /u:" & user & "," & pwd
set wsShell = CreateObject ("WScript.Shell")
wsShell.run strCmd
set wsShell = nothing
'MsgBox("user: " & user & "; pwd:" & pwd & "; strCmd: " & strCmd)
11></script>
<action_id>0887711155135842311118022113226107810313</action_id>
</run_script_action>
</action>
</actions>
<trigger_id>651114121410106071141213483141121553925112824</trigger_id>
<conditions>
<condition>
<test_property id="NO_ACCOUNT_DATA_FOUND">
<test_value>0</test_value>
</test_property>
</condition>
</conditions>
</gen_null_trigger>
</trigger>
</triggers>
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</state>
<state id="1531187100820024721291573592111537380103">
<state_name>state_after_program_started</state_name>
<triggers>
<trigger>
<gen_time_out_trigger>
<next_state_id>76845101254131424105680451514948201311410</next_state_id>
<time_out>2</time_out>
<actions>
<action>
<wnd_close_window_action>
<signature>/child::wnd[@title="Cardio Client" and
@class_name="#32770"]</signature>
<action_id>6960137147131213847651113151513911286661411116</action_id>
</wnd_close_window_action>
</action>
</actions>
<trigger_id>741011114321115124431113913411132821514213131110</trigger_id>
</gen_time_out_trigger>
</trigger>
</triggers>
</state>
<state 1d="76845101254131424105680451514948201311410">
<state_name>state_after_window_closed</state_name>
<triggers />
</state>
</states>
</state_engine_sso_support>
</sso_support>
</value>
</storage_template_id_value_pair>
</sso_site>
</all_data>

Conclusion

In this appendix, we investigate how to integrate web-based applications into IBM
Security Access Manager for Enterprise Single Sign-On by using the
AccessProfile technology.

After looking at background information, we present the technologies around the
Observer and Signatures, and how to auto-learn an AccessProfile and how to
handle basic authentication. Then, we look at frames and the web browser
document object and explain the differences between Firefox and Internet
Explorer AccessProfiles.

Finally, we stop describing pure web-based application profiling and look at a
common, realistic use case.
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Configuring strong
authentication

IBM Security Access Manager for Enterprise Single Sign-On automates sign-on
and access to enterprise applications, eliminating the need to remember and
manage user names and passwords. Users log on to IBM Security Access
Manager for Enterprise Single Sign-On with a special user ID and password.
Then, when they access their secured applications, the IBM Security Access
Manager for Enterprise Single Sign-On agent injects their stored credentials
automatically without requiring the users to enter them. IBM Security Access
Manager for Enterprise Single Sign-On provides the usual features associated
with password security, for example, password length and aging policy.

This appendix is based on a set of exercises that was produced for the European
Tivoli Technical Conference 2010. It shows how to configure IBM Security
Access Manager for Enterprise Single Sign-On to use additional or alternative
methods of authentication when users log on to provide a greater degree of
security (stronger authentication). This appendix includes the following sections:

» “Configuring authentication to use smart cards” on page 371

» “Configuring authentication to use radio frequency identification cards” on
page 408

» “Strong authentication by using biometrics” on page 416
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» “Configuring authentication for Mobile ActiveCode as a one-time password”
on page 444

Why do these screen captures look different? Because this set of
exercises was implemented by using a previous version of IBM Security
Access Manager for Enterprise Single Sign-On, the screen captures show the
previous version. Because the technical details apply to IBM Security Access
Manager for Enterprise Single Sign-On 8.2, we decided to include this
valuable appendix in the book.
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Configuring authentication to use smart cards

This section explains how to configure an existing IBM Security Access Manager
for Enterprise Single Sign-On environment to use smart cards as additional
authentication factors.

This section includes the following topics:

| 2

»

>

“Prerequisite environment” on page 371
“Testing smart card compatibility” on page 372
“Configuring the certificate authority” on page 374

“Importing the CA root certificate to the HTTP Server truststore, part 1” on
page 378

“Importing the CA root certificate to the HTTP Server truststore, part 2” on
page 381

“Enabling two-way Secure Sockets Layer on the IBM HTTP Server” on
page 390

“Creating IMS Server policies for smart card use” on page 392
Assigning the new template to the client workstation

“Modifying the user default template to accept smart card authentication” on
page 395

“Issuing a certificate to a smart card” on page 397
“Registering a smart card to a user” on page 405

Prerequisite environment

To run this exercise, you need the following resources. See the IBM Security
Access Manager for Enterprise Single Sign-On product documentation for
platform requirements and configuration instructions:

>

Integrated Management System Server (IMS Server):
— Microsoft Certificate Server
— Internet Information Services

— IBM Security Access Manager for Enterprise Single Sign-On IMS Server
prerequisites:

¢ IBM WebSphere Application Server
e IBM HTTP Server
¢ A supported database (for example, IBM DB2)
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— Smart card middleware

Middleware: This scenario uses the Charismathics Smart Security
Interface (CSSI).

» Client:

IBM Security Access Manager for Enterprise Single Sign-On AccessAgent
Smart card middleware

Initialized smart card and reader or USB token

Drivers for the reader or token

» Active Directory
Domain that contains the computers and user accounts

Testing smart card compatibility

The Smart Card Compatibility Tool is supplied with IBM Security Access
Manager for Enterprise Single Sign-On installation files. The tool is installed in
the SCardCompatTool version directory.

You can test smart card compatibility in the following way:

1. Create amycsp.ini configuration file that contains the details of the location
of the smart card middleware driver, by using the supplied example.ini file for
guidance.

2. Run the following command from the command line:
SCardCompatTool.exe -i mycsp.ini -o output_file name
The following prompt appears:

Insert the smart card that you wish to test. Press Enter to proceed.
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3. Insert the smart card into the reader, and press Enter. Then, enter the PIN
when prompted. Figure C-1 shows the tests.
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View Favorites Tools  Help z‘
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Container: 88b7729F-6F6f-4F37-89F2-& File and Folder Tasks B ’5
8 RS54 public key | Charismathics Charismathics mycsp.ini SCardCom...  myout.bxk

8 R private key S} Rename this fils SS15.0.1... SSI5.0.10...
5 i = i ,

=+ Select Command Prompt - "C:\Documents and Settings‘Administrator\DesktopSCardCompat. .. !EB

icrosoft Windows XP [Version 5.1.2688]
{C> Copyright 1985-2881 Microsoft Corp.

:“Documents and Settings“Administrator>"C:x\Documents and Settings“Administrator
Desktop~S8CardCompatTool vl 5\S8CardCompatTool.exe'" —i "C:“Documents and Settings
AdministratorsDesktop SCardCompatTool_vl S mycsp.ini" —o "C:“\Documents and Sett
ings“AdministratorsDesktop S8CardCompatTool _vi_Smyout.txt"

CardCompatTool.exe version 1.5.8

Insert the smart card that you wish to test.

ress Enter to proceed>

[Enter SmartCard PIN>oooemos

tarting smart card tests...

mart card tests complete.

ress Enter to exit..._ ;}

< |- |

S = ———

Figure C-1 Smart card compatibility tool

4. Verify that the test was successful by examining the output file. If the test is
successful, continue to the next section.

Initialization: You must initialize the smart card or USB token first. This
process is outside the scope of this paper. For information about how to
enable new smart cards, see the smart card middleware documentation.
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Configuring the certificate authority

Next, configure the certificate authority (CA) on the IMS Server:

1. Start the Microsoft Certification Authority by navigating to Start —
Administrative Tools — Certification Authority, as shown in Figure C-2.

e’@ Active Directory Domains and Trusts

@ Active Directory Sites and Services
@ Active Directory Users and Computers

admm;strator @ Component Services

"‘! My Computer g Computer Managemenk
4 Configure Your Server Wizard

G, EBntcl Pan » Data Sources (ODBC)
Command Prompt =
ED pHep
= .E Distributed File System
)‘{ Windows Explorer >
2 Dns

._é Printers and Faxes

Bﬁ] Domain Controller Security Policy

@ Motepad 9) Help and Suppart Bﬁ] Damain Security Policy
— Event Yiewer
\ Stark HTTP Server I') el ‘:g Intermet Information Services (I15) Manager
E Run... % Licensing

I , Active Directary Users and
s omputers

_I Manage Your Server
% Microsaft \WET Framework 1.1 Configuration
\% Evoizn;ir?jure Ve o % Microsoft \MET Framewark 1.1 Wizards
@ Metwork Load Balancing Manager
@ Performance
(%2 Remote Deskbops
E Routing and Remate Access
g@ Server Management
All Programs % Services

T@ Terminal Server Licensing
Log Off @ Shut Down

,, Terminal Services Configuration

It’start J @ a J @Active Directary Users a.., | F Terminal Services Manager
Figure C-2 Starting the Microsoft Certification Authority
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2. A window opens that displays details about the CA. In the left pane, select the
CA server, and then select the Certificate Templates directory. The
available certificate templates are displayed in the right pane, as shown in
Figure C-3.

{# Certification Authority o ] 4

File  Action  Wiew Help
e = | BB 2
@ Certification Autharity (Local) Marng | Intended Purpose |
E@ ims EFS Recovery Agent File Recovery

[Z] Revoked Certificates Baswc EF5 Encrypting File System
& 155'-'9_‘:' Certificates EDomain Contraller Client Authentication, Server Authentication
{22 Pending Requests \Web Server Server Authentication

a Falle et Iests AComputer Client Authentication, Server Authentication
- Certificate Templates User Encrypting File System, Secure Emai, Clien...
Subordinate Certification Authority <Al
Admin\stratnr Microsoft Trust List Signing, Encrypting File...

|
Figure C-3 Available certificate templates
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3. To install the necessary templates (for example, the Smartcard User and
Smartcard Logon templates), right-click in the right pane, and select New —
Certificate Template to Issue, as shown in Figure C-4.

{# Certification Authority o ] 4

File  Action  Wiew Help
e = | B =2
@ Certification Autharity (Local) Marng | Intended Purpose |
E@ ims EFS Recovery Agent File Recavery

1 Revoked Certificates iasic EFS Encrypting File System
& ISSUE.E' Certificates Client Authentication, Server Authentication
{0 Pending Requests Server Authentication
g Fa'le_‘:_ Requests | Client Authentication, Server Authentication
Citiiliilic el Elice Encrypting File System, Secure Emai, Clien...

omain Controller

ubordinate Certification Authority <Al

4 Administrator Microsoft Trust List Signing, Encrypting File...

Manage

Refresh
Export List...

Miew »

Arrange Icons b
Ling up Icons

Help

|Enab|a additional Certificate Templates on this Certification Authority

Figure C-4 New certificate
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4. A list of available certificate templates appears. Scroll down, and select the
Smartcard Logon and Smartcard User templates, as shown in Figure C-5
(You can select multiple certificate templates by pressing Cirl.) Click OK.

_cix
File  Action  Wiew Help
&= BEBE|2

@ Certification Autharity (Local) | Marng | Intended Purpose |
E@ ims EAEFS Recavery Aaent File Recovery.

[ Reve M Enable Certificate Templates
D Issue

[[JPend Select one ar more Certificate Templates ta enable on this Certification Authonty
i (2 Failes
423 [Certi Marme: | Intended Purpose I -]
Exchange Enialiment Agent [Offiine request) Certficate Request Agent

wchange Signature Only

#change User

PSec

PSec [Offline request]

B R outer (Dffline request]
= 7

Secure Email

Secure Email
IP zecuity IKE intermediate
IF zecuiity IKE intermediate

Client &uthentication
Tl i

gt List Signing

hicrozoft Trust List Signing
User Signature Only

Secure Email, Client Authentication

|
Figure C-5 Selecting the templates
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The smart card templates are added to the Certificate Template list, and the
server is ready to issue certificates, as shown in Figure C-6.

{ Certification Authority

File Action Yiew Help
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Server Authentication

Client Authentication, Server Authentication

Encrypting File System, Secure Email, Clen...
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Microsaft Trust List Signing, Encrypting File. ...

Figure C-6 Smart card certificates

Importing the CA root certificate to the HTTP Server truststore, part 1

Now, obtain the CA root certificate by clicking Start —» Administrative Tools —
Active Directory Users and Computers. The window shown in Figure C-7 on
page 379 opens.

This scenario uses the Microsoft Certificate Server to obtain the domain name.
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Figure C-7 Opening the Active Directory

Next, you need to obtain the Internet Information Services (1IS) server port
number. By default, the IIS port number is 80. However, because the IBM HTTP
Server already requires port 80, you need to modify the IIS port during
installation.
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To find the IS server port number, follow these steps:

1. Go to Start —» Administrative Tools — Internet Information Services (lIS)
Manager, as shown in Figure C-8.

e’@ Active Directory Domains and Trusts
@ Active Directory Sites and Services
@ Active Directory Users and Computers
@ Certification Authority

SdmmeE s Cluster Administratar
@ Component Services
- Computer Managemenk
\g Manage Your Server 55 My Computer g

4 Configure Your Server Wizard
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e
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-
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@ Motepad 9) Help and Support
\ Start HTTP Server /') ==ich

7 y Run...
@ Active Directory Users and

Computers

Domain Controller Security Policy

Domain Security Policy

Event Yiewer

Licensing
Manage Your Server

: % Microsaft .WET Framework 1.1 Configuration
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Figure C-8 Opening the IIS Manager
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2. Click the plus sign (+) for the server from the left pane.

3. Open the Web Sites directory, and right-click Default Web Site. If there is
more than one website, right-click the one that is available, not the one that is
stopped.

4. Select Properties. The window shown in Figure C-9 opens. Several
parameters appear, one of which is the TCP port. Note the value of the TCP
port. (If the value is 80, change it to 81.)

& Internet Inf Default Web Site Properties 21 =10l x|
Vg File  Ac | - =] x
M Directory Security I HTTP Headers I Cuskom Errars I ASP.MET I —I—I—I
e = | |—|: wieh Site | Performance I ISAFPI Filters I Home Directory I Diocuments
[ 4 Internet Infa i~ Web site identification |ader value I 1
B ':?9 s (Ioc‘? Diescription: I Default Web Site i
B Applic *
Bl Web IP address: I(AII Unassigned) j Advanced. .. |
. =@ :
S 3 TCP port: | 5L port: |
[-_) Web
i~ Connections
Conneckion timeout: I 120 seconds
V¥ Enable HTTP Keep-alives
—I¥ Enable logging
Active log Format:
|w3C Extended Log File Format x| Properties... |
4 I 3
’7 OF I Cancel Anply Help | li—l

Figure C-9 TCP port value

Importing the CA root certificate to the HTTP Server truststore, part 2

After you determine the domain name and the IIS port number, enter the
following address for the certificate server into the browser:

http://domain_name:I1I1S_port_number/certsrv

This address opens the CA server page and allows certificates to be issued.
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Next, follow these steps:

1. Click the Download a CA certificate, certificate chain, or CRL link, as
shown in Figure C-10.

I Be |Lmks

Microsoft Certific

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with
ower the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perfarm other security tasks

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request
For more information about Certificate Services, see Certificate Services Documentation
Select atask:

Request a certificate
Viewthe status of a pending cerificate request

Download a CA certificate. certificate chain or@RL

Figure C-10 Downloading a certificate

2. Enter the administrator user ID and password at the prompt.

3. At the next page, you are prompted to select an encoding method. The
following standards are supported:

— DER
— Base 64

This scenario uses the Base 64 standard. Select the Base 64 option, and
click Download CA certificate, as shown in Figure C-11 on page 383.
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Address I@ http:/fims.encnetwork.local: 31/ certsrvfcertcarc. asp j Go | Links

Microsoft Certificate

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Encoding method:

r

Download CA cerfificate
Download CA certmicate chain
Download latest base CRL
Download latest delta CRL

Figure C-11 Downloading the Base 64 CA certificate
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4. In the confirmation box, click Save, and select the location where you want to
save the certificate. Assign a name to the certificate, as shown in

Figure C-12.
File Download
B 21x
Gave |k_) Centificatas EI Q[ M-
My Flecant
Documents
File Download - Security Warning i LI m
: Desktop
Do you want to open or save this file?
Mame: certnew,cer i D.
A Type: Security Certificate, 1,55 KB - [
From: ims.encnetwork, local !J.
Open Cancel | My Cni‘nnutel
‘While files from the Intemet can be useful, this file by -
ile files from the Internet can be useful, this file type can f ;
@ potentially hartn your computer. It you do ok tust the source, do not Myprr:ct:: i AL i |C.?-\:ert o j 2N
open ot save this software. What's the tisk? Save as type |55Eu,,|5, Certificate ﬂ Caneel |
7

Figure C-12 Saving the certificate

5. After you obtain the root CA certificate, import it into the IBM HTTP Server
truststore:

Navigate to Start —» IBM WebSphere — Application Server v7.0 —
Profiles —» AppSrv01 — Administrative Console.

On the left pane, expand Servers and then expand Server Types. On the
right pane, under Web servers, select the server that you want, as shown in
Figure C-13 on page 385.

WebSphere Application Server administrator credentials: At the
Administrative Console, you need to enter the WebSphere Application
Server administrator credentials.
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Address IE https:/fims. encretwork. local:9043ibm/console/securefsecurelogon. do Go | Links ¥

Integrated Solutions Console ~ Welcome wasadmin Help | Logout

| view: [Al cazh =] ‘ Cell=imsNodedicell, Profile=AppSrv0l
Welcama

Suided Activities

Vieb servers
B Servers Use this page ta view a list of the installed web servers,

Bl server Types Preferences

WebSphere applicstion servers = s — = —
e s e Generate Plug-in || Propagate Plug-in | [Mew]| Delete || Templates.. ][ Start|[Stop [ Terminate

Web servers

@ applications T = = = 7 T o
select| Hame & ‘Wab server Type & ‘Noda gl ‘ Host Narne & | Mersion . | status ¢

Services

‘You can adrinister the fallowing resources:

H Resources - ‘ B S
H security it

Total 1

I18M HTTP Server ‘ imsHode0l ‘ irms.encnetwark, local ‘ ND 7.0.0.7 | &

Envirenment

Systerm administration
Users and Groups
Monitoring and Tuning
Troublezhooting
Service integration

[S]=l)

Figure C-13 Administrative Console
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6. Under the Configuration tab, in the Additional Properties section, click Plug-in
properties, as shown in Figure C-14.

Address I@ hktps: ffims.encnetwork. local: 9043 /ibmfconsole/secure/securelogon.do

Integrated Solutions Console  Welcome wasadmin Help | Logout

e01c
| view: [All tasks = | | Hode01Ce
Walcome

Guided Activities Web servers > webserverl

Bl servers Use this page to configure a Web server that provides HTTP and HTTPS support to application servers,
Bl Server Types Runtirme || Corfiguration
WebSphere application servers -
WebSphere MQ servers
Web servers
| Eeneral Properties Configuration settings
B applications
ER Web server name - R —
e [Febzatvars eb Server Virtual Hosts
Global Directives
Resources Type
IBM HTTP Server - iti perti
E— [ =1 Additional Properties
Environment Hstin Sne Log file

[ims.encnetwark, local |

5 2 Configuration File
System administration

RO Plurrin propertiss
Users and Groups 20 §
Rerhite Web server mansgerment
onitoring and Tuning # web server installation location

Custorn properties
Forts

EBIaen ans |ci/Proaram Files/1IBM/HTTRS2rver

+ Configuration file narme

ervice integration
[ci\Proaram Files\IBM\HTTRServercod | Edit

oDl
# Service narne

IBEMHTTPServer? O

Flatform Type
[windaws |

apply | [0K] [Reset| [ cancel

Figure C-14 Selecting Plug-in properties

386  IBM Security Access Manager for Enterprise Single Sign-On 8.2 Design Guide



7. Click Manage keys and certificates, as shown in Figure C-15.

Address I@ hktps: ffims.encnetwork. lacal: 3043ibm/consolefsecurefsecurelogon. da

Integrated Solutions Console Welcome wasadmin

| view: [All tasks

|

Welcome
Guided Activities
Bl servers
Bl Server Types
WebSphere application servers
WebSphere MG servers
Web servers
Applications
Services
Resources
Security
Envirenment
Syztem administration
Users and Groups
Monitaring and Tuning
Troubleshooting
Service intagration

uopl

Help | Logout

Cell=imshode0iCell, Profile=AppSrv0l

Web servers > b

1 > Plug-in prop

Use this page to configure a Web server plug-in. The plug-in passes HTTP requests from a Web server to WebSphere(R)
application servers.

Runtime || Gonfiguration

Plug-in properties

Addition. roperties

Regquest and
I 1ancre DNS failures during Web server startup Resoonse
Caching
# Refresh configuration interval
&0 seconds Regquest Routing
Custom Properties
Repository copy of Web server plug-in files:

# Plug-in configuration file name
plugin-cfg.=rml Miew

¥ Automatically generate the plug-in configuration file

¥ sutornatically propagate plug-in configuration file
# Plugein key stors fils name

Flugin-key. kdb

E Manage. keis.and.cerbiis

Copy to Web server keistore directory

Web server copy of Web server plug-in files:

# Plug-in configuration directory and file name
|C:\Drngram Files\IBMYHTTPServeriPlugins/configiwebserverl/plugin-cfg. x

# Plug-in key store directory and file name
[c\Program Files\IBM\HTTPS erveriPlugins/ confial webserveri/plugin-key. |

Figure C-15 Selecting Manage keys and certificates
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8. Then, click Signer certificates, as shown in Figure C-16.

Address I@j https: ffims encnetwork.local: 3043 fibmfconsole/securefsecurelogon. do

Integrated Solutions Console

| view: [All tasks

Welcome
Suided Activities
El servers

Bl server Types

Web servers

Applications
Services

Resources

Security

Envirenment

System administration
Users and Groups
Monitoring and Tuning
Troublezhoating
Service integration

Huooo

WebSphare application seruers
WebSphare MO seruers

j Gn Links **
|

Help | Logout

Web servers FE

Web servers > b 1 » Plug-in properties > CM5Key Store

Defines keystore types, including cryptography, RACF(RY, M3, Java(TM), and all truststore types.

General Properties

Additional Properties
Marme

[cmskaystare Eianer certificates
=1 ional certificates

Description ]

[cMsKeyStare for web server websererl, Personal certificate

requests
Management scope
(cell)iimsHodeniCelliinode)imsNodenl:
(serverliwebserverl

Custorn properties

Path
[$4conFIa_ROOTH cells/imsNodeicell/nodes/imsHodellfservers/ wabserverl/plug

#* Password

Type

[cmsks =

[T Read only

[T 1nitialize at startup

[T Enable aryptographic oparstions on hardware device

apply | [oK] [Reset] [ cancel

Figure C-16 Selecting signer certificates

9. On the right pane of the next panel, complete the following information:

— Alias: An alias name of your choice
— File Name: Full path of the CA certificate that you created earlier

10.Click OK, as shown in Figure C-17 on page 389. Save the changes when
prompted to do so.
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Address I@j https:jfims, encnetwork.local:2043/ibm/ consale/securefsecurelogon.do j Go | Links *

Integrated Solutions Console ~ Welcome wasadmin Help | Logout fi { -
| View: [All tasks = u
Welcome Web servers TE

Suided Activities

Web servers > b 1 = Plug-in properties > CM$KeyStore > Signer certificates > Add signer certificate

Bl gervers Adds a signer certificate to a key store.
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WebSphere application servers * Alias

WehSphere MQ servers [Cheat

Web serusrs

# File narme

Applications [cDocuments and Settings\Administrator\My Docurnents\Certificatest CAcert cer
Services Data type

. [Basecd-encoded ASCII data =]
esources

"
= Secfmw ok| | Reset | | cancel
Envirenment

System administration

Users and Groups

Manitaring and Tuning

Troubleshaating

Service integration

H upo1

Figure C-17 Copying certificate to web server

11.0n the left pane of the WebSphere Application Server Administrative
Console, expand Servers and then expand Server Types. Select Web
servers.

On the right pane, select the web server that you want, and then, under
Plug-in Properties, click Copy to web server key store directory, as shown
in Figure C-18 on page 390. The root CA certificate is imported into the IBM
HTTP Server truststore.
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Address I@j https: ffims . encnetwork. local: 9043 fibmjconsolejsecurefsecurelogon. do j Go Links ¥

Integrated Solutions Console ~ Welcome wasadmin Help | Logout .

| view: [All tasks =l ‘

Welcome Web servars 7
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Vieb servers > 1 > Plug-in prop:
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WebSphere application servers Runtime | Configuration
WebSphare MQ servers |
IWeb servers

Applications Plug-in properties Additional Properties
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e ™ 1gnore DWS failures during Web server startup Response
caching
Security + Refresh configuration interval
a0 saconds Reguest Routing

Envirenment
Custom Properties

System administration Repository copy of Web server plug-in files:
Users and Groups # Plug-in configuration file name
T Wi
Menitoring and Tuning plugin-cfg.xcml [ie]
Troubleshootin ¥ autarnatically generate the plug-in canfiguration file
L
Service integration ¥ automstically propagate plug-in configuration fil=
uoDI # Plug-in key store file name

plugin-key kdb

Manage keys and certificates |

[ b W ek semar ey share dirschon E

Wieb server copy of Web server plug-in files:

# Plug-in configuration directory and file narme
[ciPragram FileshIBMVHTTPS erveriPlugine/ config/websarverl/plugin-cfa.x

# Plug-in key store directary and file name
[€\Program Files\ IEMYHTTR S erverlPlugins/ confin/webserverl/plugin-key.H

Figure C-18 Copying to keystore

12.Finally, restart the IBM HTTP Server. On the left pane of the WebSphere
Application Server Administrative Console, expand Servers and then expand
Server Types. Select Web servers.

On the right pane, select the webserver1 link, and click Stop. After
webserveri1 stops, select the link again, and click Start.

Enabling two-way Secure Sockets Layer on the IBM HTTP Server

To enable secure communications on the IBM HTTP Server, follow these steps:
1. Log on to the WebSphere Application Server Administrative Console.
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2. Then, click Server — Server Types — Web servers — web_server. Under
Additional Properties, click Configuration file, as shown in Figure C-19.
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